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GENERAL INTRODUCTION

Advances in the technology of electronic devices and their miniaturization, the develop-
ment of networks, particularly wireless technology, and the renewed interest in artificial
intelligence in all its branches, have contributed considerably to the evolution of the In-
ternet of Things (IoT). The integration of social relationships between intelligent objects
of IoT has led to the emergence of the concept of the Social Internet of Things (SIoT).
This innovation allows devices to build relationships and collaborate effectively and inde-

pendently.

Problematic

SIoT presents a data management challenge due to the massive amount and diverse nature
of data from connected devices with social interactions. Effective data fusion methods
are crucial to integrate and exploit this complex data. Evaluating machine learning for
classifying these complex relationships is difficult, as it requires techniques that handle

data variety, dynamism, privacy, security, and high accuracy.

Objective

This study aims to improve the accuracy and reliability of classifying relationships in the
Social Internet of Things through a multi-stage data fusion process and the application of

advanced machine learning algorithms.



Methodology

This thesis is structured into three parts:

o Chapter 1: covers definitions and generalities on the basic notions of the social

internet of things and the data fusion.

o Chapter 2: is a state of the art of some works in the literature that are related to

data fusion in the context of SloT.

o Chapter 3: presents the proposed data fusion approach to classify relationships
among SIoT devices using machine learning. It also provides and discusses the ob-

tained result of the performed tests.

Finally, the conclusion recalls the problem, summarizes the objectives stated at
the beginning of this thesis, summarizes what has been done in the state of the art,
highlights the tests and results obtained and considers interesting perspectives which can

improve our work.



CHAPTER 1

SOCIAL INTERNET OF THINGS AND DATA FUSION

1.1 Introduction

Today, the Internet hosts billions of connections and exchanges, making it the most pow-
erful tool for sharing information. In a few decades, it has become the driving force behind
profound transformations in the lives of businesses, individuals, and institutions. Contin-
uous communication is facilitated by a wireless network among various objects of daily life
that interconnect and interact intelligently and cooperatively. This is the so-called Social
Internet of Things (SIoT), a new paradigm combining social network concepts and the
Internet of Things (IoT). This paradigm has given rise to an ecosystem in which devices
can communicate with each other and users. An essential element of SIoT is the collection
and fusion of data generated by connected devices. Data fusion is the process of the com-
bination and integration of several data sources of different types or formats to produce a
more complete and exact representation of the phenomenon studied. Using various strate-
gies, such as statistical methodologies, machine learning algorithms, or expert knowledge,

enables the extraction of useful and valuable information from the combined data.

In this chapter, we’ll present the definition of the IoT, followed by the definition
of the SIoT, its architecture, and fields of application. We’ll also look at data fusion, its
architecture, advantages, challenges, and techniques, and finally review the different types

of machine learning.
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1.2 Internet of Things

The term "Internet of Things" (IoT) does not yet have a consensus on its definition. Some

emphasize its technical aspects, while others focus more on its uses and functionalities.

1.2.1 Definition of IoT
Among the definitions of IoT found in the literature, we cite :

o Internet of Things Global Standards Initiative (IoT-GSI) working group, led by Union

Internationale des Télécommunications (UIT), considers IoT as [18]:

«A global infrastructure serving the information society to provide ad-
vanced services by interconnecting objects (physical and virtual) through
the interoperability of existing or evolving information and communication

technologies».

o The Institute of Electrical and Electronics Engineers (IEEE) defines Internet of
Things (IoT) as [19]:
«A network of elements, each equipped with sensors, that are connected

to the Internet».

o Cluster of European Research Projects on IoT (CERP-I0T) defines the Internet of
Things as [20]:
«A dynamic infrastructure of a global network. This global network has
self-configuring capabilities based on interoperable communication stan-
dards and protocols. In this network, physical and virtual objects have
identities, physical attributes, virtual personalities, and smart interfaces,

seamlessly integrated into the network».

In summary, IoT can be considered as a collection of connected objects designed to make

the real world smarter.

Some of the concepts used in the previous definitions, such as sensor, connected
object and smart object, require clear definitions to distinguish them. This is what we

present below.
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1.2.2 Sensor

A sensor is an electronic device that measures physical, social, or environmental parame-
ters, essential in the context of IoT because it allows the collection of crucial data for the
operation of intelligent systems. The data collected by these sensors are then utilized to
enhance social interactions, facilitate decision-making, and optimize the user experience

within the context of an interconnected environment [21].

In IoT, different types of sensors are used depending on the specific needs and

requirements of each use case. Here are some examples of sensors used in these contexts:

« Motion sensors (accelerometers and gyroscopes): integrated into wearable devices,
connected vehicles, and surveillance systems to detect movement, orientation, and

vibration.

« Position sensors (GPS, RFID): used for geolocation of connected objects, asset track-

ing, navigation, etc.

« Biometric sensors: utilized for security and authentication in Internet of Things sys-

tems, include fingerprint and face recognition sensors.

« Vibration sensors: monitoring the condition of infrastructure, predictive maintenance

and equipment safety.

» Proximity and presence sensors: Used in home automation devices to detect object

presence, as well as lighting control, security, etc.

o Ambient light sensors: To automatically adjust lighting based on surrounding light

conditions, or to monitor lighting quality in wellness applications.

e Temperature and humidity sensors: Used to monitor and control environmental con-

ditions inside buildings, in smart agriculture, or for cold chain management.

« Gas and air quality sensors: Used in industrial environments, smart buildings and

smart cities to monitor air pollution and toxic gas levels.

These sensors are essential for collecting real-time data, transmitting it via wireless net-
works (like WiF1i, Bluetooth, Zigbee, LoRa, etc.) to data management and analysis sys-
tems. They thus make it possible to make objects more intelligent and create connected

environments capable of responding to user needs and preferences proactively.
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1.2.3 Connected Object

Connected object is a physical device capable of communicating and exchanging
information remotely through different types of connectivity with other devices. These
objects are equipped with sensors to collect data from their environment, once the data
is collected, the connected objects transmit this information to other devices, and some-
times process it to help make decisions or initiate actions. Connectivity is the main and
differentiating element of a connected object, it allows the object to be connected to an in-
frastructure or to another connected object via a communication channel. The connected

object integrates one or more IoT networks, as it shown in figure 1.1 [22].

Figure 1.1: Connected Objects [1].

Connected objects possess five key characteristics [23] [24]:
« Identification: each connected object is assigned a unique identifier (barcode, RFID
chip, or IP address) for distinct recognition.

» Sensitivity to the environment: Capable of perceiving, analyzing, and collecting

information from its surroundings.

o Interactivity: establishes a network connection either permanently or temporarily,

depending on the object and its requirements.
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e Virtual representation: an electronic signature representing the physical con-

nected object.

o Autonomy: the ability of an object to act independently without external interven-

tion, making each object responsible for itself.

In the composition of a connected object, the processing part, carried out by the
microprocessor(s), can take an increasingly important part, providing the object with
computing and processing power equivalent to a microcomputer. The object thus becomes

more and more “smart” [25].

1.2.4 Smart Object

A smart object (or intelligent object) is a connected object that has advanced
processing and analysis capabilities through an integrated microprocessor. It can process
data autonomously, run complex algorithms, and adapt or learn from the environment
using artificial intelligence. Smart objects can not only collect and transmit data, but
also make decisions based on this collected data without human intervention. Smart
objects connect to other objects or integrate a collection of devices, also called an IoT
network [26] [25].

The intensive use of smart objects in recent years has contributed significantly to

the rapid evolution of social networks. But what is a social network?

1.3 Social Networks

This section gives the definition of social networks and features that can be sued with IloT

to constitute an advanced version of IoT.

1.3.1 Definition

Social Networks (SN) are online platforms that allow users to create public or semi-public
profiles, interact with other users, and browse their connections. The nodes in SN refer
to individuals and the edges between the nodes describe the relationships between the

people. The SN are characterized by the following characteristics [3]:

o Community-driven: Discovering new friends and reconnecting with old ones.
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o Interactive: Interacting with events and news.

o User-based: Real-time updates and control of profiles by users.

1.3.2 Component of the Social Networks that can be used with IoT

Social media networks profile users when creating their account, including their personal
details. These profiles are accessible via a social graph displaying links between users.
To maintain contact, SN use tools such as emails, instant messaging, blogs, discussion
forums, telephony and videoconferencing. Service APIs enable the integration of third-
party applications and external content. Therefore, the three fundamental features that

can be adopted to give a social structure to the IoT are the following ones: [3]

o Identifier management: Assignment of universal IDs to identify all objects, ensuring

interoperability of methods for detecting new objects.

o Object profile: Static and dynamic details of objects, classified according to key char-

acteristics, allowing identification based on the services offered or interfaces offered.

o Owner control: Determining the functions and shareable data of objects, with security

and access policies for each future operation.

These features facilitate the interaction and effective management of connected objects,

integrating third-party services and improving communication between users.

1.4 From IoT to SIoT historical

The evolution from the Internet of Things to the Social Internet of Things (SIoT) repre-
sents a major step forward in connecting physical objects with the digital world. In the
beginning, IoT systems were developed in isolation, leading to small, isolated groups of
smart devices that couldn’t easily work together because there was no standard architec-
ture. This fragmentation limited the integration and functionality of these systems and
prevented the creation of a unified IoT environment for complex applications.A simple but
effective countermeasure to IoT fragmentation is to enable objects to communicate directly
with external frameworks using the web protocols and networking paradigms universally

accepted by the modern Internet of services [3].
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The first innovation was the implementation of what is now widely known as
the Web of Things (WoT) [27], which was a crucial development, using web protocols
within devices or their gateways to enable direct communication with external systems
through widely accepted web protocols. This integration led to the use of Device Profile for
Web Services (DPWS) and Representational State Transfer (RESTful) APIs. This helped
integrate [o'T devices into the broader Internet of Services, but WoT still faced challenges

in advertising, discovering, accessing, and using these devices and their services [28] [3].

Another advantageous aspect is the ability of Internet users and providers to sense
and interact with the physical world. One approach in this context is to build a platform
where objects can be easily discovered, checked, exploited, and composed. This is the
case for several recent web solutions, such as SenseWeb (http://www.sensormap.org) and
Xively (formerly Pachube— http://xively.com), that provide users with a central forum
to exchange their sensor data and implement related applications. The natural evolution
of this concept is to encourage sharing smart devices among trusted users without needing

to create a new social network or user database on a new web service [3].

Indeed, Holmquist et al. [29] introduced one of the first ideas of pseudo-
socialization between objects. Using the so-called Smart-Its Friends technique, users had
a very convenient interface to establish temporary friendship relationships on Smart-Its
(smart wireless systems that typically combine sensing, computing, and communication

functions) depending on the system context.

The so-called Blog-jects, corresponding to the "objects that blog" presented in [30],
describe this new approach towards strong interaction with the world, which is considered
necessary to be embodied in traditional devices. The leap away from the past is illustrated
here by a clear distinction between a "thing" that is merely linked to the Internet and a

"thing" that plays an active role in the social network.

The concept of Embodied Microblogging (EM) proposed in [31] goes beyond sim-
ply connecting objects via the IoT. It suggests enhancing everyday objects to facilitate

human-to-human communication and make daily events more noticeable.

The reference [32] describes the expected IoT network architecture but does not
detail potential social features. While this article explores the combination of IoT and
social networks and provides useful application examples, it does not propose protocols or

architectural solutions for a social IoT.

A significant contribution to describing a social IoT is presented in [32]. This
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article explores the possibilities of combining IoT and social networks and provides useful
application examples. However, it does not discuss potential protocols for establishing
social connections between objects or possible architectural solutions for a social IoT.
Similarly, the concept of a social IoT is present in numerous strategic study agendas,
often as a simple declaration of interest, as illustrated by the Finnish Strategic Agenda

for Science [3].

Significant attention is given to exploring the social potential of loT components
in [33]. This research describes an architecture where objects are explicitly considered
capable of forming interest groups and taking collective actions. However, the article does
not define how to create the desired social network of objects or incorporate the necessary

architectures and protocols.

Various studies, evaluate social characteristics by examining social relationships
among nodes and describe initial investigation results regarding system characteristics in
terms of specific key parameters [34]. The behavior of mobile nodes is also analyzed by
applying typical principles of social networks, as detailed in [2]. The following figure 1.2

shows in summary the historical movement from [oT to SIoT.

Web platforms for Objects  wisible and
objects— combining interactive with each
data from several " other with the respect
objects., of owner’s control.

Social woT [ slaT

‘ ) ) Interoperable )

Web languages and
APls Zintegrating loT netwaorks
into the intermmet of ) éleweraging on existing social
services. channel.

-» Amplifying objects visibility.

Objects  wvisible in Social

Figure 1.2: The historical development from IoT to SIoT [2] [3].

Consequently, a new generation of social objects with the following capabilities is

envisioned [3]:

o can communicate with other objects independently of their owners.

 can efficiently navigate the [oT composed of billions of objects to access services and

10
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information in a trust-oriented manner.

« are capable of advertising their presence to offer services to the rest of the network.

This represents a new vision of an enhanced [oT where principles and technologies
characteristic of social networks are extended to the realm of things, enabling resource
visibility, service discovery, object reputation estimation, source aggregation, and service
composition, akin to advancements made in solving routing challenges in delay-tolerant

networks. [3]

1.4.1 Definition of SIoT

The Social Internet of Things (SIoT) is a paradigm that integrates the Internet of Things
and social networks as presented in figure 1.3, where every object can establish social rela-
tionships with other objects independently with based on the heuristics set by the owner
object. The primary goal of SIoT is to handle the vast number of interconnected devices,
especially when confronted with challenges related to information and service discovery.
Unlike traditional IoT, which focuses on sensing and networking, SIoT emphasizes service
discovery and composition to facilitate autonomous interactions among objects, thereby

improving the overall user experience [35].

SloT [oT + Social network

[oT Smart material

loT applications

-

Object Sensors I Embedding objects

Figure 1.3: Combination of social network and IoT [3]

1.4.2 SlIoT Architecture

To design SIoT systems, several architecture were presented. The breakdown of the SIoT
architecture shown in figure 1.4 into different layers helps in understanding its flow and

functionalities.

11
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Figure 1.4: Architecture of SIoT.

Let’s delve deeper into each layer [36] :

1. Sensing Layer:

o In this layer, sensors and devices are responsible for collecting data from the
physical environment. These devices are typically equipped with various sensors

(e.g., temperature, motion, light) to gather relevant information.

e The collected data might include environmental conditions, user activities, or

any other relevant parameters.
2. Network Layer:

o The network layer establishes the communication infrastructure that connects

TIoT devices to each other and to the internet.

e Wired and wireless communication protocols such as WiFi, Bluetooth, Zigbee,

etc., facilitate the exchange of data between devices and enable connectivity.
3. Application Layer:

o The application layer encompasses the specific applications developed to address

various domains, such as healthcare, transportation, or smart homes.

12
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o Applications leverage the capabilities of the lower layers to provide services and

functionality tailored to the needs of users and specific use cases.

o The layer is where users directly interact with SIoT applications to monitor,

control, and receive insights from their IoT devices.
Furthermore, the SIoT system is composed of three basic elements which are :

1. SIoT server: includes the network and application layers. The latter layer is com-
posed of three sub-layers: the base sub-layer that contains the database for storing
and managing data and relevant descriptors, the social relation management sub-
layer that manages the profiles of social members and their relationships, as well as
the activities of objects in the real and virtual worlds, and the service management

sub-layer that manages the provision of services.
2. Gateway: is optional, it is used to connect objects to the network layer.
3. Objects: is a physical element that is connected to the SIoT and can be sensors,

actuators, or processing devices.

The success of SIoT depends on effective integration and collaboration between
these layers and addressing challenges such as security, privacy, and interoperability to

ensure a seamless and trustworthy user experience.

1.4.3 SloT Application Domains

Social IoT has applications across various industries according to [4] as shown in the figure

1.5, including the following:

« Traffic Management: is the process of cars exchanging data about traffic conditions
to assist drivers in selecting the most efficient routes that would get them to their

destination faster. An example of this application can be found in [37].

« Healthcare: popular applications such as [14] where devices make it easier to find
specialist doctors by leveraging co-location or social connections and tracking patient

health information.

o Education: you can just message other devices in a social network to find solutions

to mathematical equations [38].
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Figure 1.5: SIoT application domains [4].
o Industry: the cooperation of industrial devices can facilitate the resolution of tech-
nical problems and improve manufacturing processes, as described in [39].

» Logistics and supply chain management: in [40] devices can track the movement

of goods and optimize logistics operations.

* Retail management: connected devices can help automate billing processes and

improve the customer experience, as well as help manage inventory [41].

o Farming and agriculture: for instance [42], with the use of devices, farmers may

track crop growth, keep an eye on the weather, and improve their methods. .

1.4.4 Social Relationships between Objects

According to [5] [4], there are five types of relationships that can be established between
the objects, as illustrated in the figure 1.6 :

o Co-location Object Relationship: this relationship is established among objects

which are located in the same place.
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e Co-work Object Relationship: this relationship exists whenever objects collabo-

rate together to offer a common IoT application.

« Parental Object Relationship: it is established between objects belonging to the

same production batch (e.g., the same model or the same manufacturer).

« Social Object Relationship: it occurs between objects when they come in contact
with each other through social relationships, such as a relationship between a sensor

and objects belonging to friends in a social network.

o Co-owner Object Relationship: it is established between heterogeneous objects

that belong to the same user.
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Figure 1.6: Types of social relationships among objects in the context of SIoT [5].

Sociological studies show that the type of relationship influences the level of trust
and interactions between individuals. Similarly, interactions between objects are influ-
enced by the type of relationship, affecting trust and reliability of services. In a hierarchy
of relationships between objects, the parental relationship (POR) is the strongest in terms
of reliability and trust, because it is characterized by a high level of support and trust,
similar to a family relationship. Next comes the ownership relationship (OOR), where
objects belong to the same owner, implying a special connection but with a lower level
of trust than POR. The cooperative relationship (CWOR) follows, where objects collab-
orate for common work, requiring a certain mutual trust. The social relationship (SOR)

is based on opportunistic or planned meetings of the owners of the objects, with a lower

15



CHAPTER 1. SOCIAL INTERNET OF THINGS AND DATA FUSION

level of trust due to the uncertainty of the parameters. Finally, the communication layer
relationship (CLOR) is the most implicit and has the lowest level of trust, because it is

simply based on the objects being in the same network or communication environment.

Thus, the proposed hierarchy is: CLOR < SOR < CWOR < OOR < POR. [43]

Like the Internet of Things, the Social Internet of Things generates a huge amount
of data, which is difficult to manage in terms of collection, processing and transmission.
One of the solutions proposed for these problems in the IoT is the use of data fusion,

which can also be applied to the SIoT.

1.5 Data Fusion

In the context of the Internet of Things, the constant flow of communication between smart
objects produces vast volumes of data often containing imperfections such as imprecision,
uncertainty, and conflict. The main challenge lies in the effective management of this data,
including its analysis, manipulation and transfer. To solve this problem, the data fusion
process is essential. Fusion makes it possible to combine massive, multi-source, heteroge-
neous and sparse data sets to produce more reliable information for better decision-making.
In what follows, we will define data fusion, see its architecture, its benefits, its techniques

and its challenges.

1.5.1 Definition of Data Fusion

Depending on the application [6] [44] [45], data fusion can be defined as the combination
of diverse data, knowledge, and information from different heterogeneous sources. This
process aims to complement, validate, and enrich finding, resulting in more reliable, pre-
cise, accurate, and insightful information than what can be achievable from any single

source.

1.5.2 Data Fusion Architecture Overview
The fusion process can be summarized in four major steps as shown in figure 1.7:

1. Modeling: it consists of choosing the knowledge representation formalism that can
be guided by additional information. This step is crucial, as it determines a function

(distribution, cost, etc.) for each piece of information from any source.
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2. Estimation: it depends on the modeling. This step is not systematic but it is often

necessary. For example, it involves estimating probability distributions.

3. Combination: it is the actual fusion step, which combines the data by selecting
an operator from among the various proposed according to their basic properties

(associativity, commutativity, idempotency, and adaptability).

4. Decision: this is the final step, in which a decision criterion is used to determine the
result of the fusion. The choice of criterion depends on the modeling and combination

steps.

Modeling

External knowledge

Estimation

Combination

Additional
Information

Decision

Figure 1.7: Representation of the Fusion block [6]

1.5.3 Data Fusion Challenges

Data fusion still faces several challenges to overcome to maximize its benefits, despite
the various fusion models proposed to meet specific needs in many real-world appli-
cations. Most of these challenges are due to the complexity of the environments in
which sensors operate, as well as the diversity of data to be combined, among other

factors. According to [46] [47], here are some key challenges:

o Data Imperfection: this problem is common and a major challenge that all
data fusion methods must address. The data collected by sensors is often im-
precise, uncertain, ambiguous, vague and incomplete. To improve data quality,
it is usually necessary to model these imperfections and use other available in-
formation as well as powerful mathematical tools. If data fusion fails to extract
accurate and useful information, the imperfection of the data will seriously com-

promise the quality of the fusion.
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o Data inconsistency: uncertainties can arise due to noise inherent in measure-
ments, sensors and environments. These noises lead to data disorder or confusion,
collectively called data inconsistency. Data inconsistency can have extremely
detrimental effects on data fusion if the fusion model fails to identify the sources
of this noise. Data fusion techniques should solve this problem by eliminating the
influence of data inconsistency. Additionally, some erroneous data resulting from
sustained or dynamic failures are difficult to model and predict in traditional

ways.

o Data conflict: this problem often arises in systems using belief functions or
Dempster-Shafer Theory (DST) . When issues that should be treated indepen-

dently are mistakenly integrated, representational errors occur.

« Data Alignment/Registration and Correlation: data captured by different
sensors with distinct frames must be aligned into a common frame before it
can be merged, this process is called data alignment or registration. Mistakes
in this process can result in over/under confidence. Another challenge is data
correlation, which mainly occurs in a distributed environment when the same
data set is calculated or merged multiple times, often because of cyclical loops
in the topology, a phenomenon called data incest. Correlated data can seriously
bias an estimate in a fusion system if it is not properly removed by data fusion

algorithms.

« Data type heterogeneity: data captured by sensors in various environments
can be of very different types. Just as people’s eyes, noses, and mouths have
distinct functions, sensors also serve varied purposes. Data fusion methods must
be able to integrate different types of data to describe the complete state of an

object.

o Fusion location: this is a major challenge in wireless sensor networks and other
distributed fusion environments. Data can be merged into a central or local
node. The first method consumes more bandwidth and time. The second method
reduces the communication overhead, but may compromise data accuracy due to
information loss from local fusion. Finding a balance between cost and quality

of fusion is a complex problem.

e Dynamic fusion: the complexity of data fusion depends not only on the type
of data and the collection environment, but also on its timeliness. To estimate
the state of a system, especially a system evolving over time, data may only

be meaningful for a limited period. This challenge must be well addressed in a
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real-time application environment. The merge node must be able to distinguish

the correct order of the data and its validity.

1.5.4 Benefits of Data Fusion
Data fusion offers various advantages, including [47]:

« Enhanced Information: Data Fusion combines data from multiple sources to make
information more intelligent, decisive, sensible and precise than any single source can

provide.

o Statistical Advantage: by calculating the several independent observations, one

can predict that the data are fused in an optimal way.

o Energy Efficiency: the fusion of data obtained from low-power sensors with low
accuracy makes it possible to create highly accurate information. Which overcomes

limitations of high-power, high-accuracy sensors in IoT applications.

« Big Data Handling: Data Fusion helps manage the deluge of data in IoT by

transforming it into more concise and accurate information.

o Improved Security: Data fusion can help conceal sensitive information or data

semantics, enhancing security and privacy.

1.5.5 Data Fusion Levels and Strategies
The data fusion approaches have three types [7] as shown in the figure 1.8 :

« Early Fusion : a raw data from various methods is combined at the input level

before feeding it to the model.

o Late Fusion : the data from each method is processed independently through sep-

arate models, and the results of these models are then combined at a later stage.

« Hybrid Fusion : it combines different fusion strategies to achieve the desired results.
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Figure 1.8: Data Fusion Strategies Levels [7].

1.5.6 Data Fusion Techniques
Data fusion techniques can be classified into three categories [47]:

« Probability-based methods including Bayesian analysis, statistics, and recursive

operators.

« Artificial Intelligence (AI) based techniques including classical machine learn-

ing, fuzzy Logic, Artificial neural networks (ANNs) and genetic evolution.

« Theory of Evidence including Dempster—Shafer theory (DST).

Here is a comparative Table 1.1 of these techniques according to [47].
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Approach Techniques Strengths Weaknesses
Probabilistic Bayesian inference, Hidden Simple, Less Can result in low accuracy.
Markov Models. complex, Widely complexity increases with
accepted. non-monotonic logic.
Artificial Supervised Machine Highly accurate Complex Computationally
Intelligence Learning Neural networks Handle non-linear expensive.
Approaches fuzzy logic. relationships and
uncertainties.
Theory of Evidence DST. Efficiently handle Complexity in computation.
conflicting and
missing data.

Table 1.1: Comparison of data fusion approaches.

In the following section we introduce machine learning widely in the framework

of data fusion.

1.6 Machine Learning

Referencing [48] [8] [49], broadly speaking, Machine Learning (ML) is a field of artificial
intelligence (AI) that enables computers to learn from data and make decisions or pre-
dictions without having been explicitly programmed to do so. The aim is to create and
implement algorithms that facilitate these decisions and predictions. These algorithms are

designed to improve their performance over time.

In traditional programming, a computer follows a predefined set of instructions
to complete a task. In machine learning, on the other hand, the computer is given a set
of examples (data) and a task to perform, but it is up to the computer to determine how

to perform the task based on the examples given to it.
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Machine Learning techniques can be classified into three types, as shown in figure
1.9, based on the nature of the learning system and the data available: supervised learning,

unsupervised learning, and reinforcement learning.

Machine
ot Learning
Supervised Unsupervised Reinforcement
Learning Learning Learning
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Figure 1.9: The main types of Machine Learning [8].

Supervised Learning

In this approach, the data is accompanied by a label that the model is trying to predict.
This could be anything from a category label to a real-valued number. During the training
phase, the model learns the mapping between inputs (features) and outputs (labels). Once
trained, the model can predict the output for new, unkown data. It is used for classification

and regression [48] [49].

Unsupervised Learning

The model is trained on an unlabeled dataset. The model is left to find patterns and
relationships in the data itself. It is often used for clustering and dimensionality reduction
[48] [49].

Reinforcement Learning

Reinforcement learning is a type of machine learning where an agent learns to make de-

cisions by interacting with its environment. The agent is rewarded or penalized (with
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points) for the actions it takes, and its goal is to maximize the total reward. It is particu-
larly suited to problems where the data is sequential, and the decision made at each step

can affect future outcomes [8] [49].

1.7 Conclusion

Through this chapter, we’ve introduced the generalities and a few important aspects of
IoT, SIoT, Data Fusion and Machine Learning. In the next chapter we will present the

state of art of Machine Learning Algorithms for Data Fusion in SIoT.
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CHAPTER 2

A STATE OF THE ART

2.1 Introduction

The rapid development and integration of the Social Internet of Things (SIoT) has
led to a massive increase in data generated by smart devices. It is essential to imple-
ment data fusion techniques to improve the communication, analysis and decision-making

capabilities of intelligent systems.

In this chapter, we begin by reviewing the main works on data fusion techniques
in SIoT, evaluating the effectiveness of machine learning algorithms for data aggregation
and relationship classification. Following this, a comparative analysis of these approaches

will be presented to identify the strengths and limitations of existing methods.

2.2 Related work

In this section, we will present 12 articles which were chosen according to the following

criteria:

« Thematic Relevance: Each article addresses crucial aspects of data fusion or re-
lationship classification in the context of the Social Internet of Things (SIoT). Each
has been chosen specifically for its direct link to the central themes of our research

theme.

o Diversity of Approaches: A variety of methodological and technical approaches
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have been included to provide a holistic perspective. This diversity makes it possible
to compare the methods with each other and to evaluate their respective advantages

as well as their limits.

o Currentness: Particular attention has been paid to recent articles in order to reflect
the most current advances in the field. However, older articles were also considered if
they have had a significant impact or are fundamental to understanding the evolution

of knowledge in this area.

2.2.1 Performance comparison of machine learning algorithms for data ag-

gregation in social internet of things

+ Keywords: Data Aggregation, Internet of Things, Machine Learning, Performance

evaluation, Social Internet of Things.
e Authors: "Meghana J', "Hanumanthappa J", "Shiva Prakash SP"

e Abstract:

In this paper [9], the authors have proposed a method based on data aggrega-
tion in Social internet of things (SIoT) according to the object’s profile, identifying
conditions to establish relationships between devices, and evaluating the performance

of machine learning algorithms for relationship classification.

This approach is divided into four major parts as shown in the figure 2.1 and

described below:

— Data Aggregation: in this step the data generated by SIoT devices is aggre-
gated based on the object profile.

— Relationship Conditions: the method identifies the conditions to establish
relationships between devices based on their features, such as device type, device

brand, protocols, etc.

— Training the Machine Learning Algorithms: the Machine Learning algo-
rithms, such as Decision Tree, K-Nearest Neighbors, Naive Bayes, and Artificial
Neural Network, are trained using the aggregated data and the relationship con-

ditions established in the preceding steps.
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Figure 2.1: Performance comparison methodology in SIoT [9].

— Classification of Relationships: once the algorithms are trained, they are
applied to classify the relationships between devices in the SIoT. The algorithm’s

performance was evaluated using metrics like accuracy, recall, and F1 score.

The results indicated that the decision tree outperformed others in terms of
precision, recall, and F1 score. The study highlights several limitations including
potential bias in data aggregation and the need for additional testing across a wider
range of devices and environments to effectively generalize the results. In addition,
there are constraints related to the scalability issues with increasing number of devices
and data volume, and limited consideration of dynamic changes in device states and

relationships.

2.2.2 DFIOT : Data Fusion for Internet of Things

« Keywords: Data Aggregation, Internet of Things, Machine Learning, Performance

evaluation, Social Internet of Things.
o Authors: "Sahar Boulkaboul" and "Djamel Djenouri".

e Abstract:

In this paper [10], the authors have proposed a new data fusion method for the

Internet of Things, called DFIOT, which considers the reliability and conflicts among
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each device in the network and combines rules based on Basic Probability Assignment
(BPA) to represent uncertain information or quantify the similarity between two belief
sets. It is based on Dempster-Shafer theory and an adaptive weighted algorithm that
assigns a weight to each data source describing its level of confidence, considering the
information’s lifespan, the distance between sensors and entities, and computation
reduction to ensure maximum reliability, accuracy, and conflict management. The

steps are illustrated in the figure 2.2

Evldences l:redihilh,r Unl:ertain Additional Normalization Data
parameters & fusion Fusion
SENsS0rs Evidence Evn:lence Lifetime/Distance Combination Result

Figure 2.2: The steps of DFIOT method [10].

DFIOT achieved up to 99.18% accuracy on artificial datasets and 98.87% on
real datasets, with a conflict rate of 0.58% and energy savings up to 90%. However,
the method may still be computationally intensive for larger networks and, while
effective in smart building testbeds, its applicability to other IoT domains requires

further validation.

2.2.3 Effective Features to Classify Big Data Using Social Internet of Things

o« Keywords: : Internet of Things, social Internet of Things, machine Learning, big

data, feature selection.

e Authors: '"Lakshmanaprabu S. K", "Shankar.K", "Khanna Ashish", "Gupta Deepak",
"Rodrigues Joel. JPC", "Pinheiro Placido. R" and "De. Albuquerque, Victor Hugo.
C".

o Abstract:

LAKSHMANAPRABU et al [11] propose in this article an approach which

aims to extract relevant features and classify Big Data using Social Internet of Things
(SIoT). The method is divided into five steps as shown in the figure 2.3.

— SIoT data collection: data is collected from various sensors and connected

objects within the Social Internet of Things.
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— Data filtering: Gabor filter is used to remove noise and undesirable data in the

raw data. It is the key of the proposed approach.

— Data base reduction: Hadoop’s MapReduce framework is used in the filtered

data to reduce the database by fixing a threshold value.

— Feature selection: the most important features are selected using Elephant

Herd Optimization (EHO) to improve classification.

— Classification: the optimal feature attributes are given as an input to a linear

kernel support vector machine (SVM), which classifies this data.
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Figure 2.3: Elephant Herd Optimization method [11].

The proposed method achieved a maximum accuracy of 98.86%, demonstrat-
ing its effectiveness compared to existing methods in terms of accuracy, processing
time, and memory usage. However, the method may have limitations in handling
the heterogeneous nature of SIoT, high memory consumption, and processing power

requirements, which can affect scalability and real-time performance.
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2.2.4 Service Oriented R-ANN Knowledge Model for Social Internet of
Things

o Keywords: : SIoT, objects, ANN (Artificial Neural Network), AI, predictive mod-

eling.
e Authors: "Mohana.S.D", "S.P.Shiva Prakash" and "Kirill Krinkin".

e Abstract:

The aim of this paper [12] is to develop a service-oriented knowledge model for
the Social Internet of Things (SIoT) using an Artificial Relational Neural Network (R-
ANN) to establish relationships between objects and services. The proposed method
is divided into 5 steps:

— Data collection: Data is collected from public and private SIoT objects, which

is distributed randomly in the SIoT environment.

— Pre-processing of sensor data: the Gaussian technique is used to normalize

data, as shown in the figure 2.4.

— Feature selection: the relevant features are selected for services using semantic

rules.

— Use of R-ANN: to establish relationships between objects and services based

on semantic rules and defined conditions.

— Classification of services: according to their relationship with objects and

users.

The performance of the proposed R-ANN model was evaluated using metrics
such as accuracy, precision, and recall, which demonstrated the model’s effectiveness
in classifying services and establishing meaningful relationships between objects and
services in the SIoT environment. The model showed high accuracy in predicting
and classifying services, with the use of semantic rules and feature selection methods
contributing to its robustness. However, the model faces challenges with handling
heterogeneous data from various SIoT objects, scalability in larger and more complex

environments, and real-time data processing.
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Figure 2.4: Sensor data preprocessing from random to Gaussian distribution [12].

2.2.5 An Artificial Intelligence Approach for Enhancing Trust Between Social

IoT Devices in a Network

o Keywords: : SloT, Trust, Social networks, Transitivity, Artificial intelligence.
e Authors: “J. Senthil Kumar”, “G. Sivasankar 7, “S. Selva Nidhyananthan”.

e Abstract:

In this paper [50], the authors have proposed a method to enhance security
and trust in Social Internet of Things (SIoT) networks using an approach integrating
blockchain, cryptography and artificial intelligence (AI). To achieve this objective,

the authors propose a several-step method:

— Integration of DeepChain: DeepChain is a platform that combines
blockchain, cryptography and Al to secure communication and decision-making

in SIoT networks.

— Secure Communication: DeepChain is used to facilitate secure communi-
cation between SloT devices, ensuring authenticity and confidentiality of data

exchanges.

— Threat Detection: analyze the behavior of SIoT devices with Al algorithms

integrated into DeepChain to detect threats or abnormal activities.
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— Data Protection: the use of cryptographic techniques specifically the Paillier
algorithm combined with DeepChain, to protect the confidentiality of data ex-

changed between SIoT devices, thereby ensuring their security.

This approach was evaluated through different social networks (Facebook,
Quora, Twitter) using the CC3200 SimpleLink Wi-Fi module from Texas Instru-
ments and MATLAB simulations of extra nodes. Trust transitivity was calculated
using aggressive, conservative, and traditional approaches, with the best trust levels
going to the aggressive approach. The results showed that Quora achieved a bet-
ter net profit. However, the approach encounters several challenges and limitations,
including complex search strategies, resource constraints, the necessity for dynamic

configurations, and susceptibility to various malicious trust attacks.

In conclusion, the study showed how AI can improve SIoT trust despite limi-
tations and challenges, as well as the need for effective algorithms and approaches to

solve them.

2.2.6 A Social IoT-based platform for the deployment of a smart parking

solution

« Keywords: : Internet of Things, Vehicle detection, Smart Parking.

o Authors: “Alessandro Florisa,b”, “Simone Porcua,b”, “Luigi Atzoria,b”, “Roberto

Girauc”.

e Abstract:

The authors propose in this paper [13], a new smart parking solution based
on Social IoT that aims to provide information on the status of parking spaces pro-
vided in street parking lots. The platform uses the Social Internet of Things (SIoT)
paradigm to create virtual entities of real objects involved in smart parking systems,
solving issues such as scalability, interoperability, low energy consumption and timely
prediction of parking space availability. The system also uses magnetometer sensors,
concentrators, control dashboards, Android apps and smart payment services to im-

prove the efficiency and user experience of smart parking solutions.

The Smart Parking (SP) system architecture is based on the Lysis architecture,
which is known for its scalability and flexibility. It consists of four layers as shown in

figure 2.5:
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— Hardware layer: including physical sensing and data transmission devices such

as vehicle identification cards and Bluetooth beacons.

— Virtualization layer: create Social Virtual Object (SVO) parking units for each
parking space, implementing the Social Internet of Things (SIoT) paradigm.

— Aggregation layer: Use microengines (ME) to improve functionality and per-

form data analysis on aggregated data from SVO.

— Application layer: includes the administrator management platform and An-
droid applications, allowing citizens to receive notifications, track parking space

occupancy, and access other services such as electronic payments.
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Figure 2.5: Architecture of the proposed Smart Parking system [13].

The results showed efficient and fast detection, high accuracy, good scal-
ability, low power consumption and excellent interoperability. However, some areas are
identified as weaknesses such as potential issues related to sensor accuracy, reliance on

continuous data transmission, and the need for widespread adoption of the app and bea-
cons.
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In summary, this paper presents a comprehensive [oT-based smart parking
solution, leveraging the Social Internet of Things, delivering significant improvements in

efficiency, user experience and sustainability, recognizing the areas for improvement.

2.2.7 Multi-Modal Social Networks with IoT-Enabled Wearable Devices for
Healthcare

« Keywords: : Social Networking, Wearable Devices, Healthcare, Chronic disease,

Generalization, Convolution, and Sequential Neural Networks.
o Authors: “OM PRAKASH”, “RAJEEV KUMAR”.

e Abstract:

In this paper [14], the authors proposed a unified ML architecture for generating
alerts and monitoring chronic diseases in the context of SIoT as shown in figure 2.6.

The proposed framework is composed of four main sub-blocks:

— Patient-side signal generation: collection of patient health data, such as sleep
patterns and vital signs, using wearable devices equipped with sensors for data

collection, such as smartwatches.

— Information processing: extract relevant information from the collected data,
such as key characteristics. To achieve this, machine learning algorithms, in-
cluding convolutional neural networks (CNNs) and recurrent neural networks

(RNNs), are implemented for feature extraction and data analysis.

— Transmission of data to healthcare providers: the transmission of processed
information to healthcare professionals, allowing them to monitor the health

status of patients in real time.

— Alert-Based Actions: this block involves taking actions in response to system-
generated alerts, such as treatment recommendations or emergency medical in-
terventions.

Various classifiers, including Random Forest, Support Vector Machines,
XGBoost, and Logistic Regression, were used to evaluate the framework on de-
pression and ECG datasets. Logistic Regression achieved the best accuracy. The
evaluation metrics included accuracy, precision, recall, and F1 score, demonstrate
that the system is effective. Despite some challenges such as scalability, data

security, interoperability, and user engagement, the proposed approach demon-
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strates considerable potential for enhancing patient care through real-time data

processing and alert generation.
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Figure 2.6: A Unified SIoT ML Architecture for Healthcare [14].

2.2.8 An Adaptive and Late Multimodal Fusion Framework in Contextual
Representation based Evidential Deep Learning Dempster-Shafer The-

ory

o« Keywords: : multimodal data fusion, modality, context-ware, late fusion, deep

learning, uncertainty.
o Authors: “Doaa Mohey Eldin”, “Aboul Ella Hassanein”, “Ehab E Hassanien”.

e Abstract:

In this paper [7], the authors proposed a framework for adaptive and late
multimodal fusion in contextual representation, using the Dempster-Shafer theory of
evidential deep learning. This framework addresses the challenges associated with
integrating multiple decision-making and control modalities in intelligent systems,
aiming to enhance decision-making and classification accuracy by efficiently combin-
ing information from various data sources in different contextual representations. The
approach consists of two main fusion levels: Model-Based Fusion and Feature-Based

Fusion, each with several layers as shown in figure 2.7.
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Figure 2.7: An Adaptive Multimodal Fusion Framework in Contextual Representation based on Late
Fusion Level using MultiFusion Learning Model and Improved Evidential Deep Learning Dempster-Shafer
[7].

Model-Based Fusion

— Software-defined fusion layer: this layer is responsible for extracting rela-

tionships and deducing weights for classification accuracy.

— Preprocessing layer: modalities are processed dynamicallyin this layer to pre-

pare them for further analysis.
Feature-Based Fusion

— Dynamic classification layer: this layer involves creating deep learning models
adapted for different input modalities. Techniques used include AlexNet for image
data, LSTM for text data, and GoogleNet combined with BiILSTM for video data.

— Adaptive fusion layer: enhances the Dempster-Shafer fusion theory by inte-
grating adaptive fusion techniques, improving the overall fusion process.

— Evaluation layer: assesses the performance of the fusion model in diverse con-
texts, demonstrating its effectiveness in improving decision-making processes and
control in smart systems. Performance measures include accuracy, optimization

through swarm techniques, and adaptivity to various input types and contexts.
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The performance of the proposed system was evaluated using several met-
rics, including accuracy, optimization, and adaptivity. The system demonstrated
high accuracy in classifying multiple modalities and contexts. The adaptive fusion
model effectively handles data from different sources, providing a unified classification
output. The system achieves significant improvements in decision-making processes

across various smart applications.

Despite its strengths, the proposed framework has some limitations. The sys-
tem’s complexity requires substantial computational resources and sophisticated im-
plementation strategies. Additionally, the framework’s performance is optimal in
certain predefined contexts, which may limit its generalizability to completely novel

situations.

2.2.9 Multi-channel data flow software fault detection for social internet of

things with system assurance concerns

« Keywords: : Cloud computing, Social internet of things, Data fow software, Fault

detection, Ubiquitous clouds, System assurance.
e Authors: “Ling You”.

e Abstract:

In this paper [15], the authors proposed a novel algorithm for fault detection
using multi-channel data flow analysis and cloud computing technologies to ensure
early detection of software failures in distributed systems, particularly within the
Social Internet of Things (SIoT) as shown in figure 2.8. This method involves several

key steps:

— Cloud Computing Technology: utilizes virtualization to run multiple virtual
machines on physical hosts, ensuring resource monitoring and sharing. Multiple
copies of data are stored in distributed file and database systems to improve avail-
ability and reliability. Resource management simplifies the interface for develop-
ers, allowing them to focus on software without worrying about the underlying

architecture.

— Data Flow Related Software Failure Model: employs data flow analysis
to monitor variable states and operations, detecting undefined or unused values
that could cause failures. Data fusion technology integrates data from multiple

sensors to identify degradation patterns and faults.
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— Fault Detection Technology: uses clustering and data fusion models to en-
hance fault detection characteristics through numerical verification. Fault toler-

ance and error correction schemes are integrated to improve system robustness.

The proposed method achieved a fault detection rate of 92%, compared to
85% for traditional methods. The false positive rate was reduced to 3% from 7%.
The average detection time was reduced from 15 seconds to 8 seconds, enabling
faster response to faults and minimizing downtime. Graphs and simulations further
illustrate the efficiency of the algorithm, showing consistent outperformance over
traditional methods in various scenarios. On the other hand, this approach presents
notable challenges such as the complexity of the proposed method and the resource

intensity required to integrate cloud computing and data fusion models.

In conclusion, this paper presents a promising approach to software fault de-
tection in distributed systems, leveraging cloud computing and multi-channel data
stream analysis to improve detection accuracy and robustness. Despite the challenges,

the results indicate significant potential for improving early fault detection.
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Figure 2.8: the fnalized framework for the detection process [15].

2.2.10 The Impact of AI Applications on Smart Decision Making in Smart
Cities as Mediated by the Internet of Things and Smart Governance

« Keywords: Artificial intelligence, Internet of Things, big data, smart governance,

smart decisionmaking, parallel-sequential multi-mediating effect.

e Authors: 'SYED ASAD ABBAS BOKHARI","SEUNGHWAN MYEONG".
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e Abstract:

In this article [16], the authors proposed a comprehensive study on the impact
of artificial intelligence (AI) applications on smart decision-making in smart cities,
mediated by the Internet of Things (IoT) and smart governance, as shown in figure
2.9 . This study examines how Al, assisted by [oT and smart governance, influences
intelligent decision-making in urban environments. this proposed method involves

several key steps:

— Data Collection: primary data was collected in South Korea from a diverse

demographic.

— Data screening: after filtering out incomplete responses, 516 usable samples

were obtained.

— Analysis Tools: SmartPLS version 4 was used in the study to analyze the
relationships between IoT systems, smart governance, smart decision making

and Al applications.
— Hypotheses Testing: a number of hypotheses were tested, including the di-

rect impact of Al on decision-making and the mediating roles of IoT and smart

governance.

the study found that Al applications have a positive direct impact on intelligent
decision-making, with IoT systems and smart governance playing an important medi-
ating role. Overall, the integration of Al, IoT and smart governance leads to a notable
improvement in intelligent decision-making. The study has some limitations, such as
limiting the geographic scope to South Korea, the cross-sectional nature of the data,
and potential biases of self-reported data. Overall, the research provides valuable
insights into how AI, IoT and smart governance collectively improve decision-making

processes in smart cities.
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Figure 2.9: Conceptual framework of impacts by Al applications, the IoT, and smart governance on smart

decision-making [16].

2.2.11 Boosted Barnacles Algorithm Optimizer: Comprehensive Analysis for
Social IoT Applications

« Keywords: Social [oT, Barnacles Mating Optimizer, triangular mutation,

opposition-based learning.

e Authors: "MOHAMMED A. A. AL-QANESS", "AHMED A. EWEES'", "MO-
HAMED ABD ELAZIZ'", "ABDELGHANI DAHOU", "MOHAMMED AZMI AL-
BETAR', "AHMAD O. ASEERI", "DALIA YOUSRI', " REHAB ALI IBRAHIM".

o Abstract:

The authors proposed in this paper [51], an improved method to address the
challenges of high-dimensional data in Social Internet of Things (SIoT) applications.
The proposed Dynamic Barnacles Mating Optimizer (DBMT) is an enhancement
of the traditional Barnacles Mating Optimizer (BMO). It integrates two main tech-
niques: Triangular mutation and dynamic Opposition-based learning (OBL), this

method involves three main steps:
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— Data Collection: the collection of datasets comes from various SloT applica-

tions, including sensor data and social interaction data.
— Preprocessing: normalize and prepare data for analysis to ensure compatibility
with the optimization algorithm.
— Algorithm Application:
* Barnacles Mating Optimizer (BMO): to mimic barnacle mating behav-
ior for global optimization.

x Triangular Mutation: to increase the diversity of solutions and prevent

the algorithm from getting stuck in local optima.

x dynamic Opposition-based Learning: to evaluate opposite solutions dur-
ing the search process to increase the chances of finding the global optimum

and further enhance the exploration capabilities of the algorithm.

DBMT was tested using datasets from the UCI Machine Learning Reposi-
tory and SloT-related datasets. The evaluation focused on predicting social-related
datasets within the IoT environment. The results showed that it performed better

than other existing algorithms in terms of accuracy, efficiency, and scalability.
Despite its promising results, the study highlights several limitations:
— Data Dependency: The performance of DBMT depends on the characteristics

and quality of the input datasets, and the effectiveness of the method can be

greatly impacted by poor data quality.
— Computational Complexity: Although DBMT improves efficiency, it still

requires substantial computational resources, especially when dealing with large-

scale datasets.

— Generality: The current evaluation may not fully generalized to all SIoT appli-

cations.

2.2.12 SocialNet of Things: A Ubiquitous Relationship Network Inspired by

Social Space
e Authors: "Huansheng Ning", "Wenxi Wang', "Fadi Farha', "Jinsheng Xie", "Mah-
moud Daneshmand".

« Abstract:
The article [17] introduces the concept of SocialNet of Things (SoT), which

merges traditional and online social spaces through the integration of Internet of
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Things (IoT) and social networking principles to create a ubiquitous relational net-
work as shown in figure 2.10. This framework employs technologies such as cloud
computing, edge computing, social computing and Al, to improve interactions and

relationships between entities (things and people).
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Figure 2.10: SoT determined by SocialNet and things (the shaded part is the space covered by SoT). [17].

The SoT framework involves several steps:

— Ontology Modeling: creating a structured framework to define and categorize
entities and their relationships within the SoT. Ontology engineering is used to
create a structured presentation of information in a specific field, which includes
the objects, ideas, and connections among them.

— Semantic Annotation: involves adding metadata to data points in order to
provide them with significance and context, this ensures compatibility between
various systems through the utilization of semantic web technologies such as RDF

(Resource Description Framework) and OWL (Web Ontology Language).
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— Relational Reasoning: logical machine learning algorithms analyze patterns

and predict outcomes to discover new relationships and insights in data.

— Relationship Verification: Validation processes and consistency checking algo-
rithms are used to cross-reference relationships with known reliable data sources

to ensure the reliability and validity of the inferred relationships.

— Relational Management: the use of database management systems (DBMS)

and dynamic network analysis, to manage dynamic relationships within the SoT.

— Service Discovery: It is the process of recognizing and utilizing the services
present in the network in order to respond effectively to user requests. This step
utilizes service discovery protocols like Universal Plug and Play (UPnP) and

Service Location Protocol (SLP), in addition to context-aware computing,.

Two main scenarios were examined in order to assess the SoT framework’s
application in managing the COVID-19 pandemic. In resource allocation, intelligent
algorithms predict the demand for medical supplies and integrate logistics information
for efficient distribution. However, a unified network balances the distribution of
medical personnel across regions using national data on doctors and patients. For
close contact tracking, a contact tracing scheme is developed to monitor and predict
the spread of COVID-19, integrating data from confirmed cases to optimize response
strategies. Evaluation focuses on how accurate predictions are, the effectiveness of
allocating resources like medical supplies on time and in sufficient quantities, and the

ability of the system to adapt to changes and manage large quantities of data.

the article identifies three main limitations of SoT. First, scalability is a major
challenge because SoT must be able to handle the dynamic increase in the number
of interconnected entities and integrate various networks to provide intelligent and
optimized services. Second, data management is more and more complex due to
the explosion of data volumes from many sources, requiring good management and
efficient fusion of heterogeneous data. Finally, privacy protection poses a crucial
challenge, as SoT’s interactions with traditional and online social spaces can lead to
privacy violations. It is particularly difficult to anonymize data while maintaining its

utility and integrity.
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2.3 Comparative synthesis

We compare the different works mentioned previously based on some parameters that

found below. Table 2.1 shows the results of this comparison.

o Objective: it defines the objective of the document.

o Techniques: techniques used in the approach proposed in the paper.

Results: the results of the proposed approaches.

Limitations: weaknesses or shortcomings identified in the document.

Metrics: metrics used to assess the performance of the proposed models.

Table 2.1: Comparative Table of Some Approaches on Data Fusion in SIoT

Article & L. . . .
Objective Techniques Metrics Results Limitations
Year
- Potential
o scalability issues
- Decision Tree o )
with increasing
) performed well )
- Classifica- - Accuracy, ) number of devices
Meghana et ) - KNN, ANN, B for all the device
tion of o Precision, ] and data volume,
al. [9], ) Decision Tree, types with o
Relation- Recall, Limited
(2021). ) Naive Bayes. respect to ] )
ships. F1-score. consideration of
accuracy and ] ]
o dynamic changes in
Precision.
device states and
relationships.
- Develop a
- DFIoT method
new data - Dempster- )
) effectively )
fusion Shafer theory, ) - High
Sahar ) reduces conflicts ]
method to Adaptive - Accuracy, ) computational
Boulkaboul ] ) and improves ]
handle weighted Efficiency, complexity, needs
et al. [10], o ) accuracy o
conflicting fusion Robustness. validation in other
(2020). . compared to .
and algorithm, o IoT domains.
) existing
uncertain DFIOT.
approaches.
data.
Continued on next page

43




CHAPTER 2. A STATE OF THE ART

Authors & L. . Evaluation L.
Objective Techniques L. Results Limitations
Year criteria
- The proposed - Handling
Laksh - Gabor filter, model attains a heterogeneous
aksh-
- Big Data Hadoop maximum nature of SIoT,
manaprabu ] - Accuracy, ]
Classifica- Map-Reduce, o accuracy of high memory
et al. [11], ) Sensitivity. )
(2018) tion. EHO, 98.86% compared consumption,
LK-SVM to other existing processing power
approaches. requirements.
- R-ANN model
offers efficient )
- Accuracy, - Challenges with
) . and scalable .
SD et - Classifica- Precision, data heterogeneity,
] knowledge L
al. [12], tion of - R-ANN Recall, F1 scalability, and
) management and )
(2022). services. Score, RMSE, ) . real-time
service provision )
MSE, MAE, R o processing.
within SIoT
networks.
- Quora emerges
- Trust as the optimal
- Enhance o - Complex search
. transitivity network for )
security and . . strategies, resource
. . . (aggressive, fostering trust .
Senthil trust in - DeepChain ) constraints, need
. . conservative, among SloT )
Kumar et Social (deep learning . i for dynamic
traditional nodes, boasting .
al. [50], Internet of and : configurations,
] . approaches), superior .
(2020). Things blockchain) i vulnerability to
network performance in L
(SIoT) malicious trust
performance success rate, node
networks o attacks.
(net profit). availability, and
trustee potential.
. - Sensor accuracy
- Timeliness of )
. ) - The LSTM issues due to
- Decision Detection, . .
RNN model is environmental
- Develop a tree, Long Accuracy of )
] more suitable and factors,
. Smart Short-Term Detection, )
Floris et ) N reliable for dependency on
Parking Memory Scalability, o .
al. [13], predicting continuous data
system that recurrent Energy . o
(2022). o ) parking spot transmission, need
optimizes neural Efficiency, . .
o occupancy in a for widespread
space usage. network Interoperability, ]
real smart adoption of
(LSTM RNN) User ) . .
) parking scenario. Android app and
Experience.

Bluetooth beacons.

Continued on next page
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Authors & L. . Evaluation L.
Objective Techniques L. Results Limitations
Year criteria
- Residual
neural
networks
(ResNet), - Accuracy, o
- Generate o - The logistic .
XGBoost, Precision, ) - Scalability - Data
Prakash et alerts and regression model ]
) Random Recall, ) security -
al. [14], monitor achieves the .
) Forest, F1-score, ) L Interoperability -
(2023). chronic o highest precision
) Logistic AUC-ROC User engagement.
diseases. ) at 84%.
Regression, Curve.
Support
Vector Ma-
chines(SVM)
- Dempster-
Shafer fusion
- Integrate theory, .
] ; - Computational
various data adaptive The proposed ]
o ) ] complexity, need
. modalities to fusion multimodal
Eldin et ) ] - Accuracy, ] for large datasets,
improve techniques, . fusion framework .
al. [7], ) ) ) precision, recall, ) optimal
classification | deep learning achieves an ]
(2023). ) F1l-score. performance in
accuracy in models average accuracy
] predefined
various (AlexNet, of 97.45%.
contexts.
contexts. LSTM,
GoogleNet,
BIiLSTM).
- enhance
early
detection of - A significant
faults in ) improvement in )
oo - Data fusion, o - Complexity of the
You et distributed . - Reliability, the robustness
Clustering, ) ) proposed method,
al. [15], systems, ] Efficiency, and efficiency of ) )
Lo Numerical L resource intensity,
(2023). within the ) ) Accuracy distributed .
] verification ) and scalability.
Social systems in cloud

Internet of
Things
(IoT).

environments.

Continued on next page
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Authors & L. . Evaluation L.
Objective Techniques L. Results Limitations
Year criteria
- Analyze
) - Al has a
the impact L
positive impact
of AI )
o on - Geographic scope
applications o ]
- Al ToT, decision-making, confined to South
on smart - Beta
Bokhari et . Smart . IoT systems and Korea,
decision- coefficients (3), )
al. [16], o governance, o smart cross-sectional
making in t-statistics, . .
(2023). . SmartPLS governance. - [oT | design, potential
smart cities, . p-values. .
] version 4 and governance biases from
mediated by .
also positively self-reported data
IoT and .
influence
smart . .
decision-making.
governance.
- Barnacles
) - Best average
- Evaluate Algorithm
o fitness
the Optimizer )
. performance in )
effectiveness (BMO), - Potential
] - Accuracy, 4/11 benchmark )
of the Triangular L computational
Al-qaness et . Sensitivity, datasets. - Best ) .
DBMT Mutation o . complexity, risk of
al. [51], Specificity, minimum fitness )
approach for (TM), ) ) local optima,Data
(2023). ) Average Fitness values in 4/11
feature Dynamic ) Dependency,
o . Value (Fitb). datasets. - Best ]
selection in Opposition- . . Generality.
classification
ToT based .
o ) accuracy in 36%
applications. Learning
of datasets.
(DOL).
- Introduce
o - Accuracy of - Accelerates the
e
. predictions and connection and
SocialNet of - Cloud ]
] ] the effectiveness convergence of
Things computing, .
of allocating spaces,
(SoT) edge . -
) ) i ) medical application .
Ning et integrating computing, ) - Scalability, data
. . resources and examples include
al. [17], traditional social management,
] ) the system’s resource ] )
(2022). and online computing, N ) privacy protection.
] o ability to adapt allocation and
social spaces artificial
) ) ) to changes and close contact
with IoT intelligence o
) manage large tracking in the
and social (AI). )
] volumes of fight against
networking
o data. COVID-19.
principles.
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2.4 Conclusion

In this state of the art chapter, we presented some existing work in the literature
related to the research in SIoT based on data fusion. This study revealed that the appli-
cation of data fusion in SIoT strengthens the capabilities of intelligent systems in terms of
communication, analysis, and decision-making. We also note the intensive use of several
machine and deep learning algorithms to boost the proposed approach. Our proposed
approach, detailed in Chapter 3, aims to advance this state of the art by introducing
a multi-stage data fusion methodology, which allows for more precise and reliable data
aggregation, thereby improving the quality of the fused data and the performance of ma-
chine learning algorithms. Additionally, we employ ensemble algorithms such as Random
Forest, Gradient Boosting and XGBoost for data classification, which have demonstrated
superior performance in terms of precision, recall, and F1 score. Our comparative analysis
shows a significant improvement in performance metrics compared to existing approaches,
highlighting the effectiveness of our method. Furthermore, our approach proposes theo-
retical advancements in how data is fused and classified in the context of SIoT, providing
a solid foundation for future research and more sophisticated applications. In summary,
our proposed approach addresses several limitations identified in the current state of the

art, making a significant contribution to the field of SIoT.

In the following chapter, we will explain and discuss in detail the proposed data
fusion approach, to classify relationships between devices using machine learning tech-

niques.
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CHAPTER 3

LPROPOSAL AND VALIDATION OF A DATA FUSION APPROACH
IN SIOT ENVIRONMENT

3.1 Introduction

As we saw in the previous chapter, relationships between devices, such as trust, in the SIoT
are crucial to building communities and working together. Determining this relationship is
therefore a key issue. To this end, researchers have relied on ML algorithms for relationship
classification based on device characteristics, such as device type, device brand, protocols,
etc., by data aggregation. In addition, we need to evaluate the performance of these

algorithms in order to choose the one best suited to a given application.

This chapter begins presenting the problematic and the proposed solution, then
gives a description of the dataset considered in this study. Following this, we detail the
proposed methodology. We then provide an overview of the hardware and software devel-
opment tools and environment employed for our approach. Finally,we evaluate the results

and the performance of different machine learning models in relationship classification.

3.2 Problematic

The development of the Social Internet of Things (SIoT) is leading to massive and diverse
generation of data due to the increase in connected devices and their social interactions.

These devices, whether they are environmental sensors, wearables, smart home systems
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or connected vehicles, produce data in large quantities and in various formats. The rapid
evolution of SloT amplifies this data production, making their management even more

complex.

To integrate and exploit this data, efficient fusion methods are crucial. However,
evaluating machine learning techniques for classifying complex relationships within SIoT
is challenging. This requires methods capable of handling the variety of data formats, their
dynamism, while guaranteeing the confidentiality and security of information, as well as

high precision in the results obtained.

3.3 Proposed solution

SIoT generates a vast volume of heterogeneous data from diverse sources which presents
a significant challenge in managing and analyzing this data. This complexity hinders the
effective classification of relationships between connected devices (objects). Objects form

the network, and relationship management determines the relationship between objects.

To address these challenges, we propose an approach that combines data fusion
techniques with Machine Learning algorithms to effectively classify SIoT relationships.
The process of data fusion will occur in two stages which have main advantages such as

reduced redundancy, minimized traffic load, energy savings and information accuracy.

Before detailing the proposed fusion approach, we present the SIoT dataset we
have relied on in this work to design the solution and make it easier for the reader to

understand.

3.4 Dataset Description

The dataset used in this study was created by Marche et al [52] and consists of multiple
CSV files describing real IoT objects in a Smart City environment. The main files are

described below:

o objects__description: this file contains information on 16216 devices, of which
14600 belong to private users and 1616 to public services. The columns in this file

include:

— id__device: identifier of each device.
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— id__user: identifier of the device owner (0 for municipalities).

— device__type: category associated with the device, represented by a numerical

code from 1 to 16.

— device__brand: device brand, represented by a numerical code from 1 to 12.

— device__model: device model, represented by a numerical code from 1 to 24.

» objects_ profile: describes the services offered and the applications required by each
device category:

— device__type: category of the device.

— id__off_service: list of service IDs offered by the device, ranging from 1 to 18.

— id__req__app: list of application IDs required by the device, ranging from 1 to
28.

« private_ static_ devices and private_ static_ devices: describe static devices
with the following columns:
— id__device: device ID.
— x: X coordinate of the device’s location.
— y: Y coordinate of the device’s location.
« private__mobile__devices and public_ mobile__devices: describe mobile devices
and their movement data. The columns include:
— timestamp__start: start time of the idle state.
— timestamp__stop: Eend time of the idle state.
— id__user/id__device: user ID for private devices, or device ID for public devices.
— x: X coordinate of the user’s location.

— y: Y coordinate of the user’s location.

o Adjacency Matrices: these are the adjacency matrices that represent the relation-
ships (OOR, C_LOR, SOR, SOR2) in an SIoT network.

3.5 Proposed Approach Methodology

Our approach is divided into three main steps, as it shown in the figure 3.1.
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We begin with the initial data fusion process, followed by processing and integrat-
ing adjacency matrices representing these relationships into the dataset generated from
the first fusion step, forming the second stage of data fusion. Finally, we apply various

machine learning algorithms for effective relationship classification.

Fusion 1

private_mobile

public_static public_mobile

bjects_description| objects_profile private_static

V Fusion 2
D > > >

new_dataset C_LOR SOR SOR2

Apply Machine Learning

i Classify Relationshi
Algorithms e ssify Relationships

Figure 3.1: Overview of the Main Approach Steps.

3.5.1 Initial Data Fusion process

We drew inspiration from fuzzy logic principles to develop a max_operator function that
calculates the maximum score by combining device brand and model attributes. This
function was applied to the entire dataset, resulting in the creation of a new column
named relevance score. We used this metric to filter the data based on a defined threshold,
keeping only devices that exceeded this score. Additionally, we filtered the data to retain
only two instances per id_device, each having different device brand values to ensure
diversity. Next, we merged and concatenated different datasets to form a comprehensive

data structure, as shown in the figure 3.2:
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1. We merged the objects_ description dataset with objects_ profile on the de-

vice__type attribute to create a unified dataset referred to as data.

2. We concatenated public static and mobile devices and then merged them with

data based on the id__device attribute, resulting in public__df.

3. We similarly merged private static devices with data and then concatenated the
result with public__df to form the dataframe df.

4. We merged private mobile devices with data based on the id__user attribute and

concatenated the result with df to generate a new__dataset.

public_static_devices public_mobile_devices objects_description objects_profile private_static_devices private_mobile_devices
v
.[ concat )« (O MEIGEIONA | merge on merge
~ device_type " id_device =" onid_user
v
) merge on
RULICRCH " id_device ¥
data
v A
v ~ concat |« private_static_devices private_mobile_devices
public_df
df - concat -

v

new_dataset

Figure 3.2: Overview of the Initial Data Fusion process.

3.5.2 Second Stage of Data Fusion

We represented relationships in the Social Internet of Things (SIoT) using adjacency

matrices. Four types of relationships are considered in this dataset [52] :

« OOR (Ownership Object Relationship): type of relationship defined for objects
owned by the same user. About public static devices, objects will create a rela-
tion only if they are in the communication range of each other. Public mobile objects

don’t create this type of relation.
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« C-LOR (Co-Location Object Relationship): it is established between static devices
(public or private) and private mobile located in the same place, and the number of

meetings is more than 13.

e SOR (Social Object Relationship): this relationship is based on three parameters,
that are the number of meetings (N = 3), the meeting duration (TM = 30 minutes)
and the interval between two consecutive meetings (TI = 6 hours). The relation is

created between private mobile devices.

« SOR2 (Social Object Relationship): a variant of the SOR called SOR2 is created to
connect the public mobile devices. In particular the relation is between public mobile

devices and users’ mobile objects. The parameters, as in the SOR, is set as follow:
N = 3, TM = 1 minute and TT = 1 hour.

We processed adjacency matrix files in chunks to convert them into a long format suitable
for merging. This approach allowed us to handle large datasets efficiently by breaking
them down into smaller, more manageable pieces. Within each chunk, we reshaped the
data using the melt function, which transformed the matrix into a long-format DataFrame
with columns representing id_device 1, id_device 2, and their corresponding relation-

ship value.

Next, we filtered the rows to include only those where the relationship value is 1,
indicating the presence of a significant relationship between devices. We then updated the
filtered DataFrame to retain only the relevant columns (id__device_ 1, id_ device__ 2)
and added a new column with the relation name, setting its value to 1. This step ensured

that we clearly marked the presence of each specific relationship.

We concatenated these filtered relations to an accumulating DataFrame named
all__relations. This allowed us to compile all significant relationships from the different
chunks into a single comprehensive DataFrame. Finally, we merged chunks of data from
the adjacency matrices with the new_dataset based on id_ device, as it shown in the figure

3.1. We removed duplicate columns to ensure a clean and consistent final dataset.

3.5.3 Machine Learning for Relationship Classification

Finally, we applied machine learning algorithms to classify the relationships between de-

vices, following the steps shown in the figure 3.3:
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Classification

Pre-processin

P 0
— Features Selection

One-Hot-Encoding

Figure 3.3: Machine Learning Workflow.

o Pre-Processing: we cleaned the dataset by removing missing values, then converted

categorical data to numerical using one-hot encoding.

o Features Selection: we selected features, on which we trained the different mod-
els, including coordinate, id-device, id-user, device-type, device-brand, device-model,
offered services and applications. The relationships (OOR, C_LOR, SOR, SOR2)
served as the target variables for our classification task. We extracted these tar-
get columns into a separate DataFrame named targets, isolating the labels from the

feature set to facilitate the training of the models.

We then split the features into training and testing sets using an 80-20 split, ensuring
that 80% of the data was used for training and 20% for testing.

o Classification: we normalized the data to ensure that all features were on a similar
scale. Specifically, we used the StandardScaler for this purpose. After normaliza-
tion, we applied seven Machine Learning algorithms for classification: KNN, Random
Forest, Decision Tree, Naive Bayes, Logistic Regression, Gradient Boosting, and XG-

Boost. Each model was trained on the training set and tested on the test set.

To handle the multi-label classification problem, we used the MultiOutputClassi-
fier wrapper for each model. This approach allowed each model to predict multiple
target labels simultaneously. After training, we evaluated each model’s performance
by making predictions on the test set. The evaluation was conducted using several
metrics, including accuracy, recall, precision, and F1 score. Additionally, we analyzed
the confusion matrices to gain deeper insights into the performance and misclassifi-

cations of each model.
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3.6 Development Environment

3.6.1 Hardware Environment

Characteristics Machine
Model HP Pavilion Laptop
15-eg0xxx
Processor Intel(R) Core(TM)
i5-1135G7 @ 2.40GHz 2.42
GHz
RAM 8,00 Go
Operating System Windows 10

Table 3.1: Characteristics of the machine used.

3.6.2 Software Environment

o Anaconda: Anaconda is an open-source distribution of the Python and R pro-
gramming languages for data science that aims to simplify package management and
deployment. It comes with over 250 packages automatically installed. Over 7500 ad-
ditional open-source packages can be installed from PyPI. Anaconda also includes a
GUI (graphical user interface) named Anaconda Navigator. It allows users to launch
applications and manage conda packages, environments and channels without using

command-line commands [53].

e Spyder: Spyder is a free and open source scientific environment written in Python,
for Python, and designed by and for scientists, engineers and data analysts. It fea-
tures a unique combination of the advanced editing, analysis, debugging, and profiling

functionality of a comprehensive development tool with the data exploration, interac-
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tive execution, deep inspection, and beautiful visualization capabilities of a scientific

package [54].

o Google Colaboratory: Colab is a hosted Jupyter Notebook service that requires
no setup to use and provides free access to computing resources, including GPUs
and TPUs. Colab is especially well suited to machine learning, data science, and

education [55].

e Lucidchart: Lucidchart is a web-based diagramming application that allows users
to visually collaborate on drawing, revising and sharing charts and diagrams, and

improve processes, systems, and organizational structures [56].

o« Python: Python is an interpreted, object-oriented, high-level programming lan-
guage, appreciated for its simplicity and readability. It offers built-in data structures,
promotes modularity, and code reuse through modules and packages. Python can be
used for rapid application development and as a scripting language. Its interpreter

and standard library are free and available on various platforms [57].

e NumPy: NumPy is the fundamental package for scientific computing in Python. It
is a Python library that provides a multidimensional array object, various derived
objects (such as masked arrays and matrices), and an assortment of routines for fast
operations on arrays, including mathematical, logical, shape manipulation, sorting,
selecting, 1/0, discrete Fourier transforms, basic linear algebra, basic statistical op-

erations, random simulation and much more [58].

« Pandas: Pandas is an open source, BSD-licensed library providing high-performance,
easy-to-use data structures and data analysis tools for the Python programming lan-

guage [59)].

o Scikit-learn: Scikit-learn, is an open-source, machine learning and data modeling
library for Python. It features various classification, regression and clustering algo-
rithms including support vector machines, random forests, gradient boosting, k-means
and DBSCAN, and is designed to interoperate with the Python libraries, NumPy and
SciPy [60].

o Matplotlib: Matplotlib is a comprehensive library for creating static, animated,
and interactive visualizations in Python. Matplotlib makes easy things easy and
hard things possible [61].
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3.7 Results and Discussion

In this section, we present the results of our approach on classifying relationships between

SIoT devices using different machine learning models. Each model was evaluated in terms

of accuracy, recall, precision, F1 Score and Confusion Matrix in order to compare their

performances. The results are shown in the table 3.2

Model Accuracy | Recall | Precision | F1 Score
KNN 0.9225 0.9532 0.9659 0.9595
Decision Tree 0.9026 0.9419 0.9429 0.9424
Random Forest 0.9384 0.9594 0.9732 0.9662
Naive Bayes 0.7501 0.9942 0.7529 0.8446
Logistic Regression 0.9210 0.9551 0.9651 0.9600
Gradient Boosting 0.9300 0.9569 0.9620 0.9594
XGBoost 0.9319 0.9565 0.9697 0.9629

Table 3.2: Classification Results

3.7.1 Model Performance Analysis

Through Table 3.2 and Figure 3.10, we examine the performance metrics of various ma-

chine learning models.

« KNN demonstrated a high level of accuracy (92.25%), with impressive recall
(95.32%), precision (96.59%), and F1 score (95.95%).

True labels

Confusion Matrix - KNN

Predicted labels

Figure 3.4: Confusion Matrix for KNN Model.
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The confusion matrix shown in the figure 3.4 further supports its efficiency in correctly

classifying positive and negative cases, with a minor fraction of misclassifications.

e Decision Tree showed a slightly lower performance compared to KNN, with an
accuracy of 90.26%, recall of 94.19%, precision of 94.29%, and F1 score of 94.24%.

Confusion Matrix - Decision Tree

4000
130
3000

- 2000

True labels

- 1000

Predicted labels

Figure 3.5: Confusion Matrix for Decision Tree Model.

The confusion matrix shown in the figure 3.5 indicates a balanced misclassification

rate between false positives and false negatives.

« Random Forest outperformed other models in accuracy (93.84%), recall (95.94%),
precision (97.32%), and F1 score (96.62%).

Confusion Matrix - Random Forest
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True labels

- 1000

Predicted labels

Figure 3.6: Confusion Matrix for Random Forest Model.
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Its confusion matrix shown in the figure 3.6 presents the lowest rates of false positives

and false negatives, highlighting its robustness in handling the classification task.

» Naive Bayes had the lowest accuracy (75.01%) but the highest recall (99.42%), with
a precision of 75.29% and an F1 score of 84.46%.

Confusion Matrix - Naive Bayes

4000

3500

° 3000

2500

- 2000

- 1500

= - 1000
- 500

Predicted labels

True labels

Figure 3.7: Confusion Matrix for Naive Bayes Model.

The confusion matrix shown in the figure 3.7 reveals a significant number of false

positives, which negatively impacts its precision.

+ Logistic Regression offered competitive results with an accuracy of 92.10%, recall
of 95.51%, precision of 96.51%, and F1 score of 96.00%.

Confusion Matrix - Logistic Regression
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- 1000

Predicted labels

Figure 3.8: Confusion Matrix for Logestic Regression Model.
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True labels

Its confusion matrix shown in the figure 3.8 shows a balanced distribution of misclas-

sifications, similar to KNN.

Gradient Boosting and XGBoost presented very close performances, with Gradi-
ent Boosting achieving an accuracy of 93.00%, recall of 95.69%, precision of 96.20%,
and F1 score of 95.94%. XGBoost slightly improved on these metrics, indicating its
efficiency in the classification task.

Confusion Matrix - Gradient Boosting Confusion Matrix - XGBoost

- 200(

True labels

- 100¢

Predicted labels Predicted labels

(a) Confusion Matrix for GBM Model (b) Confusion Matrix for XGBsoot Model

Figure 3.9: Confusion Matrix for GBM and XGBoot Models

The confusion matrices of both models, shown in Figure 3.9 indicate few misclassifi-

cations, confirming their high accuracy rates.
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Figure 3.10: Metrics Evaluation.

3.7.2 Discussion

The results indicate that ensemble methods, particularly Random Forest and XGBoost,
offer superior performance in terms of accuracy, precision, recall, and F1 score. Among

these, Random Forest stands out as the top-performing model.

Naive Bayes, despite its high recall, suffers from a significant number of false

positives, leading to the lowest precision and accuracy among the models tested.

Decision Trees provide a good balance between recall and precision but do not

reach the performance levels of their ensemble methods.

KNN and Logistic Regression show strong performances. However, they may not
always achieve the high levels of accuracy and balance between precision and recall that

ensemble methods can.
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3.7.3 Analysis of Relationships Frequency

The classification of relationships among SIoT devices reveals interesting patterns across

different machine learning models .

e Dominant Relationships for KNN, DT, RF, LR, GBM, and XGBoost:
(OOR, C_LOR), (SOR2), and (OOR), as it shown in the figure 3.11.

« Dominant Relationships for Naive Bayes: (OOR, C_LOR), (SOR2), and
(OOR, C_LOR, SOR, SOR2), as it shown in the figure 3.12.

The frequent identification of OOR (Ownership Object Relationship) and C-LOR
(Co-Location Object Relationship) relationships across KNN, Decision Tree, Random
Forest, Logistic Regression, Gradient Boosting, and XGBoost models can be attributed
to the inherent structure of the dataset. These models effectively recognize patterns of
ownership and repeated interactions, which are common in smart city environments where

devices frequently interact within their communication ranges.

The SOR2 (Social Object Relationship variant) is also commonly identified
by these models, suggesting their capability to detect social interactions between public

and user mobile devices, even with short meeting durations and intervals.

Naive Bayes, however, identifies a broader range of relationships, including SOR
(Social Object Relationship), in addition to those detected by other models. This
is likely due to its probabilistic nature, which makes it sensitive to capturing patterns
in repeated interactions over time. Although this sensitivity may contribute to a higher
rate of false positives, it allows Naive Bayes to detect additional relationships that other

models might miss.
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Frequency of Different Output Relationships for KNN ’ . . .
Frequency of Different Output Relationships for Decision Tree

Relationships
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(a) KNN (b) Decision Tree

Frequency of Different Output Relationships for Random Forest Frequency of Different Output Relationships for Logistic Regression
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(c) Random Forest (d) Logistic Regression

Frequency of Different Output Relationships for XGBoost
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(e) Gradient Boosting (f) XGBoost

Figure 3.11: Frequency of Different Output Relationships for ML models
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Frequency of Different Qutput Relationships for Naive Bayes
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Relationships
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30.9%

44.0%

Figure 3.12: Frequency of Different Output Relationships for Naive Bayes model.

3.7.4 Comparison

For a more significant evaluation, we compared our approach with the methodology pro-
posed by Meghana et al (2021) [9], who aggregated the dataset based on device types into

public and private devices. The performance metrics are summarized in Table 3.3 below.

3.7.4.1 Analysis of Results

KNN: Our approach achieved higher accuracy (0.9225) compared to the private dataset
approach (0.8456) but slightly lower accuracy than the public dataset approach (0.9967).
The recall for our approach (0.9532) outperformed both the private and the public dataset
approach.

Decision Tree: Our approach demonstrated strong performance across all met-
rics, particularly in recall, precision, and Fl-score. However, in terms of accuracy, our
approach achieved a score of 0.9026, which exceeded the private dataset’s accuracy of

0.8283 and was comparable to the public dataset’s accuracy of 0.9967.

Random Forest: Our approach surpassed both the private and public dataset

approach in terms of precision, recall, and F1 Score. This suggests that our Random
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Model Metrics Evaluation | Our Approach | Private | Public
KNN Accuracy 0.9225 0.8456 0.9967
Recall 0.9532 0.8841 0.7500
Precision 0.9659 0.8851 0.7473
F1 Score 0.9595 0.8840 0.7487
Decision Tree Accuracy 0.9026 0.8283 0.9967
Recall 0.9419 0.8676 0.7491
Precision 0.9429 0.8634 0.7482
F1 Score 0.9424 0.8654 0.7487
Random Forest | Accuracy 0.9384 0.8683 0.9978
Recall 0.9594 0.8887 0.7500
Precision 0.9732 0.8977 0.7482
F1 Score 0.9662 0.8930 0.7491
Naive Bayes Accuracy 0.7501 0.5649 0.9858
Recall 0.9942 0.9965 0.7500
Precision 0.7529 0.6171 0.7389
F1 Score 0.8446 0.7309 0.7443

Table 3.3: Performance Comparison

Forest model generalized better to unknown data than the existing approach.

Naive Bayes: While our approach demonstrated impressive recall at 0.9942, the
existing approach with the private dataset showed overall higher recall at 0.9965, while
the public dataset approach had a recall of 0.7500. Nevertheless, our approach achieved
a higher F1 Score than the public dataset approach, indicating better balance between

precision and recall in our approach.

3.7.5 Conclusion

This chapter introduced the data fusion classification approach based on machine learning
technique. It presented the obtained results for the different algorithms. The comparison
of our results with those [9] shows clearly that our approach offers significant advantages,
particularly in better generalization and overall performance for KNN, Decision Tree, and

Random Forest models.
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CONCLUSION AND PERSPECTIVES

The aim of this thesis was to propose a data fusion method for classifying relationships

between SIoT objects using machine learning algorithms.

We therefore first reviewed the concepts of SIoT, data fusion and machine learning
techniques. Next, we looked at recent work in the literature combining the previous con-

cepts. This study revealed the problem of classifying relationships between SIoT objects.

To deal with this latter issue, we proposed an data fusion approach based on
machine learning algorithms as follows. Initially, we developed a max_operator function
inspired by fuzzy logic principles to merge various datasets, forming a comprehensive data
structure. The second stage involves processing adjacency matrices to represent different
relationship types within the SIoT, followed by integrating these matrices into the dataset.
Finally, we apply seven machine learning algorithms to classify these relationships. The
results demonstrate that Random Forest outperforms other ML models. The high accu-
racy, precision, recall, and F1 scores achieved by these models highlight their effectiveness

in handling the complexity of SIoT relationship classification.

Future work can focus on several perspectives to enhance this approach further.
First, exploring deep learning techniques could provide new insights and potentially better
results. Second, expanding the dataset to include more diverse types of devices and
relationships can help generalize the models and improve their applicability to various SIoT
scenarios. Finally, creating autonomous data fusion systems capable of self-managing,
self-learning, and self-optimizing without human intervention. These systems can adapt

to changing environments and data sources independently.
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ABSTRACT

Managing data in the Social Internet of Things (SIoT) is challenging due to the
large and varied data from connected devices. The social interactions between devices
add extra complexity. This study focuses on both data fusion and the classification of

relationships between devices using machine learning techniques.

We developed a multi-stage data fusion method and applied machine learning al-
gorithms to classify the relationships accurately. We tested algorithms like KNN, Random

Forest, Decision Tree, Naive Bayes, Logistic Regression, Gradient Boosting, and XGBoost.

The experimental results demonstrate that the Random Forest and XGBoost algo-
rithms perform well compared to other machine learning algorithms in terms of accuracy,

recall, precision, and F1 score.

Keywords: SloT, Data Fusion, Machine Learning.

RESUME

La gestion des données dans I'Internet social des objets (SIoT') est un défi en raison
des données volumineuses et variées provenant des appareils connectés. Les interactions
sociales entre appareils ajoutent une complexité supplémentaire. Cette étude se concentre
a la fois sur la fusion de données et sur la classification des relations entre les appareils a

I’aide de techniques d’apprentissage automatique.

Nous avons développé une méthode de fusion de données en plusieurs étapes
et appliqué des algorithmes d’apprentissage automatique pour classer les relations avec
précision. Nous avons testé des algorithmes tels que KNN, Random Forest, Decision Tree,

Naive Bayes, Logistic Regression, Gradient Boosting et XGBoost.

Les résultats expérimentaux démontrent que les algorithmes Random Forest et
XGBoost fonctionnent bien par rapport a d’autres algorithmes d’apprentissage automa-

tique en termes d’exactitude, de rappel, de précision et de score F1.

Mots clés: SloT, Fusion de Données, Apprentissage Automatique.
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