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Abstract:

Electronic authentication is a technical mechanism aimed at ensuring
cybersecurity in a constantly evolving digital environment and
safeguarding the integrity of transactions conducted between individuals
via electronic means, this has created the need to establish a regulatory
framework for this technology, consequently it became essential to create
institutions or entities responsible for defining its operational scop, in this
context, electronic certification authorities emerged as regulatory and
supervisory bodies that work to enhance the reliability of this service by
setting the requirement that must be met by any individual wishing to
engage in this activity, these authorities represented by national electronic
certification authority as central body, from which both the governmental
and economic certification authorities branch off as subordinate entities,
in addition, electronic authentication service providers act as key players
in the operational infrastructure of digital authentication, they carry out
their duties once they obtain final authorization from the competent
authority, electronic authentication is considered a legal act that imposes
obligations on its parties, accompanied by a system of liability that
includes contractual and tort liability, and in some cases, criminal liability,
in accordance with applicable general and specific legal provisions.



