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General Introduction

In recent years, the proliferation of computing devices such as smartphones, digital
tablets, and connected objects has significantly transformed our daily lives. These devices
provide a wide range of functions, including assistance, monitoring, communication,
and information retrieval, highlighting their important role in modern society. This
technological evolution has led to the emergence of complex systems integrating the
cyber, physical, and social worlds, known as cyber-physical-social systems (CPSS)
[ , ]. The latter are based on modular, interoperable
services as a paradigm inherited from Service-Oriented Computing (SOC), and incorpo-
rate the Internet of Things (IoT) as a key factor for interacting with the physical world,
through connected devices that collect and transmit contextual data in real time. A
CPSS combines computing elements, physical devices, and human interactions to create
intelligent environments that provide transparent smart services accessible anytime and
anywhere, while continually adapting to diverse contexts and usage patterns. For exam-
ple, smart buildings can guide their visitors, configure their electronic devices, and offer
contextualized services, thereby improving user comfort, optimizing resource utilization,
and enhancing the overall efficiency of the environment. CPSS thus seamlessly integrates
computers and connected devices into our daily lives, automatically adapting to our
behaviors and preferences without requiring our continuous attention. A CPSS relies
on infrastructure for computing, communication, and control that is typically composed
of multiple layers for each of the three worlds and contains a variety of resources and
services. Implementing a CPSS requires effective strategies to handle the fluctuations in
QoS requirements, environmental conditions, and user preferences at design time, as well
as the dynamism of system behavior during run-time. These challenges arise from the
diversity of component types and the highly dynamic nature of application environments
[ |. Among the most important strategies, the service composition
process plays a key role in coordinating and organizing essential elements in the cyber,

physical, and social worlds.

The service composition is a mechanism that allows assembling software components
to enable the development and deployment of fast, cost-effective, and scalable applica-
tions | ]. This mechanism favors the creation of more sophisticated
applications by combining existing services to provide added-value functionalities that

cannot be achieved by individual basic services [ ]. This process results
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in a composite service that integrates multiple atomic or basic services, each responsible
for a specific functionality. These services are orchestrated according to predefined
control and data flows to collectively fulfill complex user requirements. However,
the service composition is not limited to functional aspects and must account for
non-functional requirements, which are essential for assessing the overall quality and
suitability of the resulting composite service. The non-functional aspects include Quality
of Service (QoS) attributes, such as response time, reliability, availability, and cost
[ |, along with other critical factors, including energy consumption, user
mobility, context-awareness, and resource constraints. Such considerations are crucial
in dynamic and heterogeneous environments such as IoT and CPSS, where services are
often distributed, mobile, and constrained by limited energy. To ensure that the resulting
composite service meets both user requirements and system constraints, users may
impose global non-functional constraints on the composition process. These constraints
often include QoS requirements, such as limiting the overall cost below a specific
threshold or ensuring that total energy consumption remains within an acceptable range.
Considering such global non-functional constraints, the service composition problem
becomes a Non-deterministic Polynomial-time hard (NP-hard) problem, where the main
challenge is to find a sub-optimal composition within a reasonable computation time
[ ]. Consistently, a key issue in service composition is how to
intelligently and effectively select the most relevant services that not only meet the user’s

functional requirements but also satisfy the imposed non-functional constraints.

In this thesis, we focus on the problem of service composition based on non-functional
properties in the context of CPSS and IoT environments. The goal is to develop
methods that enable the construction of new applications by combining existing
services to provide functionalities that none of them can provide individually. The
service composition process involves aggregating multiple candidate services to create
a composite service while optimizing non-functional properties. However, in large-scale
CPSS environments, several research issues arise related to efficient management of
QoS and energy, user mobility, and the stochastic nature of services. Among these,
the optimal management of QoS and energy is crucial in CPSS environments, as it
directly impacts system performance and efficiency. The QoS refers to the level of
service performance with respect to the user’s needs, including parameters such as
execution time, cost, reliability, availability, and others. The QoS attributes have been
exploited as non-functional properties to differentiate between functionally equivalent
services during the service composition process | . In terms of energy,
services belonging to the composition are typically hosted by devices with low-autonomy
batteries that cannot be easily replaced or recharged in the case of large-scale service
deployment | |. During the execution of a composition, these services
may become unavailable due to intensive battery use, resulting in composite services

with low availability and no guarantee of successful execution | .
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Furthermore, mobility poses a major challenge for service composition, as it requires
continuous coordination among mobile services to ensure the seamless and uninterrupted
satisfaction of user requirements. Unlike static environments, where service availability
and location are relatively stable, mobile contexts introduce continuous fluctuations
in service accessibility and quality. As users and devices move across networks or
environments, services may appear or disappear dynamically, leading to perturbations
in the composition process. Moreover, mobility often causes intermittent connectivity,
fluctuating bandwidth, and increased latency, which affect service performance. These
factors make service composition more challenging as predicting service availability and
reliability over time becomes increasingly complex. In addition, mobility induces a high
degree of stochastic behavior in services, meaning that their state and performance
can vary unpredictably depending on location, mobility patterns, or environmental
conditions. This uncertainty increases the risk of service failure, degradation in execution
quality, or unavailability of required components during execution. These issues are
particularly critical in scenarios where services are hosted on highly mobile and resource-
constrained devices, such as smartphones, wearables, or drones. As a result, user and
service mobility not only introduces significant complexity into the composition process
but also affects the stability, continuity, and overall efficiency of the resulting composite

service. | : ]

The first objective of this thesis is to design a service composition approach in IoT
environments that considers both energy consumption and QoS criteria. IoT systems
often consist of devices with limited energy resources, which poses challenges for service
availability. Furthermore, the dynamic nature of these systems leads to frequent changes
in service availability and performance. In large-scale [oT environments with thousands
of entities, managing QoS and energy efficiently becomes challenging, as services may fail
or provide insufficient quality, and limited device energy can further disturb execution,
especially since batteries are often not easily replaced or recharged in large-scale deploy-
ments. Existing service composition approaches often focus on either energy efficiency
or QoS metrics, but rarely both simultaneously. As a result, service compositions may
not meet user requirements or cause rapid discharge of device batteries. Therefore, the
first objective of this thesis is to develop an optimization algorithm that: (i) extends
the battery life of devices by reducing energy consumption and (ii) satisfies user QoS
requirements by optimizing metrics such as availability, cost, reliability, response time,

reputation, and throughput.

The second objective of this thesis is to extend the service composition approach to
CPSS environments by integrating mobility, QoS, and energy consumption. Mobility
is a critical factor in CPSS, as both users and services frequently move across different
locations, leading to fluctuations in service availability, reliability, and overall composition

quality. These dynamic changes increase the risk of interruptions, service unavailability,
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failures, or a decline in QoS over time. Accordingly, the second objective of this thesis
focuses on developing an optimization algorithm that: (i) integrates a mobility model
to dynamically adapt service composition according to user trajectories and locations,
ensuring seamless connectivity and stable service availability, (ii) incorporates an energy
consumption model to select services efficiently, manage energy consumption, and extend
the battery life of the device while maintaining high-quality compositions, and (iii)
satisfies the user’s global constraints and optimize QoS metrics, including execution time,
cost, reliability, availability, and throughput.

To achieve our research objectives, the remaining parts of this thesis are structured

into four chapters as follows:

Chapter 1 first provides an overview of the Service-Oriented Computing (SOC),
Internet of Things (IoT), and Cyber-Physical-Social Systems (CPSS) paradigms. Next,
concepts related to the service composition are introduced, including functional and
non-functional properties of services, the selection mechanism, and the composition
process. Finally, an analysis of research challenges related to service composition is also

carried out in the context of IoT and CPSS environments.

Chapter 2 is devoted to a comprehensive study of service composition approaches in
the literature, focusing on key criteria such as QoS, energy efficiency, and mobility. The
chapter begins by presenting conventional (QoS-based service composition approaches that
aim to optimize various QoS parameters, such as availability, reliability, execution time,
cost, etc. Next, the chapter addresses energy-efficient service composition approaches
that aim to reduce the energy consumption of services, a crucial factor in resource-
constrained environments. Furthermore, the chapter integrates mobility-aware service
composition approaches in scenarios where services or users are mobile, requiring dynamic
adaptation of the service composition process to maintain QoS. Finally, a comparative

analysis is presented to highlight the strengths and limitations of the discussed approaches.

Chapter 3 introduces the first contribution of the thesis, the group teaching-based
energy efficient and QoS-aware service composition algorithm (GT-EQCA), designed
to address energy consumption and QoS challenges within IoT environments. The
chapter begins by defining the foundational models used in the GT-EQCA algorithm
and by outlining the service composition problem with a focus on energy and QoS
issues. Subsequently, the Group Teaching Optimization (GTO) method is described
to provide the foundations for the GT-EQCA approach, which is carried out in three
phases: (i) Pruning of ToT concrete services that cannot provide the required user’s QoS
level; (ii) Selection of top-k IoT concrete services using the relative Pareto dominance
principle; (iii) Finding the composite service with sub-optimal QoS (i.e., the composition

that satisfies global QoS constraints and has the highest utility value in terms of QoS
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and energy). Finally, the performance of the GT-EQCA approach is assessed through
a comparison with four relevant baseline approaches by considering metrics such as

composition time, energy consumption, and QoS utility.

Chapter 4 extends the service composition problem introduced in the previous
chapter to a more complex and dynamic context of large-scale CPSS environments.
This chapter presents the second contribution of this thesis, the learning-based swarm
optimization-aware service composition algorithm (LS-SCA) that simultaneously inte-
grates user mobility, energy efficiency, and QoS constraints, which become increasingly
critical in such environments. The chapter begins by formalizing the service composition
problem in the context of CPSS and introducing two key models: a mobility model and
an energy consumption model that guide the service selection decision. A utility function
is then proposed to evaluate composite services by integrating mobility awareness,
energy consumption, and QoS attributes. Subsequently, the Two-Phase Learning-based
Swarm Optimization (TPLSO) method used in the LS-SCA algorithm is described. A
motivation scenario is also presented to illustrate the impact of user mobility on energy
consumption and QoS. Finally, the LS-SCA algorithm is evaluated through extensive
simulations in comparison with several baseline approaches by considering key metrics
such as utility value, energy consumption, availability, and composition time. A mobility
assessment is also performed to analyze the impact of user movement and velocity on

aspects such as energy consumption and service availability.

At the end of this work, a synthesis of the key contributions presented throughout this

thesis is given, and several perspectives are outlined to improve and extend this study.



Chapter I

From Service-Oriented Computing
to Cyber-Physical-Social Systems:
Foundational Concepts and

Definitions

1 Introduction

In this chapter, we introduce the fundamental paradigms underlying the evolution from
service-oriented computing (SOC) to cyber-physical-social systems (CPSS). We begin by
introducing the SOC paradigm that uses services as modular elements in the development
of software applications. This paradigm is related to service-oriented architecture (SOA),
which provides a structured framework for organizing and integrating services. Then, we
define the Internet of Things (IoT) as a network of physical devices equipped with sen-
sors, software, and other technologies, connected to exchange data via the Internet. After
that, we move on to CPSS, beginning with its definition, outlining the architecture of
cyber-physical systems (CPS), and extending this to include social dimensions. We then
identify the key components of CPSS and present various applications and case studies
that illustrate its implementation. Finally, we present the concept of service composition
that involves combining multiple services to create more complex applications. We give
the characteristics of services, introduce their types, and their levels of granularity. In ad-
dition, we examine the service composition lifecycle, categorize the composition methods,

and discuss the inherent challenges of service composition in CPSS and IoT environments.

2 Service-Oriented Computing

Service-oriented computing (SOC) is a computational paradigm that mainly uses services
as the core components for application development. The primary strength of SOC lies
in its ability to promote loose coupling among services, allowing individual services to

be independently developed, deployed, and maintained. This modular approach allows
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organizations to build complex applications by combining smaller, reusable services, thus
enhancing development efficiency and reducing costs. SOC is associated with service-
oriented architecture (SOA) that provides a structured approach to organize software
applications and infrastructure into an interacting set of services. This organization
enables efficient communication and interoperability between heterogeneous systems and
platforms | -

In the SOC environment, services are accessible via standardized protocols such as
Simple Object Access Protocol (SOAP) and Representational State Transfer (REST),
which allow service components to communicate across different programming languages
and systems, maintaining platform independence. This architecture enables services to
function as modular units that can be dynamically integrated into larger workflows, allow-
ing companies to quickly adapt to changes and reconfigure services to meet evolving needs
[ ]. A SOA can be implemented using a wide range of technologies,
such as Java 2 Platform, Enterprise Edition (J2EE), and .NET. These technologies provide

the infrastructure necessary to create, deploy, and manage services.

2.1 Service-Oriented Architecture

Service-oriented architecture (SOA) is the architectural model that implements the
principles of SOC by defining the structural framework to organize and coordinate
services within software systems. The idea behind this model is to provide a way
to organize, standardize, and manage services so that they can communicate and
work together, regardless of their underlying platforms, technologies, or providers.
This architecture emphasizes a set of fundamental requirements to facilitate the rapid

and cost-effective development of applications through the following key requirements:

[ ]

o Technology independent: services within SOA are designed to be independent of
specific implementation technologies or standards on the client and service sides. For
instance, services can rely on universal communication protocols such as SOAP or
REST, which support interactions between different technology platforms.

e Loose coupling: this characteristic refers to the fact that the internal workings of
the service, and the service itself, do not need pre-existing knowledge of the client’s
usage context. This enables services to be reusable and easily substitutable on demand,
enhancing scalability and flexibility.

e Support location transparency: the consumer can access a service without knowing
its location. Service descriptions, including functional and non-functional characteris-
tics, are typically published in a service registry using protocols such as Web Services
Description Language (WSDL). Service consumers can locate and invoke services using

these descriptions without requiring details on where or how they are deployed.
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2.2 Foundations of Service-Oriented Architecture

The foundations of SOA are built on three core entities: the service provider, the service

consumer, and the service registry that interact to enable efficient, flexible, and scalable

Service description

service-based systems (see Figure 1.1).

Service

registry

Service
consumer

Service @
provider

Figure I.1: Interactions between actors in a SOA model.

Selection / Invocation

e Service provider: This entity is responsible for creating, hosting, and maintain-
ing services. Providers publish service descriptions in a service registry that includes
functional and non-functional properties to help consumers understand each service’s
capabilities and requirements.

e Service consumer: Also referred to as the client or user, this entity initiates requests
to the service provider. Consumers search the service registry to discover services that
meet their requirements. After finding the most suitable service, the consumer can
invoke it according to the specifications provided in the service description.

o Service registry: This entity acts as a central directory where service descriptions
from various providers are stored. This registry serves as a broker, connecting ser-
vice providers with consumers and enabling efficient service discovery across the SOA

ecosystem.

Each entity plays a distinct role. The interaction between these entities ensures the
execution of the fundamental processes involved in publishing, discovering, selecting, and
invoking services.

e Publishing: The service provider publishes a description of a service in the registry,
which includes the service’s functionalities, its communication protocols, and its non-
functional properties. This description allows the service to be easily discovered and

used by potential consumers.
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« Discovery : refers to the process by which a service consumer searches the service
registry for services that meet specific requirements. Consumers can initiate a search
by submitting descriptions of the required services to the registry manager, which then
returns a list of matching services.

o Selection : From the services found in the discovery process, the consumer selects the
one that best meets its functional and non-functional requirements, such as Quality of
Service (QoS) attributes (e.g., response time, availability, reliability), energy efficiency,
or contextual relevance (e.g., location, time of use, or device compatibility).

o Invocation : After the selection, the consumer invokes the chosen service using a
standard communication protocol such as SOAP, allowing secure and reliable commu-

nication across distributed systems.

By promoting reusability and interoperability, SOC has become a core architectural ap-
proach in fields such as business process management, enterprise integration, and cloud
computing. However, traditional SOC architectures encounter limitations when applied
to dynamic and heterogeneous environments that require real-time interaction with phys-
ical devices, as well as greater scalability and responsiveness. These limitations have led
to the extension of SOC principles into new paradigms, particularly the Internet of Things
(IoT) and Cyber-Physical Systems (CPS).

3 Internet of Things

The Internet of Things (IoT) is the practical realization of ubiquitous computing,
where technology is naturally integrated into everyday objects. This powerful concept
opens the way to many applications that link the physical and digital worlds, including
smart homes, healthcare, smart cities, logistics, security, etc | |. Despite
its promise, IoT faces a range of technical and non-technical challenges that must be
addressed to fully achieve its potential. These challenges include scalability issues due to
the large number of connected devices, energy constraints due to limited device resources,
interoperability across heterogeneous platforms, as well as privacy, security, and trust

problems.

3.1 Definition of Things

A thing refers to a physical or virtual entity that interacts within a digital network en-
vironment. This entity moves through time and space and can be uniquely identified
through an assigned identification number, name, and/or location address. A thing is
therefore easily readable, recognizable, locatable, addressable, and controllable via the
Internet | : ].

In this definition, an object represents a concrete form of a thing linking the ab-

stract notion to identifiable entities. Objects can be active or passive. Active objects
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are equipped with electronic components that enable them to process data, sense envi-
ronmental conditions (e.g., temperature, humidity, light), communicate, and sometimes
act autonomously. Passive objects, such as RFID tags, lack processing power but can
be identified and tracked within the ToT | |. The computing capacity of each
device varies, influencing the complexity of tasks it can perform, from basic calculations
to facial recognition, depending on available resources | ]. These re-
sources, coupled with communication interfaces, make objects capable of interacting with
various wired and wireless networks.

Beyond their hardware resources, physical objects possess various characteristics re-
lated to their usage contexts. Some objects are mobile, meaning they can change position
over time. These mobile items can be transportable, such as a smartphone, book, or
clothing, or autonomous with motor capabilities, such as cars, drones, or pets, enabling
them to be tracked within IoT systems | |. Conversely, many devices are sta-
tionary, such as refrigerators, furniture, and electric meters, remaining fixed for most of
their lifecycle | ].

Power sources further differentiate these objects. Some have continuous access
to electricity, like typical household appliances, while others rely on batteries, such
as wireless sensors or wearable devices, making their operational span dependent on
battery life. This factor varies depending on whether the object is easily rechargeable,
such as a mobile phone, or is designed to operate for long periods without recharg-

ing, such as tracking devices used to monitor the migration of farm animals | .

3.2 Definition of Internet of Things

Several definitions of IoT are provided in the literature. Among the most
significant, some emphasize its technological and infrastructural dimension
[ , |, others reflect its role as a communica-
tion architecture linking sensors and actuators | |, and others

stress its vision of continuous and ubiquitous connectivity | ].

The Internet of Things is defined as a network of physical and virtual entities that are
uniquely identifiable, equipped with sensors, actuators, and communication capabilities,
and can interact and exchange data through standardized and unified electronic identifi-
cation systems and mobile wireless devices. This enables seamless data recovery, storage,
transfer, and processing across the physical and virtual domains | ].
According to | |, the IoT is based on the fundamental idea of an
ubiquitous presence of various ”things” or objects such as RFID tags, sensors, actuators,
and mobile devices that, through unique addressing schemes, can interact and collaborate
with each other to achieve shared objectives. The Internet of Things is the assembly of

infrastructures that link sensors and/or actuators with limited computing capabilities
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and enable them to be managed, accessed, and have their generated data transmitted
over the Internet without the need for human-to-human or computer-to-computer
interaction | ]. According to [ |, the IoT is a
vision of connecting a large number of objects with unique identifications continuously
and anywhere using IoT communication protocols. [oT devices can include cell phones,

wearables, machines, and doors.

In this thesis, we define the IoT as a paradigm in which a large number of physical
and virtual objects are interconnected via standardized protocols over the Internet. These
objects, equipped with computing resources, can collect and process data (e.g., tempera-
ture, location, status) from their environment, interact, and collaborate autonomously or
under human supervision. This capability enables the seamless acquisition, storage, trans-
fer, and processing of data between physical and virtual domains, promoting innovative

services while addressing technological, economic, and societal challenges.

3.3 Application domains of IoT

The applications of IoT are various and impact nearly every aspect of daily life, including
society, industry, and environment (see Table 1.1). The Internet of Things Strategic
Research Agenda (SRA) !, published in 2009, identified key application domains, including
energy, healthcare, buildings, transport, smart living, and smart cities. Additionally, the
IoT-I ? project conducted a survey in 2010 that identified 65 IoT application scenarios
grouped into 14 domains, including transportation, smart home, smart city, lifestyle,
retail, agriculture, smart factory, supply chain, emergency, healthcare, user interaction,
culture and tourism, environment, and energy | ]. Some

of these IoT applications are detailed below.

3.3.1 Smart cities

The main goal of smart city strategies is to improve urban performance using informa-
tion and communication technologies to provide efficient services and enhance existing
infrastructure | |. A wide range of applications can be deployed within
smart cities | , , ,

], such as smart streetlights, smart buildings, smart grids, smart water
distribution, smart farming, pollution detection, and smart surveillance. For example, a
smart streetlight system can automatically adjust its brightness based on real-time data

from motion sensors, conserving energy while improving safety.

ICluster of European Research Projects on the Internet of Things (CERP-IoT), *Internet of Things —
Strategic Research Agenda*, January 2009, available at: https://www.internet-of-things-research.

eu
’https://cordis.europa.eu/article/id/123927-ioti-survey-on-critical-privacy-

factors/en
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Table 1.1: ToT application domains .

Domain Objective Applications
Society Improving and developing soci-|Smart Cities, Smart Animal Farm-
ety, cities, and people ing, Smart Agriculture, Healthcare,

Home Automation, Energy, Defense,

Medical Technology, Ticketing, Smart

Buildings
Environment |Protecting, monitoring, and man- | Smart Environment, Smart Meter-
aging natural resources ing, Smart Water Recycling, Disaster
Alerting
Industry Activities related to financial and | Retail, Logistics, Supply Chain Man-

commercial transactions between | agement, Automotive, Industrial Con-

companies and organizations trol, Aerospace and Aviation

3.3.2 Smart agriculture and smart water

In agriculture, IoT applications optimize crop production by monitoring environmental
factors such as soil moisture, temperature, humidity, and sunlight exposure. For example,
smart greenhouse systems use [oT sensors to adjust conditions and maximize production.
Meanwhile, smart water management systems monitor water quality and levels in rivers,
reservoirs, and dams, while also detecting leaks and pressure variations in pipelines to

prevent wastage and reduce maintenance costs.

3.3.3 Health care

In remote patient monitoring, [oT devices track vital signs in real time, such as heart
rate, blood pressure, and glucose levels. For example, wearable devices monitor glucose
levels of diabetic patients, alerting the patient and the healthcare provider when levels
are dangerously high or low | ]. Figure 1.2 illustrates an IoT
use case in healthcare where wearable sensors collect medical data and store them as
Electronic Health Records (EHRs) on a secure cloud database. Healthcare providers
can access these EHR data to simplify patient management and develop personalized
treatment plans. Another scenario is hospital asset tracking, where IoT tags are placed
on medical equipment and patient records to improve hospital workflow and reduce the

time spent locating equipment.

3.3.4 Retail and logistics

IoT solutions in retail and logistics provide significant operational advantages. In a retail

store, a smart inventory management system uses RFID tags to track product movement

12
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Figure 1.2: Use case scenario of [oT in healthcare.

in real time and automatically place new orders when stock levels are low. Automated
checkout systems streamline the shopping experience and reduce waiting times. Addition-
ally, smart logistics solutions enable real-time tracking of goods throughout the supply
chain, while IoT sensors monitor the condition of perishable goods during transit to ensure

optimal storage.

3.3.5 Security and emergencies

IoT technologies are increasingly used in security and emergency services to enhance safety
and streamline response efforts. For example, perimeter security systems use IoT sensors
to detect unauthorized entry into restricted areas and trigger immediate alarms. Other
applications include radiation monitoring at nuclear power plants, flood detection with
sensors along rivers or basements, and liquid presence detection in sensitive environments,

such as warehouses.

4 Cyber-Physical Social Systems

In recent years, technological progress has transformed isolated devices into unified control
systems that operate together within specific networks. These advances encompass a wide
range of smart devices, social networks, and IoT devices interconnected via the Internet
in a large-scale ecosystem. This transformation has fundamentally reshaped business
models and ecosystems across diverse fields, opening new perspectives for interactive and

data-driven applications. As a natural extension of this evolution, cyber-physical systems
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(CPS) have expanded to incorporate human and social dimensions, giving rise to cyber-

physical-social systems (CPSS) | .

4.1 Definition of cyber-physical-social systems

Most literature studies share a common understanding that a CPSS is composed of three
interlinked subsystems: (i) the human-based social system that includes human actors,
connected devices, and social platforms offering human-centered services; (ii) the software-
based system, representing the cyber domain, which provides software-based services via
on-premises or cloud infrastructures; (iii) the thing-based system including sensors, actu-
ators, gateways, and underlying physical infrastructures | ].

The concept of CPSS has been defined in various ways, reflecting its multidimen-
sional nature. For instance, CPSS can be described as a combination of CPS and cyber-
social systems (CSS) that enable smart interactions across cyber, physical, and social
domains. A CPS refers to devices like communicators and business-processing tools,
while a CSS represents social networks such as Facebook, Twitter, and YouTube. A
CPSS goes beyond devices connectivity and machine-to-machine communication by con-
necting people to allow them to interact with the physical world | ]. In
other words, a CPSS is defined as a system that captures synergetic interaction between
computing and human experience, offering holistic computational solutions across the
(physical, cyber, and social) dimensions [ ) |. According
to [ ], a CPSS can be conceptualized as an integrated environment in
which humans and machines interact across physical and virtual spaces. The components
of a CPSS are three interconnected subsystems: the cyber, the physical, and the social
(see Figure 1.3) [ .

The definitions of CPSS agree on the fundamental role of humans within this system.
When coming to the social dimension, the majority of research falls into one of two

categories:

e Human as a sensor: Some approaches conceptualize humans as information sources
or sensors, integrating social data (observations and experiences) with cyber-physical
systems to meet a variety of application requirements | , )

Y ]'
e Human as a system component: Several studies consider humans as active sys-

tem components who shape and influence the CPSS | , ,

: J-

4.2 Architecture of cyber-physical-social systems

CPSS have traditionally focused on technical and physical components, with humans
viewed as external to the system, and emphasize core cyber aspects such as confiden-
tiality, integrity, and availability | |. The CPSS architecture is closely

similar to that of the IoT, comprising three main layers: the perception layer, the
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Figure 1.4: A typical layer-based CPSS architecture.

network layer, and the application layer (see Figure 1.4) [Chaganti et al., 2021]. The
perception layer includes sensors and actuators that gather environmental data, while
the network layer manages communication and enables data exchange between system
components. The application layer processes data, enabling data-driven decision-making
[Yaacoub et al., 2020, Yilma et al., 2021, Mahmoud et al., 2015].
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With the rise of social media, CPSSs have emerged to explore how humans inte-
grate within systems spanning the cyber, physical, and social domains | ,
]. Unlike traditional human-in-the-loop systems, where human inter-

actions follow predefined actions or decision-support roles | ], a CPSS
considers the social impacts and continuous interactions between people and the system,

where each influences the other | ].

4.3 Components of CPSS

CPSS have three primary components as shown in Figure .5 | ]:

e Cyber System: This component includes technical elements, such as computers,
networks, and data-processing technologies. While humans may interact with these
elements (e.g., read/ write information), they are not considered as an integral part
of the system. An example of a cyber system is a healthcare information system that
allows physicians, nurses, and patients to access medical records, although these users
have no direct influence on the core system functions.

o Cyber-Physical System (CPS): This element integrates a digital (cy-
ber) system with a physical one that potentially involves human interaction
[ ]. In a CPS, the focus is placed on the interaction between
cyber and physical elements, with human involvement not inherently integrated into
the system. More specifically, sensors collect information from the physical world,
which is then stored and processed by the cyber system. For example, in managing a
diabetes patient’s care, the cyber system could uses sensors to monitor blood glucose
levels, analyze this data, and adjust insulin flow using actuators without a direct social
interaction.

« Cyber-Physical-Social System (CPSS): CPSS integrates digital systems, con-
trolled physical objects, and social components that include interactions among people.
In a CPSS, both cyber-physical and social interactions are taken into account, with an
emphasis on the human relationships within the system. Designing a CPSS with these
social interactions can increase system trustworthiness by anticipating and addressing
potential vulnerabilities within human interactions. For instance, in the case where a
patient mistrusts his healthcare provider, he may be less likely to adhere to treatment,

potentially impacting his health outcomes.

4.4 Applications and case studies of CPSS

The CPSS encompasses a wide range of applications such as smart cities

[ ], smart homes | |, smart tourism | :

|, intelligent transportation | |, social manufactur-
ing | , ], Critical Infrastructure, smart health-
care | |, smart energy | : ],
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Figure 1.5: The evolution of CPSS.

humanoid robots [Rahman, 2017], and safety and security systems [Gatiet al., 2021,

Sharma et al., 2020].

e Smart cities: Smart cities rely on CPSS to improve urban management and sustain-
ability by integrating information and communication technology with urban infras-
tructure [Angelidou, 2015, Anthopoulos, 2015]. ToT and sensor networks further sup-
port adaptability to re81dents needs through predictive services such as smart parkmg
and environmental monitoring [Cassandras, 2016, De et al., 2017, Guo et al., 2015].

o Smart homes: Smart home technologies (SHTS) link devices, sensors, and monitors
to offer automated and personalized domestic control [[<im et al., 2020]. An effective
SHT design considers user preferences and integrates psychological and social factors
[Smirnov et al., 2015].

o Intelligent transportation: a CPSS enables Transportation 5.0 to enhance traffic
management by integrating social and human dynamics [Xiong et al., 2015]. This ap-
proach also supports autonomous driving through systems that predict driver behavior
[Dressler, 2018].

« Smart healthcare: Smart healthcare provides various services, from health man-
agement to virtual assistants [Tian et al., 2019]. Although privacy challenges persist,
advancements in CPS suggest the potential of CPSS frameworks in healthcare to sup-
port secure and socially integrated systems [Haque et al., 2014, Zhang et al., 2015].

e Smart energy: Smart energy systems focus on improving efficiency and reducing
costs, often using Smart Grids for networked management. A CPSS in energy systems
introduces models that incorporate environmental, economic, and behavioral factors
[Camtepe and Yener, 2007, Xue and Yu, 2017].
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« Safety and security: Privacy and security remain central aspects in CPSS. They re-
quire robust measures to protect data integrity while meeting the specific needs of these

systems, including human decision-making | , .

5 Service composition

In modern computing paradigms, the service is a key concept that can be seen as an
abstraction of the functionality of a software entity. Functional and non-functional char-
acteristics, such as performance, cost, and availability, enrich this abstraction. Services
are described, published, and made accessible for discovery by other entities, whether
software or human users. They can then be executed individually or combined with
other services to meet specific needs. This approach enhances the reusability of high soft-
ware components, improves interoperability, and simplifies the development of complex

distributed applications.

5.1 Service concept

There are several definitions of the service concepts. In the following, we give some of the
most pertinent definitions of the service concept, which highlight its core characteristics
and significance.

A service is a self-contained, open, and self-describing component
that supports the rapid, low-cost composition of distributed applications
[ |. This component is defined by a formal
interface and is characterized by loose coupling, ensuring the independence between the
client and the service. On the one hand, the client does not require knowledge of the
service’s underlying implementation technology or execution platform. On the other
hand, the service operates independently of the client’s context.

The Organization for the Advancement of Structured Information Standards (OASIS)?
defines the service as a mechanism to access one or more capabilities via a prescribed
service interface. This interface specifies the service’s functionalities and the policies
governing access to them, while the internal implementation remains opaque to the client.
This ensures technological neutrality and fosters interoperability [ ].

A service can be described as a software resource with a service description that
enables discovery and interaction | |. This view highlights the importance
of service discovery, where users can locate services that match their needs based on a
service registry or directory.

The business-oriented view of services is also prevalent in the literature. According to
[ |, the service represents an abstraction of business logic and processes,

encapsulated into reusable units aligned with organizational goals.

3http://docs.oasis-open.org/soa-rm/v1.0/
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Based on these definitions, a unified vision emerges. A service is a self-contained,
reusable software entity that provides access to specific capabilities through a standard-
ized interface. This entity operates independently of its users and can be integrated into
various contexts within distributed environments. This abstraction serves as a key en-
abler for flexible, scalable, and interoperable systems, driving innovation across different

application domains.

5.1.1 Characteristics of a service

A service is characterized by functional and non-functional properties. The functional
properties describe what the service is capable of performing, such as the accomplished
tasks or the provided functionalities, while the non-functional properties define the quality
of these functionalities, considering factors such as performance, reliability, security, and
availability | ]. To better understand this concept, consider a CPSS-
based smart traffic management service that assists urban authorities in monitoring and
controlling traffic flow in cities. The functional properties include collecting traffic data
in real time from road sensors and connected vehicles, detecting congestion or accidents,
and dynamically adjusting traffic lights to optimize flow. The non-functional properties
ensure that the service processes and analyses data with minimal latency, maintains high
reliability to avoid disruptions in traffic control, and remains available at all times to

operate under varying traffic and environmental conditions.

5.1.1.1 Functional properties

The functional properties describe the core behavior of a service, specifying how it per-
forms tasks and interacts with other services or entities in a system. These properties
include the service’s inputs, outputs, post-conditions, and effects. Inputs represent the
data required for the service’s execution, while outputs are the produced results. Post-
conditions specify the expected state of the system after the service’s execution, while
effects refer to broader system changes, such as database updates or the executed pro-

cesses.

5.1.1.2 Non-functional properties

The non-functional properties of a service define its qualitative attributes, such as perfor-
mance, efficiency, adaptability, and overall execution quality. Unlike functional properties,
non-functional properties specify how well a service performs under varying conditions.
The non-functional properties of a service encompass:

o A set of Quality of Service (QoS) attributes that allow for an objective evaluation of

a service. The QoS attribute values can be obtained from different sources. Some
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attributes, such as cost, are explicitly provided by service providers, ensuring trans-
parency in service offerings. Others, such as response time, can be measured based on
previous service executions, providing an empirical basis for performance assessment.
Additionally, qualitative attributes such as reputation or user satisfaction are often de-
rived from user feedback and comments, offering an experiential perspective on service
quality | ].

o Energy efficiency refers to the ability of a service to minimize energy consumption
while providing the expected level of performance. In dynamic environments, where
resource availability and workload can fluctuate, energy-efficient services adapt their
operation to balance user requirements with sustainable energy consumption. This
property not only reduces operational costs but also promotes system scalability and
ensures long-term sustainability.

« User specifications refer to the specific user’s requirements and preferences that a ser-
vice must meet. These specifications may include personalized performance metrics,
user-defined thresholds, and particular conditions of use. Incorporating user prefer-
ences into the service design allows the application to provide a more personalized
experience. For instance, in scenarios where a quick response is required, such as ad-
dressing a medical emergency involving an elderly person, assigning a higher preference
to the response time parameter ensures that the selected services prioritize rapidity.

e Dynamic adaptability refers to the service’s ability to maintain consistent performance
and provide uninterrupted access while accommodating the changing conditions of
users who may be in different physical locations or moving between varying network
environments. This aspect is essential for mobile users or IoT applications, where seam-
less service delivery must be ensured across various contexts. Dynamic adaptability
involves adjusting service parameters in real-time to optimize performance and energy
consumption based on current conditions. For example, a service might adjust the
data transmission rate to accommodate fluctuations in network bandwidth, ensuring
efficient operation without over-consuming energy.

o A set of attributes reflecting the Quality of Experience (QoE) that measures the sub-
jective perception of the user regarding the service’s performance. This measure en-
compasses the user’s perceptions, feelings, and attitudes toward the service, consider-
ing factors such as usability, accessibility, responsiveness, and reliability. Unlike QoS,
which usually focuses on technical parameters from the provider’s perspective, QoE
emphasizes the end-user’s viewpoint, evaluating how well the service meets their ex-

pectations and needs.

5.1.2 Type of service

To better understand service composition, it is necessary to distinguish between the dif-
ferent types of services. There are two main types: concrete services and abstract services.
A concrete service is an implementation that executes a specific functionality and is de-

scribed by functional and non-functional properties. An abstract service is a conceptual

20



Chapter 1. From Service-Oriented Computing to Cyber-Physical-Social Systems: Foundational
Concepts and Definitions

entity that groups functionally equivalent concrete services that differ only in their non-
functional attributes | ]. More details about these two types of

services are provided in Chapter III.

5.1.3 Granularity of service

A service can be atomic or composite in an [oT or CPSS environment. An atomic service is
a stand-alone access point to an application that operates independently, without relying
on other services to fulfill user requests | |. Each atomic service provides
a programmatic interface, typically using protocols such as SOAP (Simple Object Access
Protocol) and WSDL (Web Services Description Language) to define its operations and
communication methods.

A composite service integrates several services (atomic or composite) to work together
to perform complex user requests. For example, a travel planning service can be seen as a
composite service that combines functionalities such as flight booking, hotel reservation,
and tourist attraction search, where each of these functionalities represents a component
service | ].

Composite services can be distinguished on two levels: an abstract composite
service and a concrete composite one.  According to |[ | and
[ |, an abstract composite service defines a sequence
of tasks required to achieve a given objective, but without specifying the concrete services
that will execute them. In contrast, a concrete composite service assigns each task to a

specific service instance, thus producing an executable composition.

5.2 Service selection

The service selection process aims to select, from a set of functionally equivalent
services, those that best meet the user’s functional and non-functional requirements. The
discovery module then requests the service directory to identify services that can fulfill
each abstract service in the user-provided composition plan by performing a functional
mapping between the abstract services and the descriptions of available services. A set of
concrete services is obtained for each abstract service, and the selection process chooses
a concrete service for each abstract service to form a composite service that satisfies the

user’s requirements.

The service selection process is used to differentiate between services that offer the
same functionality based on their non-functional properties, generally related to QoS
[ |. This process is often used for composition, substitution,
or configuration | : |. In the context of service
composition, service selection is a crucial step to ensure that the final composite service

meets the user’s requirements.
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5.3 Service composition

The functionalities provided by an intelligent environment are abstracted as services. In
the case when a user requires a functionality that no single atomic service can provide
within the environment, it becomes necessary to combine multiple services to fulfill this
request. This process is referred to as service composition | ]. The
service composition can be classified as static or dynamic based on the timing of the
composition process. The static composition is performed at design time, where the com-
position plan and the services to be used are predefined and fixed before the application
deployment, preventing adjustments during execution. In contrast, dynamic composition
occurs at runtime, enabling the system to adapt to real-time changes in user require-
ments, service availability, or quality metrics. In the following, we provide definitions of

the service composition concept.

5.3.1 Definition of service composition

The service composition is the ability to create added-value services by combining
existing services offered by different organizations | |.  Similarly,
[ | defines the service composition as the aggregation and
combination of a set of services to achieve a common goal. In summary, the service
composition specifies which services to invoke, their execution order, the data exchanged,
and the strategies for handling exceptions. This process can also be seen as a mechanism
for integrating various services into a unified application | ].
Among these definitions, the one proposed by | | is the most widely

referenced in the literature.

These definitions converge on the idea that the primary goal of the service composition
process is to create more sophisticated applications or services by combining several basic
services to provide new functionalities that none of these services can provide individually.
The resulting service is commonly referred to as a composite service, while the individual
services that make up a composition are called atomic services. In other words, the
composition process involves assembling several existing service classes into a coherent
and structured plan. This process also includes identifying the optimal match between
the non-functional properties of these classes and their corresponding concrete services,

known as candidate services.

5.3.2 Service composition life-cycle

The composition process facilitates the transition from an abstract specification to an exe-
cutable composition. The service composition life-cycle is a sequence of steps aimed at effi-
ciently designing, implementing, and maintaining composite services (see Figure 1.6). This
life cycle is divided into four main phases: (i) the definition phase; (ii) the discovery phase;

(iii) the selection phase; (iv) the deployment and execution phase [ ].
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Figure 1.6: Service composition life-cycle.

¢ Definition phase. Focuses on identifying the desired functionalities of the service
resulting from the composition. Users or service requesters specify their functional
and non-functional requirements, including details about the expected service behav-
ior, QoS parameters, and exception handling. These requirements are then translated
into an abstract description that serves as a blueprint for the composite service. This
abstract description defines a sequence of description, control, and data flows among
them, along with any exceptional scenarios that need to be managed. The abstract
description also specifies how individual services should interact and ensures that their
integration aligns with the desired QoS requirements. To support this process, ad-
vanced techniques such as ontologies and automated tools are often employed to de-
compose user’s requests into structured components, ensuring that the specifications
are both comprehensive and aligned with the capabilities of available services.

« Discovery phase. The process begins with a search of the service repository to dis-
cover candidate services that match the functional requirements defined during the

definition phase. This discovery is typically based on the syntactic or semantic de-
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scriptions provided in service metadata. The result of this discovery process is a list
of candidate services, each capable of fulfilling similar functionalities but differing in
their non-functional properties (such as QoS attributes).

o Selection phase. After identifying a set of candidate services for each abstract ser-
vice in the composition plan, the selection phase evaluates these candidates based on
their non-functional properties. The goal is to choose the best concrete service for
each required functionality, ensuring that the resulting composite service satisfies both
functional and non-functional requirements.

« Deployment and execution phase. The selected services are linked and instanti-
ated to transform the composition plan into an executable composite service, which
is then invoked to meet the user’s needs. Once deployed, the service passes to ex-
ecution, where an instance of the composite service is created, and the execution is
orchestrated by invoking the individual component services in the sequence specified
by the abstract description. In parallel, the runtime engine monitors execution, tracks
progress, and collects performance metrics. The engine also manages exceptions by
detecting and addressing errors, such as service failures or unexpected behavior, to
maintain uninterrupted operation. Additionally, the engine may dynamically adapt
the composite service by reconfiguring the abstract description or substituting compo-

nents in response to environmental changes or evolving requirements.

5.3.3 Typology of composition methods

The diversity of application areas and requirements has led to the development of various
composition methods, each designed to meet specific challenges and objectives. These
methods can be classified according to key dimensions such as automation level, architec-

tural approach, execution environment, and optimization objectives.

5.3.3.1 Classification based on the architectural model

The architectural model determines how the atomic services are coordinated, monitored,
and executed within a composite service. The two main approaches are orchestration and
choreography, which are based on workflow and share the common goal of coordinating
service workflows. The latter involves several autonomous services, each with a well-
defined role and a specific relationship with others. However, these two approaches differ
in how they coordinate the services involved in the composition process. Orchestration
and choreography, therefore, refer to the description of the interactions among a set of
component services to achieve a specific goal related to the user’s needs (see Figure 1.7).

The orchestration is a centralized method of service composition in which a central
entity, called an orchestrator or execution engine, coordinates the instantiation and exe-
cution of abstract services according to the concrete available services | |. This
process is based on a predefined interaction model that manages exchanges between ser-

vices following a specific control logic | |. The orchestrator manages
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Figure 1.7: Classification of composition approaches based on the architectural model

the sequence of services, whether atomic or composite, by centralizing their invocation
and ensuring their integration into a coherent definition.

The choreography is a decentralized and dynamic service composition approach with-
out a central entity controlling the interactions. The services collaborate as autonomous
entities, each playing a specific role and managing its own interactions. This model is
similar to a peer-to-peer (P2P) architecture in which services coordinate to achieve a
common goal. Unlike orchestration, choreography does not rely on predefined execu-
tion sequences but allows services to dynamically choose their subsequent interactions,

progressively building the composition | , ].

5.3.3.2 Classification based on the automation level

Depending on the degree of user involvement in defining the composition plan, three types

of service composition are distinguished: manual, semi-automatic, and automatic.

e« Manual composition: This technique depends on the expertise of a user in defining
and creating the schema of the service composition. In this approach, the user takes
a central role by manually specifying the sequence of invocation and execution for the
component services. The process starts with a user request specifying the required
functionalities. A service composition plan is then designed to address these require-
ments. Once the plan is completed, it is submitted to an execution engine to execute
the composition process.

e Semi-automatic composition : This approach uses graphical tools to assist users
through the service composition process. These tools offer a range of graphical oper-
ators that help users design composite services step by step and provide recommen-
dations for selecting the appropriate services to include in the composition. After the
composite service definition, the resulting composition plan is submitted to an exe-
cution engine for implementation. Additionally, some tools support schema storage,
allowing for easier reuse in future compositions.

e Automatic composition : In this type of composition, the user specifies their re-
quirements as a service request. The system then handles the entire composition

process automatically and transparently, without requiring further user intervention.
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5.3.3.3 Classification based on execution environment

The execution environment defines how and when the composition process is performed.
In this context, there are two main types of composition: static composition and dynamic
composition | ].

« Static composition: This kind of composition refers to a process defined during the
design and deployment phases of the system architecture. The services to be com-
posed are pre-identified, selected, interconnected, and deployed by the designer. This
approach results in fixed compositions, with services and their connections predefined.
The static composition is cost-effective when the system and services remain relatively
stable. In practice, static service composition approaches are widely adopted in the
industry.

« Dynamic composition: Unlike static composition, dynamic composition occurs at
runtime in response to a specific request. The candidate services are discovered upon
receiving the user’s request and then interconnected based on the user’s requirements
to create a composite service. The composition process is executed dynamically, relying
on the services’ availability at that moment. This approach is well-suited to dynamic
environments where available services frequently change, and user expectations are
variable and personalized. However, implementing dynamic composition is challenging

due to changes in the user’s context and service conditions in such environments.

6 Challenges of service composition in CPSS and IoT

The IoT and CPSS environments pose significant challenges, particularly regarding ser-
vice composition. In this section, we define the main challenges associated with service

composition in IoT and CPSS environments.

6.1 Energy constraints

In the context of IoT and CPSS environments, a large number of smart objects is in-
terconnected to provide a variety of functionalities, such as monitoring environmental
conditions, processing collected information, and transmitting data to other systems or
users. These services, designed to meet the specific needs of the user or to achieve par-
ticular business objectives, are mainly deployed in devices (e,g., smartphones, tablets)
that are often limited in terms of resources, including energy, storage capacity, computing
power, and communication interfaces | |. Usually powered by batteries
that are difficult to replace or recharge, these devices must efficiently manage their en-
ergy consumption to extend their autonomy. Consequently, when designing applications
for these environments, it is essential to minimize service energy consumption to ensure
their availability as long as possible. A typical example is the fitness tracker: a com-
pact, lightweight device that monitors physical activity, heart rate, and sleep patterns.

Despite its small size, this device constantly collects data, synchronizes with smartphone
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applications, and maintains extended autonomy. This efficiency is achieved by optimizing
energy consumption and focusing on specific health-related functions, rather than running

complex applications.

6.2 Mobility

The dynamic nature of IoT and CPSS environments, characterized by frequent appear-
ance and disappearance of devices and services, requires continuous coordination between
devices and services to ensure seamless service execution. The user’s mobility can lead to
frequent changes in network topology, affecting the availability and reliability of services.
For example, when devices move, they may leave network coverage areas, causing services
to become temporarily unavailable or permanently inaccessible. This dynamic behavior
requires continuous monitoring and adaptation of the service composition to maintain the
desired QoS. In addition, mobile devices often operate under strict energy constraints.
The intensive use of battery power can cause devices to shut down or degrade service,
as some functionalities may be restricted to conserve energy, further impacting service
availability. Therefore, energy-efficient service composition approaches are essential
to extend device lifetime and ensure consistent service delivery. Incorporating energy
consumption models into the service composition process can help in selecting services
that balance functionality with energy efficiency, thereby enhancing overall energy

efficiency and prolonging device lifetime .

6.3 Scalability

The scalability in the [oT and CPSS environments refers to a system’s ability to handle a
progressive increase in the number of users or services without a decrease in performance
or efficiency | |. With the rapid rise of hardware technolo-
gies, the number of connected devices has reached around 18.8 billion by the end of 2024*
and is projected to increase further to around 27 billion by 2025. This rapid expan-
sion makes scalability crucial for the realization of SOC systems | . In
these environments, workloads are typically measured in terms of the number of pro-
cessed requests | | or the volume of generated data streams
[ |. Scalable approaches aim to improve QoS and energy efficiency
by maintaining constant performance levels despite high workloads. To achieve this, key
parameters must be optimized, including energy consumption, cost, latency, and response
time, while improving throughput and reliability. In this context, energy efficiency is a
critical aspect in IoT and CPSS environments due to the limited resources of connected
devices, while QoS remains essential to ensure the overall effectiveness and efficiency of

services

4According to the State of IoT 202/ report by IoT Analytics: https://iot-analytics.com/number-

connected-iot-devices/.
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6.4 Interoperability

Interoperability is a critical factor for seamless data exchange and resource sharing
among users, services, and smart objects within the IoT and CPPS. This heterogene-
ity is apparent at several levels, such as the diversity of hardware architectures, the
incompatibility of communication infrastructures, and the variety of software platforms
[ |. To address this challenge, software technologies such as middle-
ware have been developed to provide a high level of abstraction that conceals disparities
between communication technologies, hardware resources, operating systems, and pro-
gramming languages. However, the proliferation of middleware introduces a new form of
heterogeneity at the interaction protocol level. Standards such as Universal Plug-and-Play
(UPnP), Devices Profile for Web Services (DPWS), and Constrained Application Protocol
(COAP) have been proposed to harmonize these interactions and enhance interoperability
[ |. In the context of CPSS, interoperability is particularly significant given
the integration of human and social dimensions into cyber-physical systems. The middle-
ware must manage environmental dynamics, including the appearance and disappearance
of devices and services, the integration of new applications or devices, and user mobil-
ity. Furthermore, the middleware should provide mechanisms that facilitate the creation,

deployment, and utilization of new applications through service composition methods.

6.5 Security and privacy

The integration of multiple information sources, such as sensors and cameras, raises major
privacy and security concerns in IoT and CPSS environments. Data protection and access
control policies must be rigorously defined when designing intelligent pervasive systems,
enabling users to interact securely with services without compromising their privacy. The
confidentiality aspect is another major concern in these environments, with an emphasis on
protecting the preferences of users and service providers. The pervasive use of diversified
services can, intentionally or unintentionally, lead to the disclosure of personal or sensitive
information to unauthorized third parties. Consequently, it is crucial to develop security
models that respect the privacy preferences of users and service providers, to protect

critical information during the service composition process | ).

7 Conclusion

In this chapter, we have explored the evolution of computing paradigms, from SOC to
CPSS via the IoT, which use modular services to develop complex, adaptive software
applications. The SOC is based on SOA, which enables services to be organized and in-
tegrated in a structured way. The IoT extends this concept by connecting several objects
equipped with sensors and software, facilitating data exchange and interaction between
devices and systems via the Internet. CPSS integrates cyber and physical dimensions by

adding a social component, creating intelligent ecosystems that can detect the environ-
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ment, analyze user requirements, and provide adapted services. The service composition
is a central process that enables the creation of added-value services from basic ones.
This process involves the careful selection of services considering their functional and
non-functional properties, to meet specific user’s requirements. Service composition in
IoT and CPSS environments presents various challenges, such as energy constraints, mo-
bility of components, scalability, interoperability between heterogeneous devices, and the
concerns associated with security and confidentiality. These challenges require advanced

mechanisms to ensure efficient and secure service composition.
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1 Introduction

The service composition issue is a particularly interesting topic that attracts great inter-
est within the research community, as shown by the large number of studies devoted to
this topic in the literature. Unlike conventional approaches, which often focus on spe-
cific aspects such as QoS or functional performance, the emergence of loT and CPSS has
highlighted the need to simultaneously consider multiple criteria to satisfy the growing
demands of applications. In particular, QoS, energy, and mobility are emerging as cru-
cial criteria, requiring a re-examination and enhancement of existing service composition
approaches.

This chapter aims to provide a classification of existing service composition approaches
by analyzing the main research contributions in the literature. This classification distin-
guishes between conventional QoS and energy-aware approaches and mobility-aware ap-
proaches based on the resolution methods they employ. In the second part, we compare
these approaches with respect to their ability to address key requirements in service-
oriented environments, such as scalability, energy efficiency, and factors specific to dy-
namic and mobile contexts. The goal is to assess their relevance and effectiveness in
different scenarios. Finally, a critical discussion of the reviewed approaches is provided to
highlight their limitations and to emphasize the motivations of the contributions proposed
in this thesis.

2 Taxonomy of service composition approaches

The service composition constitutes a key mechanism for the development and deploy-
ment of flexible and scalable applications. This process enables the creation of more
sophisticated services by combining pre-existing ones, generating added-value function-
alities that each basic service could not provide individually. This process relies on the

need to respond to user demands by orchestrating a set of services to form applications
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tailored to specific user’s requirements. During the optimization process, users can im-
pose global QoS constraints on the resulting composition, which can take various forms,
such as keeping the cost below a given threshold or ensuring that the total energy con-
sumption remains within a predefined range. Since the service composition is classified
as an NP-hard (non-deterministic polynomial) problem, the challenge is to achieve a
sub-optimal composition that satisfies these constraints within a reasonable computation
time | ]. As outlined in Chapter I, the key challenges of service
composition in IoT and CPSS environments primarily concern mobility, energy efficiency,
and QoS guarantees. These dimensions not only determine the feasibility of compositions
in large-scale and dynamic contexts but also provide a foundation for classifying exist-
ing approaches. Accordingly, the literature has widely explored the service composition
problem and several approaches have been proposed to deal with this issue. These ap-
proaches can be divided into two distinct categories: (i) conventional service composition
approaches that optimize QoS or/and energy without explicitly addressing mobility, and
(ii) mobility-aware service composition approaches, which explicitly integrate user and

service mobility into the composition process (see Figure I1.1).

2.1 Conventional QoS and energy-aware service composition ap-

proaches

The service composition has given rise to several conventional approaches that aim to
optimize QoS and energy aspects. These approaches can be divided into two categories.
QoS-aware service composition approaches focus on satisfying the user-defined QoS con-
straints, employing a variety of resolution methods including integer linear programming,
decomposition of QoS constraints, Pareto dominance, reinforcement learning, and bio-
inspired meta-heuristics. Energy-aware service composition approaches aim to minimize
energy consumption either in combination with QoS optimization or, in some cases, by

focusing exclusively on reducing the energy usage of the service.

2.1.1 QoS-aware service composition approaches

Most studies of service composition have focused on QoS parameters (e.g., response time,
availability, reliability, cost) to ensure that the composite service meets user requirements
and respects the predefined QoS constraints. Existing approaches aim to optimize these
QoS attributes through various techniques, including exact, heuristic, and meta-heuristic

algorithms, as well as machine learning methods.

2.1.1.1 Linear programming-based approaches

Linear Programming-based approaches focus on formulating the service composi-
tion problem as a mathematical optimization problem, where the objective is to

maximize or minimize a linear combination of QoS attributes subject to constraints
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Figure I1.1: Taxonomy of existing service composition approaches.

In | ], local and global optimization approaches are exploited to solve
the optimal QoS-aware service composition. The first approach focuses on local service
selection by optimizing QoS for each service class. For each abstract service, a Multiple
Criteria Decision Making (MCDM) | ] technique is used to select
the optimal service based on its QoS attributes and the user’s preferences. This selection
process involves calculating a QoS score that takes into account the user-assigned weights
for each criterion and the defined constraints. However, constraints can only be expressed
on an individual service class. The concrete service that satisfies local QoS constraints
and has the highest score is selected for the composition process. Although this approach

has a polynomial computation time, it does not consider global QoS in the optimization
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process. In the second approach, the service selection problem is formulated as an Integer
Linear Programming (ILP) problem with a set of variables, an objective function to be
maximized, and QoS constraints to be satisfied. This approach aims to ensure optimal
global QoS but, in some cases, can lead to high computation times due to the exponential
complexity of the service composition problem. In addition, to maintain optimal QoS for
the composite service, this approach proposes re-selection in the case of service failure or

degradation of their QoS during composition execution.

The local selection approach is inadequate for service composition with global
QoS constraints, whereas the global selection approach using ILP achieves acceptable
computation times only when the number of services is small. Since the time complexity
of ILP-based service composition approaches increases exponentially with the number of
services, this method is impractical for large-scale service composition or environments

where QoS values frequently fluctuate.

In | |, the services selection issue is addressed considering
severe QoS constraints for the execution of the composite service, i.e., limited resources
that make the problem close to unfeasibility conditions (e.g., bounded execution time).
More specifically, the ILP method is enhanced by using a QoS constraints relaxation
strategy to handle cases where a feasible composition cannot be found, and by applying
a loop peeling technique to deal with complexity arising from loop structures in the
composition. The loop peeling technique is a loop unrolling in which loop iterations are
transformed into a sequence of conditional branches, each evaluating whether the loop [
should continue with the next iteration according to the probability distribution pi. The
probability distribution {p}, ..., ply;} of the number of loop iterations is specified such as
fj:[(l) pl, = 1, where pl indicates the probability that the loop ! will be executed in h
iterations. This technique aims to reduce the computational complexity of the service
composition process and manage the execution time more efficiently. Additionally,
multiple execution paths can be derived from the abstract composite service. Each
execution path epy has an associated execution probability fregq., which is the product
of the probabilities of its constituent branches. The service selection is then formulated
as a Mixed Integer Linear Programming (MILP) problem to maximize the composite
service’s aggregated QoS, considering all possible execution paths ep, and their respective
execution probabilities fregq;. To calculate the aggregated QoS of a composite service Y
associated with an execution path epy, the Simple Additive Weighting (SAW) technique
[ | is used to assign a score score(Y) based on the weighted sum of QoS
attributes. In scenarios where a feasible composition is not found, a negotiation process is
initiated between the user and the service provider to relax some QoS constraints following
service-oriented negotiation algorithms | : .
This involves an alternating sequence of offers and counteroffers until an agreement is

reached or the negotiation is terminated due to a deadline expiration.
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The enhanced ILP method with loop peeling and QoS constraint relaxation provides
a more effective approach to service composition under severe QoS constraints, especially
when dealing with complex loop structures. However, the computational complexity of
this approach can become prohibitive as the number of services and their interactions
increase. This can lead to significant delays, especially in real-time applications. Addi-
tionally, this approach relies on the accuracy of the predefined probability distributions
for loop iterations, which may not always accurately reflect runtime behavior. Finally, the
QoS constraints negotiation process can introduce additional complexity and potential

delays in reaching an acceptable service composition.

In | |, a service composition algorithm based on the concept of
cultural distance is proposed to enhance the reliability of the composite service and
user satisfaction in a CPSS environment. To identify services that best meet user
needs, cultural distance is introduced as a new QoS metric to quantify differences
between the cultural profiles of the host and target countries across multiple dimen-
sions, enabling service composition in CPSS to better align with the user’s diversity
[ ]. This metric is expressed as CD; = =", W, where m is
the number of cultural dimensions, I;; (i = 1,...,m) is the score of the i*" dimension for
country j, k is the host country, and V; is the variance of the ¥ dimension. The index j
ranges from 1 to n (j # k), where n is the total number of countries. First, the degree
of preference is calculated by evaluating each service’s suitability relative to the user’s
cultural distance. The degree of preference D, is defined as the difference between the
cultural distance of the user C'D,, and the cultural distance of the service C'D,, given by
Dys =-|CD,-CDs|. A smaller cultural difference results in a higher degree of preference.
Services with low preference degrees are dropped to improve user satisfaction and reduce
composition time. Second, the calculation of the preference vector involves creating a
preference vector w = (wy, ..., Wy, ..., w,) that represents the user’s preferences for QoS
attributes such as 0 < wy < 1, and >, _, & = 1. The value r represents the number of
QoS attributes, and wy = Dz k() o the preference value of the £ QoS attribute,

D k=1 2im1 Gk (dsi)
n is the number of abstract services and ds; = arg max {D,s}/s € S; represents the

service with the highest preference degree among the candidate services in S;, where S; is
the set of services corresponding to the i** abstract service. Finally, a 0-1 Mixed-Integer
Programming (MIP) algorithm is used in the service composition phase to identify the
most appropriate service for each abstract service in the composition under global QoS

constraints.

This approach enhances user satisfaction by incorporating cultural distance as a QoS
metric, thus providing services that better align with users’ cultural backgrounds. How-
ever, the focus on cultural distance may include other critical QoS attributes such as

response time, cost, and availability. Furthermore, the computational complexity of the

34



Chapter II. State of the art of service composition approaches

0 — 1 MIP algorithm further reduces its practical application in real-time scenarios.

2.1.1.2 QoS constraint decomposition-based approaches

Several service composition approaches adopt a strategy to decompose global QoS con-
straints into local constraints | , , ,

].  In these approaches, the range of each QoS attribute of
candidate services is divided into a set of discrete values known as quality levels. The
global QoS constraints are then decomposed into local constraints for each abstract
service by solving an optimal-quality-level problem. The resulting local constraints are

used to select the candidate service for each abstract service in the composition.

In | ], a two phases QoS-aware service composition algorithm that
combines global optimization and local selection is proposed. The first phase uses the
MIP algorithm to optimally decompose global QoS constraints into local constraints
for each abstract service by introducing the concept of local quality levels. For a QoS
attribute g, local quality levels are discrete values representing the candidate services
within the same abstract service AS;. These levels are determined through a three-step
procedure. The candidate services of class AS; are first sorted by the QoS attribute value
qx- The minimum and maximum values of the attribute g, are then directly added to
the set of local quality levels. The remaining candidate services are finally divided into
d — 2 equal subsets, and one candidate service is randomly selected from each subset to
add its ¢ value to the set of local quality levels. Thus, d local quality levels are obtained
and used as local constraints for the corresponding QoS attributes. For each global
QoS constraint, the decomposition involves selecting a local quality level g;; from each
abstract service AS;. This problem is formulated as a Mixed-ILP problem, aiming to find
a set of local constraints for each abstract service that covers as many candidate services
as possible without violating any global constraints. A binary decision variable z%; is
associated with each local quality level g7, where z7, = 1 if ¢j; is selected as the local
constraint for the QoS attribute g in the abstract service AS;, and @3, = 0 otherwise. To
ensure that global constraints are satisfied, additional constraints are added to the MIP
model, and the non-linear aggregation functions are normalized to match this model. In
the second phase, a local selection is performed for each abstract service to choose the
best candidate service in terms of QoS. The obtained local constraints are used as upper
bounds for the QoS values of candidate services and services that do not meet these

bounds are filtered out from the selection process.

This approach satisfies global QoS requirements by decomposing them into local
constraints and selecting candidate services accordingly. However, the effectiveness of
this approach depends on the accuracy of the derived local constraints. If they are too
restrictive or poorly aligned with global QoS requirements, the selection may exclude

suitable candidates or even fail to produce a feasible composition.
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In | ], a QoS constraints decomposition-based approach is proposed
in the context of dynamic services selection. Initially, each global QoS constraint C;
is decomposed into n local constraints {c,....,c,}, where n is the number of abstract
services. These local constraints are designed to satisfy the global constraints, while
remaining broad enough to include all candidate services. For each QoS attribute of the
candidate services within an abstract service, quality levels are initialized by dividing the
attribute’s value range into discrete quality values. The k* QoS attribute value of the
m" candidate service of abstract service S; is denoted as ¢/7. The d** quality level of the

k" attribute for a candidate service of abstract service S; is defined as

L = L4+ dx A (IL.1)

where d € [1,p;] and pj, is the number of quality levels for the k' QoS attribute. The
step size A is computed as :

A= Lk — %Gk (IL.2)
Dk

where ¢ and ¢'" are, respectively, the maximum and minimum values of the £ QoS
attribute for abstract service S;, and ¢’ = LY.

A three-steps Adaptive Adjustment method for the number of Quality Levels (AAQL)
based on fuzzy logic is proposed to adapt the number of quality levels automatically. The
first step, fuzzification, transforms QoS values of candidate services into fuzzy sets using
membership functions. For instance, a response time of 200ms might belong to the fuzzy
sets Fast (0.7) and Medium (0.3). Formally, for any QoS value u of a service, f(u) repre-
sents the degree to which u belongs to a given fuzzy set. The second step, fuzzy inference,
evaluates the fuzzified QoS values using the fuzzy rule base, expressed as I[F-THEN
statements. For example: IF Cost = Expensive AND Responselime = Slow THEN
Rank = Low. These rules determine how combinations of QoS attributes affect service
rankings. Finally, defuzzification converts the fuzzy output into an accurate value.
The AAQL method automatically adjusts the number of quality levels based on user
preferences, utility function values, and time cost. To address the combinatorial nature of
QoS constraint decomposition, a Cultural Genetic Algorithm (CGA) is employed to find
the near-to-optimal decomposition of global QoS constraints. These latter are then used
to select candidate services from each abstract service in a parallel manner. The number
of candidate services is reduced based on local constraints, and the service with the

highest utility belonging to the reduced set is selected as the final local component service.

This approach uses fuzzy logic to adaptively adjust quality levels based on user
preferences, utility values, and time cost. This adds a layer of personalization and
ensures stable performance even with varying QoS attribute values. However, reliance on

fuzzy logic and the CGA method results in high computational complexity for large-scale
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service compositions. The process of initializing and adjusting quality levels requires
careful configuration and fine-tuning, which may impact the robustness and consistency
of the service selection process. Additionally, this approach may be unsuitable when the

number of fuzzy sets and rules must be expanded to improve inference capabilities.

In [ |, a QoS-aware service composition approach is introduced
to enhance the composition feasibility and reduce the search space. This composition
approach consists of three main phases: decomposition of global QoS constraints, filtering
of candidate services, and progressive composition. Initially, the user-specified global
QoS constraints are decomposed into local constraints assigned to each abstract service.
This decomposition depends on the type of attribute (e.g., additive, multiplicative).
In the filtering phase, candidate services are filtered in two steps. First, candidate
services are preselected based on QoS flexibility, with threshold values derived from local
constraints and adjusted according to a flexibility factor. Candidate services that do
not meet the obtained threshold are removed. Second, the QoS-based Pareto dominance
relationship is used to prune dominated candidate services, resulting in the set of Pareto
optimal candidate services (POCS) for each abstract service. In the third phase, a
progressive composition strategy is employed where candidate services in (POCS) are
sorted according to their utility values, and the partial composition algorithm (PCA)
[ | is recursively applied to find the set of Pareto optimal
compositions (POC). Specifically, (POCS(AS')) is combined with (POCS(AS?)) using
the PCA algorithm to find the first partial set of POCS, which is then combined with
(POCS(AS?)), and so on, until obtaining the final set of POC.

2.1.1.3 Pareto dominance-based approaches

Pareto dominance-based approaches focus on treating the service composition problem
as a multi-objective optimization problem, where the goal is to simultaneously optimize
the concurrent QoS attributes without aggregating them into a single objective function
[ , , ]. These approaches identify
a set of non-dominated (Pareto-optimal) solutions that represent the best compromises

between QoS criteria.

In | ], a fuzzy Pareto dominance-based service selection approach
is proposed to sort the candidate services of every abstract service and select the k best
services for the composition process. The Fuzzy Dominated Score p.x(u,v) is defined
using a monotone comparison function that expresses the degree to which a value wu is

dominated by another value v. It is given by:
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0, ifu—wv>e,
frep(u,v) = %, ifA+e<(u—v)<e, (I1.3)
1, ifu—v<A+e,

where u = g;.(s;) and v = qx(s;) represent the values of the k™ QoS attribute for services
s; and s, respectively. The parameters € and X are defined within the range [—1, 0], under
the condition € + A > —1. The Fuzzy-Dominated score F'Det(Si,Sj) is then defined to

express the degree to which the service S; is dominated by the service S;. Formally :

d

FDet(Si,S5) = Z i) a6 (S;)) (11.4)
iz

To rank the candidate services within each abstract service, pairwise comparisons are
performed among all candidate services of the same abstract service according to an

averaged fuzzy dominated score denoted as :

1

=L

AFDetS(S;) =

This score allows for establishing an ascending order of candidate services based on their
QoS attributes. The candidate service with the lowest average fuzzy dominance score is
considered as the best service. The top k candidate services are consequently selected for
the composition process.

This approach effectively reduces the composition search space by identifying the
top k services, thus improving the efficiency of the selection process. However, a
key limitation of this approach lies in its scalability, as it requires extensive pairwise
comparisons, resulting in high computational complexity. This complexity can become
significant, particularly when dealing with large sets of candidate services, limiting the

applicability of this approach in dynamic and large-scale environments.

In | |, a three-phase reliable service composition approach is proposed
in the context of cyber-physical and social systems. The first phase aims to reduce
the search space required for service composition by identifying and retaining only the
candidate services that are not dominated by any other candidate services based on their
QoS attributes. The Skyline algorithm based on the dominance relationship is used to
filter out redundant candidate services and determine which services are as good or better
in all QoS attributes and better in at least one QoS attribute. The remaining dominant
candidate services form the Pareto optimal set, from which the service composition is
determined. The second phase aims to calculate QoS fluctuations, using the coefficient
of variation to transform QoS values into a qualitative measure representing the degree

of QoS uncertainty for a candidate service. Based on this qualitative measure, candidate
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services are ranked using a utility function that retains services with low QoS values
variation and filters out those having high QoS values variation. The use of the coefficient
of variation ensures the reliability of service composition and further reduces the search
space of composition. The third phase solves the service composition problem using an

ILP method to select the most reliable candidate services while ensuring user efficiency
in CPSSs.

The QoS fluctuation computation used in this approach enhances the reliability of the
service selection process by keeping only candidate services with low variation in their
QoS values, thus favoring stable services and minimizing uncertainty. However, reliance
on the Skyline algorithm may result in dropping out some promising services that do not

strictly meet the non-dominance criteria but could still offer an acceptable QoS.

In | |, a Dependency-Aware Service Composition (DASC) approach
is proposed to find Pareto-optimal compositions efficiently. This approach uses the
dependency information between QoS attribute values and involves two main steps:
(1) pre-processing of candidate services and (2) service composition considering QoS
attributes dependencies. During the pre-processing step, a pruning is used to reduce
the search space for each abstract service belonging to the composition. A service .5; is
correlated with a service S, considering their QoS attribute values, if their combined
use in a composition results in a QoS gain compared to their individual use. Candidate
services without correlation and those that are dominated by other services are eliminated
to reduce the number of candidate services in each abstract service. Despite this pruning,
the composition search space containing non-dominated candidate services may still
large. To address this problem, the DASC approach relaxes the optimization objectives
by searching approximate Pareto-optimal compositions rather than exact ones. This
involves ordering the service composition solution using a multi-objective approach by
organizing them into hierarchical layers. Each layer contains a set of Pareto-optimal
compositions that remain after removing the compositions from the previous layers.
For instance, Layer 1 contains the compositions that are not dominated by any others,
i.e., the Pareto-optimal compositions. Once these are identified and excluded, the next
group of non-dominated compositions forms Layer 2, and the process continues until all
compositions are classified. This layered structure provides a hierarchical organization
of the compositions, facilitating the identification and selection of the most promising
ones. In the second step, the DASC approach uses Vector Ordinal Optimization (VOO)
techniques to estimate the performance of compositions, calculate the required alignment
probability, and determine the number of layers (s) needed to guarantee that at least
k best compositions are obtained with high probability. The VOO process first uses a
simplified model to estimate the performance of candidate compositions and organizes
them into multiple layers. A subset of the most promising layers is then selected for

further evaluation. Considering the dependencies among candidate services, the exact
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QoS values of the compositions in these layers are computed using a brute-force method,

and the k best compositions are finally identified as near-to-optimal compositions.

The DASC approach improves service composition by modeling the dependencies
between QoS attributes. However, the search space remains large even after eliminating
uncorrelated candidate services. This problem results from the exponential size of the
composition space, particularly in scenarios with high candidate services per abstract

service.

2.1.1.4 Reinforcement Learning-based approaches

Reinforcement Learning-based approaches focus on modeling the service composition
problem as a sequential decision-making process, where an agent learns optimal composi-
tion strategies by interacting with the environment to maximize a cumulative reward based
on QoS objectives. Several studies have employed this approach to achieve adaptive and ef-

ficient service compositions | , , ].

In | |, a service composition approach that combines reinforcement
learning with skyline computing is proposed to improve the efficiency and effectiveness
of Web service composition. The Q-learning method learns optimal policies for selecting
services through trial-and-error interactions in a dynamic environment. At the same time,
the Branch-and-Bound skyline algorithm filters out non-optimal services by considering
multiple QoS attributes simultaneously. This approach models Web service composition
as a Markov Decision Process (WSC-MDP) represented by a 6-tuple (S, so, sr, A, T, R),
where S is the set of states, sq is the initial state, sp is the set of terminal states, A(S) is
the set of services executable in state s, T' is the state transition probability function, and
R is the reward function. In the Q-learning algorithm, the agent aims to learn a policy
that maximizes the cumulative reward by updating a Q-value function (s, a), which
represents the expected utility of taking action a in state s. The Q-value is updated using

the following formula:

Q(s,a) +— Q(s,a) + a[r + ymaz,Q(s',a’) — Q(s, a)] (IL.6)

where « is the learning rate, r is the immediate reward received after taking action a,
~ is the discount factor, and s’ is the next state. The Q-learning algorithm updates
the Q-value function Q(s,a) until the cumulative reward converges to an optimal
value, ensuring optimal or near-to-optimal service composition. Skyline comput-
ing is applied to reduce the action space by filtering out non-optimal services based

on QoS attributes, allowing Q-learning to focus on the most promising candidate services.

The combination of the Q-learning approach with skyline computing enables an

adaptive and efficient service composition process to ensure optimal or near-to-optimal
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service composition. However, tuning hyperparameters, such as the learning rate «
and discount factor v is crucial for optimal performance but can be challenging and
time-consuming. Moreover, although skyline computing effectively reduces the search
space, a large number of services may remain to be evaluated, especially in scenarios

involving high dimensionality of QoS attributes and large number of services.

In | |, a reinforcement learning-based service composition approach
is proposed for Web-of-Things environments without prior knowledge of user preferences
regarding QoS attributes. The problem is formulated as a Vector-Valued Markov Decision
Process (VMDP) defined by the tuple (T, S, A, P(.|s,a),7;), where T is the set of decision
time steps, S is the finite set of states that represents abstract services, A(s) is the
set of actions available in state s, representing the concrete services, P,(s'|s,a) is the
state transition probability distribution that refers to the probability of moving from
state s to state s’ when action a is taken at time t, and 7, is the vector-valued reward
function including multiple QoS attributes such as response time, availability, and cost.
The objective is to determine the optimal service combination that maximizes these QoS
attributes. To achieve this, an interactive value iteration algorithm (IVI-SC) starts by
assigning a zero vector to the terminal states. For each abstract service at each time step,
the algorithm evaluates all possible concrete services using a comparison method that
includes three steps. The Pareto dominance first checks if a service is better than another
across all QoS attributes. When Pareto dominance doesn’t yield a clear preference, the
K-dominance checks whether this service is better for any possible weight combination
of QoS attributes within the defined polytope W. In cases where neither dominance
criterion can determine the better service, the user is queried to compare the QoS vectors
of the services. The IVI-SC algorithm iteratively updates the policy that maps states to
actions based on these comparisons and the user feedback. This process is repeated until
the policy converges to an optimal solution that provides the best trade-off among the
multiple QoS attributes. To compare two workflows, value functions are vector-valued,
meaning that they return QoS vectors. These vectors are then scaled into a single utility
value, allowing workflows to be compared directly. The optimal workflow is identified by
combining these comparisons through a backward induction method, solving the following

Bellman equation :
v (5) = mazaeac(re(s,a) + 7 pi(s']s, a)vfy1(s) (IL.7)
s'es

and the Q-value function (s, a) as follow:

Qi(s,a) =r(s,a) + ’)/Zpt(sl|8, a)vyq(s). (IL.8)

s'es
The optimal action a; at each state and time step is determined by arg
mazocas){Qi(s,a)}. By iteratively applying these principles and incorporating
user feedback, the algorithm efficiently learns the user’s preferences and converges to an
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optimal service composition policy, ensuring the best possible QoS.

The VMDP-based service composition approach demonstrates a high adaptability
to user preferences without prior knowledge, an effective handling of multiple QoS at-
tributes, and a solid formal foundation. Moreover, the interactive learning process ensures
personalized service composition by incorporating user feedback, and the approach’s
scalability enables efficient management of larger problems. Additionally, the complexity
of this algorithm is polynomial with respect to the number of abstract services, concrete

services, and QoS attributes, making it suitable for practical applications.

2.1.1.5 Bio-inspired meta-heuristic-based approaches

Several service composition approaches proposed in the literature are based on bio-
inspired meta-heuristics. In this context, the QoS-aware service composition is formalized

as a combinatorial optimization problem and solved using a discrete artificial bee colony-

based (ABC) approach | |, an non-dominated sorting genetic algorithm
(NSGA)-IT | : |, an improved teach-
ing learning-based (ITL) approach [ ], an extended fuzzy version
of the genetic algorithm [ |, an ant colony optimization (ACO) approach

[ ], an enhanced Flying Ant Colony Optimization (FACO) approach
[ |, an improved salp swarm (SS) algorithm combined with a chaos
strategy | |, a novel bat algorithm (NBA) | |, and an
eagle strategy (ES) using uniform mutation and a modified whale optimization approach
(WOA) | ], an improved Ant Colony Optimization (ACO) approach
[ ], an artificial rabbit optimization (ARO) combined with a dandelion
optimizer (DO) approach | |. Most of these approaches will be presented

in detail below.

In | |, an approximate approach based on the discrete artificial bee
colony algorithm is proposed to address the QoS-aware service selection problem. This
algorithm uses specialized neighborhood search strategies to handle discrete optimization
problems; such as service selection. The algorithm begins by initializing a population of
artificial bees, each representing a candidate composite service. These composite services
are formed by selecting one concrete service for each abstract service in the composition
plan to achieve the overall QoS while satisfying specific constraints. This approach is di-
vided into three phases: employed bee phase, onlooker bee phase, and scout bee phase. In
the used bee phase, each composition explores its neighborhood to find a new composite
service with a higher utility value. Using predefined QoS thresholds, neighboring services
are identified according to the rules of the Individual-Based Algorithm (IBA). In each
iteration, only one candidate service belonging to the composition is replaced to generate

a neighboring composition. If the new composition has a better utility value, it replaces
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the current one. This neighborhood exploration reduces computational time and ensures
convergence toward a high-quality composition. In the onlooker bee phase, compositions
are selected using a probability-based mechanism, with higher utility compositions more
likely to be selected for further improvement. A neighborhood search is performed using
the Partition-Based Algorithm (PBA) or the Experience-Based Algorithm (EBA). The
PBA algorithm organizes candidate services into partially ordered subsets based on their
QoS attribute values, therefore enabling the neighborhood search to focus on subsets
more likely to contain optimal solutions. The EBA algorithm uses historical optimization
data, along with clustering and statistical analysis, to guide the search process toward
promising regions. The compositions that are not improved after several iterations
enter the scout bee phase, where the search space is randomly explored to generate new
composite services, which are then initialized and evaluated according to their utility,
and compositions that do not improve after several iterations are discarded. Throughout
these phases, the algorithm dynamically adjusts the neighborhood size, assuming that
near-to-optimal compositions are located close to existing good ones. This preserves
the quality of candidate compositions while improving search efficiency. The algorithm
iterates through these three phases until the maximum number of iterations is reached
or the convergence criteria are met, selecting the best solution as the optimal composite

service.

This approach introduces three tailored neighborhood search strategies (IBA, PBA,
and EBA), which dynamically adjust the neighborhood sizes to maintain changes
in utility values within a predefined gap, thereby approximating the continuity of
near-to-optimal compositions in discrete spaces. However, this approximation depends
on the choice of predefined QoS thresholds and the effectiveness of historical optimization

data, which do not always find optimal results.

In | |, an improved Non-dominated Sorting Genetic Algorithm-II
(NSGA-II) is proposed to optimize the composition of shared manufacturing services by
addressing both the short-term utility of consumers and the long-term utility of providers.
However, these two objectives may conflict, as maximizing consumer satisfaction in the
short term does not always align with ensuring sustainable benefits for providers in the
long term, making the optimization problem more complex. To solve this, the service
composition problem is formulated as a bi-objective optimization problem, with the
consumer’s short-term utility model aiming to minimize delivery time and cost, while
maximizing product quality. Exponential utility functions are used to quantify consumer
satisfaction with respect to these QoS attributes (e.g., delivery time, cost). In contrast,
the provider’s long-term utility model considers potential future tasks and their associated
utilities, focusing on the provider’s trust and the probability of future task allocations
during the execution period. The provider’s utility calculation incorporates factors such

as cost, time, and trust, balancing the trade-off between accepting current tasks and
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anticipating future ones. To solve this bi-objective optimization problem, an improved
version of the NSGA-II algorithm is used, incorporating a crowding distance mechanism
to ensure a uniform distribution of Pareto optimal compositions and non-dominated
sorting to identify the Pareto front. Furthermore, a Tabu search strategy is integrated
into the optimization process to efficiently explore the search space by preventing the
reuse of suboptimal compositions, thus helping to avoid local optima. Additionally,
an improved k-means technique is applied to group similar service compositions more

accurately, therefore enhancing diversity and search capability.

In | ], the Improved Teaching-Learning-Based QoS-Aware
Composition Algorithm (ITL-QCA ) is proposed, where the service composition prob-
lem is modeled as a teaching and learning process and solved using the TLBO (Improved
Teaching-Learning-Based Optimization) method. This approach optimizes compositions
by iteratively improving a population of potential solutions through interactions between
a teacher and learners in a classroom setting. The algorithm operates in several phases,
starting with the initialization of several parameters, including population size (Popsize),
maximum number of iterations (M axiter), learning probability (P,), and iteration-specific

parameters (P,,). The population size is the number of composite services belonging to

1
j,l7 ceey

sen, where 1 < j < nand 1 <[ < Popsize. The algorithm performs the teaching

the population. Each composite service CC; =< c¢s cs;l, -y €87y > is randomly cho-
phase, where the teacher is selected as the best composite service in terms of QoS utility
value. Fach composition in the population is improved at iteration ¢ according to the best

(t) )

composition CC,,, .. and the mean composition C’C](\Zean in the population, as follows :

e = cCl & (CC e © CCl) (IL9)
In the learning phase, composite services are improved by learning from others according
to a learning probability P.. For each composition in the population, a random number r
is generated and if » < P,, each composition C’C’l(t) is improved in iteration ¢ according to
the best neighboring composition cC in terms of QoS utility value and a neighboring

composition o chosen randomly, as follows :
cc —ceWie (coW e ccy e (ccP e coMy (11.10)

In the case where » > P., the composition C’Cl(t) is improved according to a composition

C’C’e(t) randomly selected from the population, as follows:

cc o (ccl o cc™y, itcc > cal,
ccl @ (ccl o oo™y, itccl > ca?.

This phase allows the algorithm to refine compositions by learning from the best per-

coit = (IL11)

forming ones or from other members of the population. The self-learning phase enables
each composite service to autonomously enhance its QoS attributes, without direct inter-

action with other compositions, based on historical changes over the last two iterations.
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If the composition has changed over the previous two iterations, it is updated using the

following formula :

CCl(t+1) _ CCl(t) ® (Ccl(t) o CCl(t_l)) (H.12)

If there was no change, the composition is refined using a random number generated from

a normal distribution:

C’C’l(tﬂ) = normrnd(a, b) (I1.13)
a = (CCt(zZLcher @ CC](\tJ)ean)/2 (1114)
b= a’bS(CCt(z()zcher S CC](\I/EI)ean) <1115>

The algorithm iterates through these three phases until the maximum number of itera-
tions (Maxiter) is reached or the algorithm converges to an optimal or near-to-optimal

composition.

The multi-phase structure of this approach, comprising teaching, learning, and
self-learning phases, ensures continuous improvement by allowing compositions to evolve
based on the most efficient ones, interactions with other compositions, and self-refinement
over time. However, reliance on stochastic elements, such as random neighbor selection,
introduces variability that can affect the convergence stability. Additionally, the lack
of dynamic parameter adjustment during iterations can limit the adaptability of the

approach in complex environments.

In | ], an Enhanced Flying Ant Colony Optimization (EFACO)-
based approach is proposed to solve the QoS-aware service composition problem. This
approach improves the exploration and exploitation capabilities of the conventional
Flying Ant Colony Optimization (FACO) method, thus reducing computation time. The
EFACO algorithm introduces three modifications: restricting the flying ant process,
employing a novel neighboring selection method, and implementing a multi-pheromone
mechanism. In the conventional FACO algorithm, the flying ant process searches for the
nearest neighbors in each iteration, which is computationally expensive. To overcome
this limitation, the EFACO algorithm introduces an adaptive flag that manages the
execution of the flying ant process, activating the indicator only when the newly obtained
composition outperforms all previous ones. This restriction reduces execution time
but may slightly decrease the quality of the composition. The neighboring selection
method is modified to improve performance. Instead of examining all neighboring
services, the EFACO algorithm randomly selects a subset, which is then sorted by the
QoS distance to a service chosen at random from the best compositions found so far.
This distance measures the difference between two services by combining the variations

in their QoS attributes, including cost, response time, availability, and reliability. As
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distance decreases, services are more similar in terms of QoS. The EFACO algorithm
balances the exploration of distant services in the initial stages of the search with the
exploitation of closer, and more promising services in the subsequent iterations, thereby
improving the ability of the algorithm to refine compositions efficiently. The EFACO
algorithm introduces a multi-pheromone mechanism, where each QoS attribute has
its own influence metric rather than a single combined metric. This allows a better
handling of multi-objective optimization by independently evaluating each QoS attribute
during the composition process. The influence values for each attribute are computed
by combining availability, reliability, cost, and response time, ensuring that each QoS
attribute influences the decision-making process, guiding the selection process to the best

possible compositions.

The EFACO approach reduces computational time and enhances search efficiency for
optimal service compositions compared to the conventional FACO algorithm. However,
this refined design brings complexities, including the need for multiple parameters and

pheromone updates, which can be computationally intensive.

In | |, an enhanced Salp Swarm Algorithm (SSA) is proposed to improve
search efficiency and accuracy in the QoS-aware service composition problem. This algo-
rithm integrates a chaotic mapping method, named the Chaotic Salp Swarm Algorithm
(CSSA), which includes a preprocessing phase using the Fuzzy Continuous Neighborhood
Search (FCNS) method. Services with similar QoS attribute values are first grouped into
clusters, guiding the composition algorithm towards high quality regions of the search
space. Candidate services within each cluster are then ranked according to their aggre-
gated QoS values. From each cluster, representative services are selected based on their
rankings to refine the search space and guide the optimization process toward the most
promising service compositions. The CSSA algorithm is used to optimize the service
selection considering candidate services resulting from the preprocessing process. The
initialization phase involves generating an initial population of composite services, where
each composite service is represented by the indexes of its concrete services. The CSSA
algorithm consists of exploration and exploitation phases. In the exploration phase, the
leader composite service guides the search by updating the indexes of its concrete services

as follows:

F}' + (Ub] — lbj) - C1 + lbj, if Co > 05,

X! =
J .
F’j — (Ub] — lbj) -1+ lbj, if cy < 0.5

(I1.16)
where ¢; and ¢y are random values within the interval [0,1], le denotes the index of
the leader composite service in the ;™ abstract service, ub; and lb; are the upper and
lower bounds for that abstract service, and F} represents the objective function value
in the j** abstract service. In the exploitation phase, follower composite services are

improved based on the leader’s trajectory, incorporating small chaotic perturbations to

46



Chapter II. State of the art of service composition approaches

maintain diversity and prevent premature convergence. To enhance local exploitation,
a single-dimensional perturbation logical chaos strategy is used to update the follower
composite services, which preserves the dimensional information of the optimal solution

by exploring variations around the optimal solution.

The CSSA approach effectively improves service composition by clustering similar
services and focusing on promising search regions. The use of chaotic sequences helps
to avoid getting stuck in local optima and enhances exploration. However, the approach
can be sensitive to parameter settings, rely on accurate clustering, and may take a long

time when dealing with large-scale optimization problems.

In | ], a QoS-aware service composition approach is proposed us-
ing a novel bat algorithm (QC-NBA) for IoT-based applications. The QC-NBA approach
consists of five steps: initialization, composition evaluation, iteration process, adaptive
learning, and best composition identification. In the initialization phase, a population
of bats is randomly generated, where each bat represents a candidate composite service.
Each bat is defined by its position, velocity, frequency, and pulse rate, which guide the
search process. The parameters such as loudness A;, pulse rate R;, frequency F;, popu-
lation size (nPop), and maximum number of iterations (MaxIt) are initialized to control
the bats’ behavior during the optimization process. In the composition evaluation phase,
each composition is evaluated using a fitness function. The algorithm proceeds by succes-
sive iterations in which global and local searches are repeated until reaching the maximum
number of iterations (MaxIt). During the global search (exploration), a new composition
new,; is generated from X; according to a quantum or mechanical behavior. The choice
between the two search behaviors is determined by a probability value that depends on
the population size and the predefined probability bounds. In quantum behavior, new
compositions are generated based on the best composition, along with small random
movements proportional to the distance between the average position of the population
and the current composition. This allows the algorithm to explore a wide range of possi-
ble service combinations. In mechanical behavior, compositions are updated by adjusting
their positions based on velocity and adaptive frequency, with a focus on improving the
quality of selected services. To further refine compositions, a local search phase updates
the best composition using a Gaussian adjustment, as follows:

it =gt - (14 rand- N(0,0%)) (I1.17)

g

where gj- represents the current best composition at the iteration ¢. and o? is calculated
as follow :

of = |AL— Al |+ (I1.18)

mean

In the adaptive learning phase, each composite service is evaluated according to the

utility value in terms of QoS, whereas the loudness A; and pulse emission R; are updated
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as follows :
AFt = AL R =40 (1 — e (I1.19)

where o and  are constants. Finally, in the best composition identification phase, all
candidate compositions are sorted, and the one with the highest fitness value is selected
as the best one. To avoid local optima, the algorithm reinitializes the loudness A; and
adjusts the pulse rate R; if no improvement is observed over a predefined number of

iterations.

The QC-NBA approach improves service composition in IoT applications by integrat-
ing habitat selection and Doppler effect compensation, which enhances exploration and
exploitation capabilities of the BA method. Although adaptive parameter tuning, such
as loudness and pulse rate, further optimizes the process by making the algorithm more
adaptable to the evolving search context, the approach’s effectiveness depends heavily on

appropriate tuning, which can be challenging and time-consuming.

2.1.2 Energy-aware service composition approaches

The aforementioned QoS-aware service composition approaches have limitations
regarding energy consumption, since most services are provided by smart de-
vices with limited battery capacity. To address this issue, several service com-
position approaches have been proposed to optimize the QoS and energy con-
sumption of services | , , ,

Y Y I

; ; ] or only energy consumption

[ : , J

In | |, a service selection approach using Mixed ILP is proposed,
where the energy consumed by a service is considered as a QoS attribute. The hierar-
chical service graph (HSG) model | | is used to represent a service
composition as a form of business processes communicating via message transmission.
Each business process is represented as a decomposition sub-graph composed of abstract
services linked by logical connectors (AND, XOR, etc.), and each abstract service is
associated with several concrete services characterized by two attributes: response time
and energy consumption. The service selection problem is solved by considering con-
straints on the composite service, involving two positive upper bounds on the composite
service for response time and energy consumption. This requires choosing a single
concrete service for each abstract service to optimize the global utility value in terms
of response time and energy consumption, while accounting for the user preferences.
Accordingly, the SRT __LP__gen algorithm [ | is extended to support

the selection of concrete services, compute the Service Response Time (SRT) and
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Energy Consumption (EC), and incorporate global QoS constraints such as Service Level
Agreements (SLAs) and penalties. The modified version transforms the problem into a
mixed-MILP, where binary variables indicate which concrete service corresponds to each
abstract service. Additional constraints ensure that both SRT and EC are aggregated
correctly across the workflow, while respecting SLA thresholds. The objective function
combines SRT and EC into a single utility value to be minimized, enabling the selection
of a composite service that balances response time and energy efficiency. When QoS lim-

its make the problem infeasible, the approach estimates feasible intervals for SRT and EC.

The MILP-based service selection approach optimizes response time and energy
consumption, ensuring the selection of optimal concrete services that satisfy user-defined
QoS constraints. However, the approach faces computational challenges as the number of
services and constraints grows, leading to scalability issues that can limit the application

of this approach in large-scale service environments.

In | ], an Energy-centered and QoS-aware services Selection
(EQSA) Algorithm is introduced to optimize service composition in IoT environments
with a focus on balancing energy consumption and QoS. The EQSA algorithm has two
main phases: the preselection of services based on QoS requirements and the selection
of services using the concept of relative dominance. In the preselection phase, the
QoS-aware service selection is formulated as a multi-objective problem and solved using
the lexicographic optimization method. This method consists of solving a sequence of
single-objective subproblems, where each subproblem deals with one QoS attribute. The
QoS attributes are ranked according to user preferences, and the algorithm identifies
candidate services that meet these prioritized attributes while allowing for a slight
reduction in quality to save energy. A QoS threshold value is then calculated from the
best QoS value and a tolerance factor that characterizes the quality reduction allowed
by the user. This threshold value determines the QoS level required to satisfy the user’s
need, and the candidate services that do not satisfy the obtained threshold are filtered
out. This process is repeated for all of the QoS attributes in the order of their importance.
The filtering phase reduces the search space of candidate services and, consequently, the
selection time. In the second phase, the algorithm selects the most suitable concrete
services from the preselected ones based on their relative dominance calculated by
combining two components: QoS-based dominance and energy profile-based dominance.

The best services in terms of relative dominance are selected for the composition process.

The EQSA algorithm considers both energy consumption and QoS requirements,
making the approach well-suited to IoT environments where balancing QoS and energy
efficiency is crucial. Despite the fact that the EQSA approach is efficient in terms of time
complexity and provides high composition availability by minimizing services’ energy

consumption, the algorithm does not account for the QoS constraints imposed on the
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whole composition.

In | |, a QoS and energy-aware service composition approach is pro-
posed to extend the lifetime of the sensor network. This approach has four phases. The
first phase involves filtering candidate services based on their functional requirements
to ensure that only relevant services are considered for the composition process. In the
second phase, global QoS constraints are decomposed into local constraints using the k-
means clustering approach. Specifically, the candidate services of each abstract service
are grouped into K clusters, and the MIP method is used to derive the optimal decompo-
sition of global QoS constraints into local QoS constraints. After clustering, each abstract
service is represented by several clusters, each described by a centroid. These centroids
define different quality levels (QL). Each QL corresponds to an intermediate value be-
tween two neighboring centroids and serves as a local constraint in the service selection
process. In the third phase, candidate services are selected within each cluster based on
their QoS, residual energy, and running state. The quality level QL;; for each abstract
service is determined by:

1
QL;; = 3 % QoS;(c; - centroid) + QoS;(cj41 - centroid) (I1.20)

To evaluate the utility of each quality level, the value z; is associated with each quality

level as follow :
N . .
Z’i — w’L . <QLZ73) % U(QLZ,j)
N(total) ~ U(max)
where N(QL; ;) is the number of candidate services qualified under QL, ;, U(QL; ;) is

the average utility, N(total) is the total number of individual services. U(maz) is the

(I1.21)

highest utility available. In the fourth phase, the composition is dynamically adapted
by monitoring the residual energy of the services. More precisely, a monitoring process
continuously tracks the energy levels of selected services and triggers a service re-selection

under certain conditions, such as a degradation in QoS below a specified threshold.

This approach offers a good trade-off between satisfying the user’s overall QoS
constraints and extending the lifetime of the sensor network. When QoS declines, a
re-selection of candidate services will be carried out, which can increase the execution
time and energy consumption of the composition. Furthermore, when selecting services,
the approach favors services that are already running, which does not allow for load

balancing between candidate services.

In | |, an energy-aware service composition approach using a
hybrid Shuffled Frog Leaping Algorithm and Genetic Algorithm (SFGA) is proposed to
minimize the energy consumption of mobile cloud providers. The utility value of the

composition is calculated as the weighted sum of three key QoS criteria: cost, energy
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consumption, and response time. In this approach, the population is represented as
a group of solutions, referred to as frogs, and each solution (i.e., composite service)
is represented as a frog where its position corresponds to the indexes of the selected
candidate services. Frogs are divided into groups called memeplexes, where each group
evolves independently to improve solutions. The hybrid algorithm proceeds as follows.
First, the initial parameters of the SFLA and GA methods are initialized, and a set of
memes forms the initial population, where each meme consists of a set of memo types.
The fitness of these memes is then calculated, and the memes are sorted according to their
fitness values. These memes are then randomly divided into multiple memeplexes. Each
memeplex helps to explore the composition search space in parallel, with the solutions
evolving through local and global optimization processes. Within each memeplex, frogs
influence and evolve based on their fitness values, exchanging information through GA
operators such as two-point crossover and one-point mutation. After the evolution
process, the memeplexes are shuffled to form a new population for the next iteration.

These steps are repeated iteratively until reaching a predefined stopping condition.

The hybrid SFGA approach uses parallelism, since the search is enhanced by allowing
multiple memeplexes to explore the composition space simultaneously. This parallel
processing accelerates convergence and reduces computation time, making the approach
well-suited for large-scale service composition problems. However, the performance of
the SFGA approach depends on the parameter tuning.

In | ], an enhanced multi-objective gray wolf optimizer (EMOGWO)
is proposed to solve the multi-objective service composition and optimal selection
(MO-SCOS) problem in cloud manufacturing, considering QoS and energy consump-
tion. Initially, the concept of Pareto dominance is employed to handle multi-objective
optimization by comparing compositions based on their QoS and energy values to
identify the Pareto optimal set. To address these issues, the EMOGWO introduces
several enhancements over the standard MOGWO to address challenges such as poor
exploitation and premature convergence to local optima. First, a novel method including
a backward learning strategy is introduced for initialization. This method enhances
the exploration of the initial population by generating new candidate compositions
outside the current search boundaries. This reflection mechanism increases diversity
and promotes more exploration in the optimization process. Second, the EMOGWO
method adjusts a control parameter using a nonlinear function to better balance global
exploration and local exploitation during the search phases. Third, the EMOGWO
method enhances the search process by incorporating the Cauchy mutation, which is
applied to boost exploration around the leader solutions. The mutation process generates
a new composition by slightly modifying the current one based on a random value
obtained from a Cauchy distribution. Furthermore, the algorithm’s leader selection

strategy, based on roulette-wheel selection, ensures that the a;, 8, and § wolves are chosen
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from an external archive of non-dominated solutions, promoting solution diversity and
preventing convergence to local optima. The archive maintains a set of Pareto optimal
compositions by inserting new non-dominated compositions and using a grid mechanism
to replace crowded archive members when necessary. The search space is represented
as a matrix P, where each row corresponds to an abstract service and its elements
denote the candidate services. A position vector X; represents a possible composite
service by selecting a candidate from each row. The EMOGWO algorithm begins with
a population of compositions and iteratively improves them. At each iteration, the
algorithm identifies the three best compositions according to QoS and energy criteria.
These best compositions guide the adjustment of the other compositions, ensuring that
the search balances exploration of new possibilities with exploitation of promising areas.
In this way, the algorithm progressively refines the population while maintaining an
archive of non-dominated solutions. The process continues until the algorithm reaches
the stopping condition by returning the archive, which contains the Pareto optimal
compositions for the MO-SCOS problem.

In the EMOGWO approach, the adaptive control parameters facilitates a transition
between global exploration and local exploitation, enabling the algorithm to progressively
refine the obtained solutions. However, the need to maintain and update an archive of
non-dominated solutions using a grid mechanism can lead to a significant increase in the

computation time, especially in large-scale service composition scenarios.

In | ], an improved approach combining a hidden Markov
model (HMM) and the ACO method is proposed to address the QoS-aware IoT service
composition problem in dynamic environments. The HMM model is first used to predict
values of QoS attributes. After estimating these values, two matrices are created: the
Emission and Transition matrices, which describe how services change between states
and their associated QoS values. The Viterbi algorithm is applied to refine the process
by sorting and improving service selection based on QoS attributes, facilitating the iden-
tification of optimal services. The ACO method is then employed to optimize the service
composition process. This method starts by defining a set of [oT nodes N = {Ny, ..., N,,}
, where each node provides various services. A set of ants, m, is initialized, and each ant
begins by randomly selecting a starting IoT node. The ants iteratively build a service
composition by selecting services from subsequent nodes using a probabilistic decision

rule. The probability of selecting a service at node N; from node N}, at time ¢ is given by:

[T5 ) ][ (100
Z@e&(i) () [(ng)]2?

where 7, ;) represents the pheromone level between nodes Nj and Nj, and ny is the

(11.22)

pij@) =1+

heuristic value representing the quality of the service obtained from the QoS criteria.
Once a composite service has been created, the pheromone levels associated with the

selected services are updated. Services that have contributed to improving compositions
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receive higher pheromone levels, while less efficient services receive lower pheromone
levels. This process continues until reaching a stopping condition (e.g., the convergence
of the algorithm or after a predetermined number of iterations). The final result is the

best service composition with the best QoS.

The Hidden Markov Model employed in this approach is used to predict QoS
attributes and refine service selection through the Viterbi algorithm. However, achieving
accurate QoS predictions with HMM requires a substantial amount of data, which can

be difficult to obtain in real-world scenarios.

In | |, the service composition problem is solved by focusing on the
energy consumption of file transfers between clouds, as well as the optimal QoS for user
requests. The proposed approach uses a genetic algorithm to select atomic services from
multiple cloud providers while balancing QoS attributes, including response time, cost,
reliability, availability, reputation, and security. Furthermore, an energy consumption
model is introduced to account for the user’s energy consumption and data transmission
between different cloud centers. Each individual in the GA population represents a
candidate composition, encoded as a mapping of abstract services to atomic services
across clouds. The utility function simultaneously maximizes overall QoS satisfaction,
minimizes user energy consumption, and reduces transmission energy between clouds.
The search process is guided by genetic operators, such as selection, crossover, mutation,
and updating to improve the population. The iterative process continues until a prede-
fined stopping condition is satisfied, such as reaching a maximum number of iterations
or observing no significant improvement in the utility composition. The algorithm then

retains the best solutions found.

2.2 Mobility-aware service composition approaches

The QoS and energy-aware service composition approaches are inappropriate for
mobile environments requiring more flexible and dynamic service composition
techniques that can be adapted to user’s mobility. Unfortunately, few existing ap-
proaches deal with the service composition problem that accounts for the mobility

aspect | ; , , ,

In [ ], a mobility-enabled service composition approach is introduced
to address the challenge of user mobility in dynamic service environments. A mobility
model is first proposed to track and manage users’ movements during the service com-
position and execution phases. This model is based on user properties, such as location,

velocity, and direction, as well as environmental factors, including network conditions and
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connectivity fluctuations. A mobility-aware QoS (MQoS) computation rule is then pro-
posed to dynamically calculate QoS values of services under mobility constraints, focusing
exclusively on response time. This metric is calculated taking into account the mobile

network latency for both input and output data transmission, as follows:
MQOSS = tdi + Qs + tdo (1123)

where t4 and t4, represent the input and output data latency, respectively, and @)
is the response time of the service. The latency values are obtained by dividing the
volume of transmitted data by the quality of the mobile network available at the user’s
location. Finally, service selection in a mobile environment is modelled as a classroom
learning process and solved using the Teaching-Learning-Based Optimization (TLBO)
algorithm in two phases. In the teacher phase, the current best composition, called the
teacher, guides the other potential compositions (learners) toward improved QoS values
by using the teacher’s performance. A composition is updated according to the teacher’s
composition and the average QoS of all compositions, guided by random and teaching
factors to reinforce improvement. In the learner phase, the compositions interact with
each other to exchange knowledge and further enhance their QoS, based on their own
performance and the changing mobility conditions. Each composition of the population
randomly selects another composition as a learning target. If the chosen composition
has a lower QoS utility value, the current composition approximates its own solution.
Conversely, in the case where the chosen composition has a higher QoS utility value,
the current composition is updated toward a better solution. Through these phases, the
TLBO algorithm iteratively improves the service composition by minimizing the global

QoS value, which in this case represents the overall response time.

The mobility-enabled service composition approach proposed in | ]
effectively adapts to user movement and changing network conditions, making the
approach well-suited for dynamic mobile environments. However, only response time
is considered as the QoS attribute, while other important factors such as cost, relia-

bility, and energy consumption are not taken into account during the composition process.

In | |, a Mobile Service Sharing Community (MSSC) architecture is
proposed to address the challenges associated with moving service users and providers.
The MSSC allows users to share mobile services while moving within specific areas. To
model the movement of the user and the provider, the Random Waypoint (RWP) model
is extended to form a critical point-based Random Waypoint (CRWP) model. In this
model, users move only between predefined critical points within a convex region. A user
randomly selects a starting critical point and stays there for a random duration within
an interval [Dpin, Pmaz|. After the pause, another critical point is randomly chosen, and
the user moves toward this point at a speed randomly selected from [v,nin, Umae]. This

process is repeated, producing a trajectory described as a sequence of trips, where each
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trip includes the destination point, the pause time, and the velocity. For the MSSC
architecture, several key concepts are formally defined. A mobile user is represented
as a four-tuple v = (uid,umt, S,l), where wid is the unique identification of the user,
umt represents the user’s moving trajectory, S is the set of services the user can offer,
and [ is the sensing distance of the user’s mobile device. A mobile service is defined
as a triple s = (sid,e), where sid is the service identification, and e is the response
time of the service. A composition request is represented as a two-tuple c¢r = (T, R),
where T' = {t1,...,t,} is a set of abstract services (tasks), and R = r(t;,t;)|t;,t; € T
defines the relations between tasks, with r(¢;,¢;) = 1 indicating that the inputs of ¢;
depend on the outputs of ¢;. The mobile service composition, denoted as msc, is a triple
msc = (h, S, L), where h represents the composition request, S is the set of services in the
composition, and L is the total response time of the composition. The goal is to select
services from different providers to form an optimal service composition with minimal
response time while considering the user mobility. Based on the MSSC architecture
and the introduced mobility model, the mobility-aware service composition problem is
formalized as an optimization problem and solved using the Krill-Herd (KH) algorithm.
The latter starts by initializing a population of krill individuals, each representing a set
of composite services. Over successive iterations, the compositions are updated based
on three motions: (i) motion induced by other krill that corresponds to learning from
neighbor compositions, (ii) foraging motion that uses global knowledge, and (iii) random
diffusion to maintain diversity and avoid premature convergence. The position of each
krill, representing a service composition, is iteratively updated based on movements that
balance learning and exploration. The algorithm proceeds until a stopping condition
is satisfied, such as reaching a maximum number of iterations or observing no further
improvement. At this point, the best composition obtained is considered the optimal or

near-optimal solution.

This approach adapts to user mobility and dynamic network conditions, while
the krill-heard algorithm balances exploration and exploitation to avoid premature
convergence. However, only response time is considered as a QoS attribute, ignoring

other important aspects such as cost, reliability, or energy consumption.

In | |, a big data-driven service composition approach for mobile
environments is proposed to optimize the selection of interconnected services offered
by various cloud providers (computation, big data storage, messaging, media services,
and payment services). The approach has two key phases. The first phase uses the
k-means clustering technique to group services based on their QoS attributes. The
k-means algorithm starts by initializing a predefined number of clusters, k, and assigning
each service to the closest cluster based on the Euclidean distance between the service’s
QoS values and the centroids of the clusters. The centroid of each cluster is iteratively

updated by recalculating the average QoS values of the services assigned to the cluster,
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and the process continues until the clusters converge. This clustering helps to reduce
the search space by identifying representative services from each cluster, thus simplifying
the selection process. Furthermore, the Parallel Cloud Particle Swarm Optimization
(PCPSO) method is employed to further enhance the efficiency of service selection.
The PCPSO algorithm partitions the service set and runs the optimization process in
parallel, significantly reducing the computation time required to handle the large volume
of data in a mobile cloud environment. In the second phase, the approach employs the
PSO method to select the best combination of services among the candidate service set

resulting from the first phase.

This approach addresses the challenges of large-scale mobile cloud environments by
combining clustering and parallel optimization. The k-means clustering reduces the
search space by grouping services with similar QoS attributes, while PCPSO accelerates
computation through parallel execution. This makes this approach scalable and suitable
for big data contexts. However, the efficiency of the approach depends on the quality of
clustering, which may ignore some promising services, and the use of the PSO method

may lead to premature convergence, thus avoiding to find optimal service compositions.

In | |, a service selection approach based on the genetic algorithm
is proposed to minimize the energy consumption. The mobile path is represented
as a set of time intervals, location points, and a function mapping time to location,
allowing for the prediction of signal strength at any given point along the path. This
approach allows the evaluation of energy consumption, comprising three parts: uploading
input data, standby power during service execution, and downloading results. In this
approach, a composite service corresponds to a chromosome, a candidate service to
a gene, an abstract service to a locus, and the energy consumption of a composite
service to a fitness value. A chromosome with a high fitness value indicates a composite
service with lower energy consumption. The genetic algorithm begins with parameter
initialization, including the population size, the number of iterations ¢t, the number of
crossovers per iteration ct, and the number of mutations per iteration mt¢. Then, the
initial composite services are generated and placed in the composite service set ChrSet.
For each abstract service, a candidate service is randomly selected to create an initial
composite service. The crossover operation aims to generate new composite services
with lower energy consumption for the next generation. This is achieved by combining
two composite services and swapping candidate services of the same abstract services to
produce two new composite services. The single-point crossover operator is employed
for this process, and the resulting composite services from crossover, which may have
lower energy consumption than their parents, are added to ChrSet. The mutation
operator replaces a candidate service in a composite service with another candidate
service randomly chosen from the same abstract service. This operator may produce

new composite services that consume less energy compared to their predecessors, and
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they are thus added to C'hrSet. The selection phase starts by calculating the fitness
value of each composite service in ChrSet. In each iteration it, the composite service
with the highest fitness value in terms of energy consumption is saved in CurOptChr.
This sub-optimal composite service is compared to the previous sub-optimal service
OptChr, and the one with the lowest energy consumption is recorded as the new OptChr.
During the selection process, cq composite services are chosen from ChrSet, and the
selection probabilities favor the services that consume the least energy. This process is
repeated until the predefined number of iterations it is reached. Finally, the composite

service OptC'hr with the lowest energy consumption is returned as the sub-optimal service.

This approach focuses on minimizing energy consumption. However, giving priority
to the reduction of energy consumption may have a negative impact on important
factors, such as QoS parameters. As a result, the composite services generated may not

fully meet the QoS user requirements during the composition process.

In | |, a dependable service composition approach considering the mo-
bility of users and providers is proposed. The overall QoS and the risk of invoking the
service composition in a mobile environment are considered as two primary properties.
The overall QoS is computed using integration functions that aggregate the individual
QoS values across the candidate services. The risk of mobile service composition repre-
sents the probability that the overall composition fails during execution. It is defined by
the highest individual risk among the selected services, meaning that the overall relia-
bility depends on the weakest component. If one service becomes unavailable, the entire
composition may fail, making the most vulnerable service the determining factor of the

overall risk. Formally, the risk of a service composition is modeled as follows :
Riskse = maxi=1,. nTi (I1.24)

where r; is the risk that the service provider of the selected service of the ¥ abstract
service becomes unavailable during the execution due to factors such as moving out of

communication range. The risk of each abstract service is computed as follows :

r; =1 — Prob(X? > dur?) (I1.25)

where X7 > dur? represents the probability that the service provider p will remain within
the required communication range for the duration dur? of the it abstract service. This
probability can be estimated using mobility prediction methods based on signal strength
detection. The approach formulates the service composition problem as an optimization
problem that accounts for QoS and risk. To solve this problem, a Modified Simulated
Annealing (MSA) algorithm is applied, where a mutation mechanism similar to genetic
algorithms is introduced to improve the solution space exploration more effectively. The
MSA begins by generating an initial composition randomly from the search space. The

algorithm then iteratively generates new compositions by making slight modifications
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to the current composition using a mutation operator similar to the mutation process
in genetic algorithms that randomly replaces one or more service components with
alternative candidates. The next step is to evaluate whether the new composition should
be accepted or rejected based on the objective function. A worse composition may still
be accepted with a certain probability to avoid being trapped in local optima. As the
temperature decreases, the algorithm becomes more selective, accepting only better
compositions as the algorithm converges toward an optimal solution. This iterative
process continues through successive cooling steps until the temperature reaches a
predefined minimum threshold, after which the process terminates and the best solution

found is returned as the final composition.

3 Comparative study of service composition ap-

proaches

Table I1.1 summarize the approaches presented in this chapter by classifying them accord-
ing to the following criteria: (F1) resolution method; (F2) QoS awareness; (F3) energy
awareness; (F4) mobility awareness; (F5) meta-heuristics evolution process that describes
how the optimization method evolves the population of the compositions over iterations;
(F6) specific parameters that indicates whether the used method requires tuning par-
ticular algorithm parameters; (F7) filtering process that specifies whether the approach

discards the unpromising candidate services before carrying out the composition.

Table II.1: Comparison of existing service composition approaches.

Comparison metrics

Approach F1 F2 F3 F4 F5 F6 F7
[ TLBO v X Vv Overall population No No
[ Krill-heard v X v Overall population Yes No
[ Differential evolutionary v X / Overall population Yes Yes
[ PSO and Clustering v X V Overall population Yes Yes
[ GA X v v/ Overall population Yes No
[ Modified simulated annealing v X v Overall population Yes No
[ GA and simulated annealing X X  Overall population Yes No
[ Krill-heard v X v Overall population Yes No
[ Integer programming /X X /  No
[ Lexicographic method v /X X / Yes
[ PSO and GA X v X Overall population Yes No
[ QoS decomposition v /XX / No
[ PSO and GWO X X Overall population Yes No
[ GA and PSO X v X Overall population Yes No
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[Sefati and Navimipour, 2021] ACO and Hidden Markov Model v v X  Overall population  Yes No
[Guzel and Ozdemir, 2022] NSGA II v v X Overall population Yes No
[Ibrahim et al., 2020] SFLA and GA v v X Partial population  Yes No
[Yang et al., 2020] GWO v v X Overall population Yes Yes
[Li and Zhu, 2()23] GA v v X Opverall population Yes No
[Peng et al., ] NSGA II v v/ X Overall population Yes No
[Zeng et 2004] Integer programming v X X X / No
[Ardagna and Pernici, 2007]  Integer programming X X X /  No
[Wang et al., Ob] Integer programming X X X / Yes
[Sun and Zhao, 2012] QoS decomposition v X X X / No
[Alrifai et al., 2012] QoS decomposition X X X / No
[Yuan et al., 2019] QoS decomposition v X X X /  No
[Khanouche et al., 2()2()1)] QoS decomposition v X X X / Yes
[Halfaoui et al., 2015] Pareto dominance X X X /  Yes
[Wang et al., 2()17] Pareto dominance X X X /  Yes
[Chen et al., 2019] Pareto dominance X X X /  Yes
[Wang et al., 2020a] RL and Pareto dominance X X X /  Yes
[Alizadeh et al., 2020] RL v X X X /  No
[Liang et al., 2021] Deep RL X X X /  No
[Xu et al., 2019] Artificial Bee Colony v X X Overall population Yes No
[Zhang et al., 2019] NSGA II v X X Overall population Yes No
[Chattopadhyay and Banerjee, 2NSGA v X X Overall population Yes Yes
[Khanouche et al., 2020a] Improved teaching learning v X X Overall population No No
[Seghir, 2021] Fuzzy GA v X X Overall population Yes No
[Dahan et al., 2021a] ACO and GA v X X Overall population Yes No
[Dahan et al., 2021D] Enhanced FACO v X X Overall population Yes No
[Li et al., 2022] Improved salp swarm v X X Overall population Yes Yes
[Kouicem et al., 2022] Novel BA v X X Overall population Yes No
[Jin et al., 2022] Eagle strategy and improved ¢ X X Overall population Yes No

Whale optimization

N
>
R

[Bei et al., 202 l] Improved ACO

Overall population Yes No

\
*
>

[Sharif et al., ARO and DO

l\./
ot

Overall population Yes No

Extensive research has been conducted on service composition, focusing mainly
on three optimization dimensions: (QoS, energy, and mobility. Early studies
have addressed QoS-aware service composition [Wang et al., 2020b, Seghir, 2021,
Sefati and Navimipour, 2021, Khanouche et al., 2020a, Dahan et al., 2021b,
Kouicem et al., 2022,  Sun and Zhao, 2012,  Chen et al., 2019,  Wang et al., 2017,
Alizadeh et al., 2020, Wang et al., 2020a], while others have focused on energy-aware ser-
vice composition [Zhao et al., 2017, Sun et al., 2019a, Gao and Liu, 2020]. More recent
works have explored hybrid approaches that simultaneously consider QoS and energy

[Guzel and Ozdemir, 2022 Ibrahim et al., 2020, Yang et al., 2020], or that integrate mo-
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bility aspect to deal with dynamic environments | , ,

Y ) ) ]'

The proposed QoS-aware service composition approaches | ,
Y ) Y

Y ? Y ’

, , | have proven to be efficient
in addressing users’ QoS requirements, ensuring that services maintain high quality,
such as response time, reliability, and throughput. However, most of these approaches
often ignore the constraints imposed by the physical environment, particularly when
resource-limited or battery-powered devices provide services. In dynamic and mobile
contexts, ignoring the energy dimension can result in a significant decrease in service
availability, as continuous execution of energy services quickly depletes device batteries
and leads to unexpected failures. Furthermore, the random nature of mobile environ-
ments amplifies this problem: fluctuating network conditions, frequent handovers, and
service migration often cause temporary unavailability or QoS degradation. In such
contexts, conventional QQoS-aware service composition approaches fail to capture the link
between device energy, mobility, and service performance. They tend to offer solutions
that are theoretically optimal in terms of QoS but impractical in the real-word, as they
do not guarantee continuity of composition over time and are inadequate to the dynamic

nature of large-scale mobile environments.

To address this limitation and enhance service availability, energy-aware service
composition approaches | , , | have
been proposed to reduce the energy consumption and thus increase the lifetime of
devices. However, these approaches often degrade QoS, as they do not consider users’
QoS requirements. In such cases, when a service in a composition becomes unavailable or
its quality deteriorates, the service needs to be replaced to ensure continuous operation

and maintain the required QoS levels.

To address this issue, more balanced approaches, namely QoS and energy-aware
service composition approaches, have been proposed | ,
, ]. These approaches aim to simultaneously

optimize energy and QoS. However, achieving a good trade-off between these two
objectives remains a major challenge. The complexity of this problem increases in mobile
environments, where services are hosted by heterogeneous and resource-constrained of
users and devices such as smartphones, robots, and drones. In this context, both QoS
attributes and energy profiles vary dynamically, further complicating the composition

process.

Despite these efforts, only few approaches consider mobility in the context
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of service Composition [Deng et al., 2016a, Deng et al., 2016b, Deng et al., 2016¢,
Hossain et al., 2016, Deng et al., 2017D, Deng et al., 2018, Wu et al., 2019,
Peng et al., 2020], but do not simultaneously address QoS and energy issues. This
can lead to (i) a decrease in the QoS of the composition and/or (i) an unbalanced
energy consumption among services, which reduces the availability of the composition.
Moreover, most of these approaches are based on simplified mobility models, such as
Random Waypoint, which randomly define the user’s movement and fail to capture users’

social behaviors, thus limiting the practical relevance of their results.

Another significant shortcoming concerns the size of the candidate ser-
vice space. Many service composition approaches consider the entire set of
candidate services during the composition process [I[Khanouche et al., 2020b,
Kouicem et al., 2022, Ardagna and Pernici, 2007, Alrifai et al., 2012, Yuan et al., 2019,
(,‘ha‘r‘m])z’l‘dh_\'a,\' and Banerjee, 2()2(), A(\nﬂ' et al., 2004 Xu et al., 2019,
Dahan et al., 2021a, Jin et al., 2022, Sun and Zhao, 2012, Seghir, 2021]. ~ While this

exhaustive exploration can theoretlcally increase the chances of finding an optimal

Y

solution, it also dramatically expands the search space, especially in large-scale envi-
ronments with thousands of candidate services for each abstract service. As a result,
the optimization process becomes very expensive in terms of computation resources,
increasing the composition time. Furthermore, including all candidate services in the
composition often introduces low quality or redundant services, which can reduce the

utility of the resulting composition.

Moreover, most of the population-based service composition approaches cited above
[Xu et al., 2019, Dahan et al., 2021a, Jin et al., 2022, Seghir, 2021, Sun et al., 2019a,
Ibrahim et al., 2020, Sefati and Navimipour, 2021, Li and Zhu, 2023, Li et al., 2022]
require careful tuning of several specific algorithm parameters to achieve a near-to-
optimal composite service within a reasonable time. This requirement not only increases
the computation time but also limits the practical applicability of these approaches

in real-world scenarios, where service environments are dynamic, heterogeneous, and

unpredictable.
Finally, most of meta-heuristics-based service composition ap-
proaches [Zhao et al., 2017, Gao and Liu, 2020, Guzel and Ozdemir, 2022,

Deng et al., 2016a, Deng et al., 2016Db, Deng et al., 2016c, Hossain et al., 2016,
Deng et al., 2017b, Deng et al., 2018, \\u et al., 2019, Peng et al., 2020, Seghir, 2021,
Sefati and Navimipour, 2021, Yang et al., 2020, Khanouche et al., 2020a,
Dahan et al., 2021b, Kouicem et al., 2022, Jin et al.; 2022, Zhang et al., 2019,

Liet al, 2022] improve the entire population of candidate compositions through a

Y

given number of iterations. Although this strategy can provide good results, the process

can lead to premature convergence and high computation time, especially in large-scale
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environments where the composition space grows exponentially with the number
of candidate services. As a result, maintaining population diversity becomes difficult,

leading to suboptimal solutions that cannot adapt to dynamic and unpredictable contexts.

Given the aforementioned limitations, including the lack of balanced consideration be-
tween QoS, energy, and mobility constraints, the limited capacity of existing algorithms
to improve the population of candidate compositions throughout the iterative process, the
need for manual parameter tuning, and the absence of service filtering process, it becomes
evident that existing service composition approaches remain unsuitable for large-scale and
dynamic environments. Therefore, developing service composition algorithms that simul-
taneously ensure QoS guarantees, energy efficiency, and adaptability to user mobility
remains an open research problem. Existing approaches often consider only one or two
of these dimensions, which compromises the service quality, the energy sustainability of
devices, or the adaptability of the composition to mobile contexts. Moreover, scalability
issues related to the large candidate service space, the dependence on algorithmic param-
eters tuning, and the limited convergence capacity of these methods highlight the need to
design efficient optimization mechanisms. In this context, the objective of this thesis is to
propose new service composition approaches that overcome these limitations by ensuring
a balanced trade-off between QoS and energy consumption, while integrating mobility

aspect to better reflect the dynamics nature of Cyber-Physical-Social Systems.

4 Conclusion

In this chapter, we have reviewed different service composition approaches, focusing on key
criteria such as QoS awareness, energy efficiency, mobility considerations, and optimiza-
tion techniques. Although many of the existing approaches successfully address QoS-aware
service composition, they often overlook critical aspects such as energy constraints, which
are especially relevant in environments with resource-limited devices. Energy-aware ap-
proaches improve service availability but can compromise service quality, leading to the
degradation of performance. The trade-off between QoS and energy consumption has
driven the development of hybrid approaches that aim to balance both factors. However,
achieving an optimal balance between these two objectives remains a challenge, particu-
larly in mobile environments where services are hosted on devices with fluctuating energy
and QoS. Furthermore, while several mobility-aware approaches have been introduced,
few of these methods simultaneously address both QoS and energy issues. To overcome
these limitations, the aim of the next chapter is to present the energy-efficient and QoS-
aware service composition approach proposed in the context of Internet of Things. This
approach decreases the composition time and reduces the energy consumption of the

composition, while satisfying the global QoS constraints.
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A group teaching optimization-based
approach for energy and QoS-aware
Internet of Things service

composition

1 Introduction

In the context of large-scale IoT, service composition poses several critical problems, par-
ticularly the optimal management of energy and QoS. This complexity arises from the
dynamic and stochastic behavior of services, in which QoS parameters are frequently af-
fected by unpredictable changes. Therefore, services may appear or disappear, become
unavailable, deteriorate in quality, or fail to satisfy user requirements. In addition, en-
ergy constraints further complicate the composition process, as the services belonging
to the composition are typically hosted by devices with limited battery life, leading to
service interruptions during execution. Several existing service composition approaches
have limited computation time, QoS utility, and composition lifetime because they do
not simultaneously address energy and QoS constraints, consider all services during the
composition process, or usually require tuning specific algorithm parameters.

The present chapter proposes the Group Teaching-based Energy-Efficient and QoS-
Aware Services Composition algorithm (GT-EQCA) to address the aforementioned chal-
lenges. By integrating energy efficiency and QoS awareness into the composition process,
the GT-EQCA algorithm aims to address the limitations of existing approaches and im-
prove overall composition performance. The remainder of this chapter is structured as
follows. Section 2 defines the models used in the proposed approach and formally intro-
duces the problem of service composition, accounting for energy consumption and QoS
constraints. Section 3 outlines the Group Teaching Optimization (GTO) method, whereas
Section 4 details the proposed GT-EQCA approach. Section 5 evaluates its performance
through comparisons with existing baseline algorithms, and Section 6 summarizes the key
findings of the GT-EQCA algorithm.
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2 Models and problem description

2.1 Service model

An IoT service refers to an autonomous software component that provides a well-defined
functionality, such as data sensing, data analysis, or information search. Each IoT service
is characterized by two dimensions: (7) Functional properties that include the semantics
of the performed operations, the behavioral specification (including preconditions, post-
conditions, and exceptions), and the service interface; (i) Non-functional properties that
describe quality-related attributes such as cost, reliability, robustness, contextual rele-
vance, and energy efficiency. In the context of [oT environments, an IoT service could be

a concrete service or an abstract service.

2.1.1 Concrete service

An concrete IoT service, denoted cs;, refers to a specific operation that, upon invo-
cation, processes input data to produce output data. It is characterized not only by
its functional characteristics but also by non-functional attributes, including QoS pa-
rameters (e.g., execution time), energy-related metrics (e.g., residual energy), and con-
textual data (e.g., localization). Formally, a concrete service is described by a vector:
cs; = {InputData(cs;), OutputData(cs;),QoS(cs;), EE(cs;)}, where InputData(cs;)
and OutputData(cs;) represent, respectively, the inputs and outputs of the service cs;,
(QoS(csj) denotes the vector of QoS parameters, and EE(cs;) refers to the energy effi-

ciency of the service cs; (see Figure II1.1).

[ Concrete service ]

[ Input Data ]: ;( Output Data ]
) §
QoS parameters
Energy-related metrics
L Contextual data J

Figure II1.1: Representation of a concrete service.

2.1.2 Abstract service

An abstract service, denoted as AS® = {csi,...,cst, ..., cs!}, represents a set of n con-

i
I
crete IoT services that share common inputs and outputs, but differ in their non-functional

characteristics (see Figure I11.2). These concrete services are functionally equivalent as
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they perform the same operations but differ in aspects such as energy efficiency and
QoS parameters. Abstract services usually serve as abstract classes because they lack
a fixed concrete implementation and are dynamic, since their concrete realization de-
pends on the concrete service chosen at runtime. This selection process must consider
non-functional properties, especially those related to QoS parameters and energy effi-
ciency. Consequently, an abstract service encapsulates a set of concrete services with
similar functionalities, thus introducing flexibility and adaptability in service provision

and utilization.

[ Abstract service ]

A

C t i
[ oncrete service ] PRPPS

h A h
Concrete service Concrete service
] see [ ]

Csj CSn

€5,

Figure II1.2: Representation of an abstract service.

2.2 Energy-related metrics

In this thesis, each concrete IoT service cs; is characterized by two energy-related metrics:
(7) the residual energy RE(cs;), which represents the remaining energy of the IoT device
that hosts the service, and (4) the energy consumption EC(cs;), which quantifies the

energy consumed during the execution of the service.

The residual energy of a concrete service cs; is computed as follows:
RE(cs;) = ED(csj) — TH(cs;) (ITL.1)

where ED(cs;) denotes the energy capacity of the device hosting the service and T'H(cs;)
refers to a critical energy threshold below which the device can no longer deliver the
service.

The energy consumed by the concrete IoT service cs; during its execution is calculated

using the following equation:

EC(cs;) = ECyunit(cs;) - ExecTime(cs;) (I11.2)

where EC,n;:(cs;) represents the rate of power consumed per time unit, and

ExecTime(cs;) is the duration required to complete the execution of the service cs;.
The energy efficiency of a concrete loT service, denoted EE(cs;), reflects the propor-

tion of residual energy remaining on the device after the service execution. It is formally

defined by the following formula:

EC(cs;)

EFE(csj) =1— RE(cs,)

(I11.3)
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Consider two concrete IoT services, cs§ and cst, which belong to the same abstract
service AS® and have energy efficiency EFE(cs}) and EE(cs}), respectively. The service

cs} is considered more efficient than the service csj, if and only if EE(cs}) > EE(cs,).

2.3 Service composition model

In the context of IoT service composition, the user’s functional requirements are typically
specified as an abstract composition model AC' = {AS,---  AS? .- AS™} where m
abstract services are interconnected via basic composition patterns that specify how these
services are linked. These patterns include sequence —, parallel ®, conditional &, and
loop ® structures | |. In a sequential structure, an abstract service AS;;; is
invoked only after the execution of its predecessor AS;. Conversely, in a parallel structure,
several services ASy,-- -, AS, within the parallel branch are executed concurrently. The
conditional structure enables selecting a single execution path AS; among multiple alter-
natives with probability P;. The loop structure allows iterative execution of a service AS;
for a predetermined number of iterations before progressing to the subsequent service.
Figure II1.3 presents an example of a service composition involving six abstract services
that can be represented as AC' =< ©®AS] — (ASy & (AS; — (AS, ® AS5))) — ASg >.
Each abstract service AS? within the composition can be instantiated by n; (1 < n; < n)
functionally equivalent concrete [oT services, which differ in terms of their non-functional

properties.

A | AS, \‘
AS, AS, @_) AS >

ASy |

AS;

Figure II1.3: Example of abstract services composition including basic patterns.

2.3.1 QoS of concrete service

The quality of a given concrete IoT service csé» is typically represented by a vector com-
prising k parameters QoS(cs}) = (¢}, -, 4L, " » 4k ), Where g; ; denotes the value
of the ¢'* QoS parameters associated with the service. Each criterion reflects a specific
aspect of the service’s performance and usability. The QoS criteria are generally catego-
rized into positive or negative attributes. A positive QoS attribute, denoted by Q, is
one for which higher values indicate better performance (e.g., availability, throughput),
and should therefore be maximized. In contrast, a negative QoS attribute, denoted by
(), is one for which lower values reflect better performance (e.g., cost, response time),
and should therefore be minimized. Table III.1 presents the QoS criteria that are used in

the service computing domain | ].
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Table III.1: The QoS criteria used in the services computing domain.

QoS criterion Description

Response Time The duration required by an IoT service to process and fulfill a user’s
request. This duration may include delay introduced by network trans-

mission during the invocation process.

Throughput The number of service requests handled by an IoT service within a

specific time interval.

Availability The degree to which an [oT service is operational and accessible during

a specific period of time.

Reliability The ability of an IoT service to correctly fulfill the operations defined

in its description and without failure.

Cost The price that a user pays to access and use an [oT service provided

by a third party.

Reputation The level of trust associated with an IoT service, typically derived

from the historical user feedback and service performance.

Security The quality aspect related to the confidentiality, authentication, and
non-repudiation of the parties involved in an IoT service use.

2.3.2 QoS of composite service

The objective of QoS-aware IoT service composition is to select, for each abstract ser-
vice, the most suitable concrete [oT service that optimizes QoS attributes, such that
the resulting composite concrete service C'C =< csjl-j, e 7cs§j, oS> (4; € {1.n})
maximizes overall utility while satisfying the global QoS constraints specified by the
user. The quality of the concrete composition C'C' is expressed by a vector QoS(CC) =
(Q1, -+ ,Qq,- - ,Qk), where @, (1 < g < k) corresponds to the aggregated value of
the ¢'* QoS criterion across all the selected concrete services belonging to the composi-
tion C'C. The aggregation method depends on the nature of the QoS criterion and the
composition patterns. Table II1.2 summarizes four main aggregation functions that are
commonly used (summation, product, minimum, and maximum) in the context of service

composition | ) .

2.3.3 Global QoS constraints

Global QoS constraints play an essential role in the service composition process, serving as
guidelines to ensure that the resulting composite service meets the user’s non-functional
requirements. These constraints represent the upper and lower bounds imposed on the

QoS attributes of the composite service, where the upper limits bound the attributes
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Table II1.2: The aggregation of QoS attributes for different composition patterns.

Aggregation pattern

QoS attributes

Sequential Parallel Conditional Loop
. n U -
Summation > Qg > g, > 4q5 D N * Qq,j
j=1 j=1 Jj=1
m m m
Product dq.j IT 94 > dgj * D; Ag.j
j=1 Jj=1 Jj=1
. . UG . aa
Minimum > min;(dq,;) > 405 D n* (g,
j=1 Jj=1
. L uL
Maximum Z Qq.j maz;(qq;) > e * D N *qq,j

<
—

<.
Il
—

to maximize, and those to minimize are bounded by lower limits | .
For example, in an e-commerce application, users may require a payment service that
minimizes transaction costs while ensuring high reliability, providing seamless and efficient
processing of purchases. Global QoS constraints guide the optimization process, leading
the composition algorithm to search for solutions that not only maximize the QoS utility
but also respect these predefined limits.

2.4 Utility function

In an IoT environment, each service s is assessed through a utility value f(s), defined as:

f(s) = qu +qosy/(s) (111.4)

where w, is the user’s preference assigned to the ¢ QoS attribute within a specific

application domain, and gos,’(s) is the normalized value of the ¢ QoS criterion, computed

as follows:
qosq(Maz)—qosq(s) . —
’ _ qosq(z\/lam)fqosq(iwin) if q€ Q
qosq (S) 054(8)—qosq(Min) (1115)
08, (3) 05, if g€ QF

qosq(Max)—qosq(Min)
such as qos,(Max) and gos,(Min) represent the maximum and minimum values of the
¢ QoS attribute, while gos,(s) corresponds to the current value of this attribute. This

normalization ensures that each QoS metric is mapped to a comparable scale before
aggregation.

2.5 Energy-efficient and QoS-aware service composition

In IoT environments, users often specify their non-functional requirements as constraints
on the QoS parameters of the composite service [ ]. These con-
straints typically take the form of lower bounds for negative QoS attributes (Q~), and
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upper bounds for positive QoS attributes (Q*). The objective of the energy-efficient and
QoS-aware service composition issue is to identify the appropriate concrete services to
realize each requested functionality in such a way that the resulting composition: (%)
complies with the needed global QoS constraints, (i7) achieves the highest utility value in
terms of QoS, and (77) reduces as effectively as possible the energy consumption of the

selected IoT services.

3 Group teaching optimization method

The Group Teaching Optimization (GTO) algorithm is a novel meta-heuristic inspired by
the group teaching mechanism | ]. This algorithm operates through
four main stages: (7) teacher assignment phase, (ii) ability grouping phase, (i) teacher
learning phase, and () student learning phase. Note that the GTO algorithm requires
only the definition of the population size and a stopping condition, without specific control

parameters, making it suitable for optimization across various problem domains.

3.1 Teacher assignment

The role of teacher assignment is to enhance students’ learning performance within the
population. The three best students in terms of fitness value are chosen to guide the

optimization process. The teacher at iteration ¢, denoted by T, is defined by the equation:

Tt _ ‘T%’irst if x%‘irst > O (III 6)
C otherwise,
Trirst T TSecond T Trhird
C — irst econ ir (1117)

3

t t t :
where 2,00 Tsecond, a0d T4 Tepresent the best three students in terms of fitness value

in the current population.

3.2 Ability grouping

The students in the population are categorized into two distinct subgroups according to
their fitness values, which reflect their learning performance. The first subgroup, called
the outstanding group, consists of students with the highest fitness values, reflecting a
high ability to learn new knowledge. The second subgroup, known as the average group,
includes students with relatively lower fitness values, representing a lower capacity to

acquire knowledge.

3.3 Teacher learning

The teacher uses different teaching strategies adapted to the abilities of the two afore-

mentioned groups of students. The aim is to optimize knowledge dissemination based on
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each group’s learning potential. More specifically, the teacher learning I is designed to
enhance the outstanding group, while the teacher learning II is devoted to improve the
average group.

During Teacher learning I, a teacher aims to enhance the knowledge of the entire
class as much as possible. Consequently, students belonging to the outstanding group can

improve their knowledge using the following equation :

X e =X+ ax T —Fx (bx M'+ ¢ x X}) (IIL8)
Mt:izn:X? (I11.9)

N =1 Z ‘
btc=1 (I11.10)

where X! denotes the knowledge of the " student at iteration ¢, N is the number of
students, T" is the knowledge of the current teacher, and M?" represents the average
knowledge of students at iteration t. The value F' is a teaching factor set to either 1 or
2, while a, b, and ¢ are random values within the interval [0, 1]. The outcome, X?;Clwhem,
reflects the student’s updated knowledge derived from the teaching process.

The teacher learning II addresses students with lower learning performance who re-
ceive focused support from the teacher to enhance their knowledge through the following
formula:

X =X/ +2x (dx (T"—- X})) (II1.11)

Teacher,i
where d is a random value within the interval [0, 1] that adjusts the degree of knowledge

update. When the new knowledge level obtained from this phase fails to enhance the

student’s performance, the following formula is applied to preserve the better composition:

Xt-‘rl o if Xt-‘rl D) > Xt
X;tiCher7i _ feache'r,z f( TjeacheT,z) f( 7,) <11112)
X} otherwise

This formula ensures that the search process is not negatively affected by non-productive
learning iterations. If the new composition generated during the teacher learning phase
does not yield a better fitness value, the algorithm retains the current composition X}.
This maintains the best solutions throughout the optimization process and prevents the

algorithm from converging prematurely to suboptimal solutions.

3.4 Student learning

Students have the opportunity to improve their knowledge independently during out-of-
class time. This can occur either through self-learning or via peer interactions. Formally,

the update of a student’s knowledge is done as follows:

X +C,+Cy ifH

t+1 _ Teacher,i
XStudent,i = tr1 . (111.13)
Xvacheri — C1+ Oy otherwise
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H = f(Xttacheri) = f(Xrtacher;) (IIL.14)

Cr=ex (Xé“t;cher,i - X;“Jgicher,j) (ITL.15)

Cy = g X (Xlaeners = Xi) (II1.16)

where e and ¢ are random values within the interval [0,1]. The term Xéﬁdem’i denotes

the knowledge of the i student at iteration (¢ + 1), obtained through learning during
the student learning phase. Similarly, XtTt;Cher, ; corresponds to the knowledge gained by
the j* student from the teacher in the previous teacher learning phase. In cases where
a student fails to improve their knowledge through this interaction phase, the following

adjustment is made using equation (II1.17):

(111.17)

XgH . otherwise

t+1 . t+1 t+1
Xt+1 _ { XTeacheT,i if f(XTeacher,i) Z f(XStudent,i)
i =

4 The proposed GT-EQCA approach

Several existing service composition approaches have notable shortcomings, particularly
their limited ability to address QoS and energy issues simultaneously. To overcome
these limitations, this thesis proposes a Group Teaching-based Energy-efficient and QoS-
aware Composition Algorithm (GT-EQCA) | | for IoT service envi-
ronments. The proposed approach has three phases: (i) Pruning concrete IoT services
that do not meet the user’s QoS requirements, (i7) Selecting the top-k concrete IoT ser-
vices based on the concept of relative Pareto dominance, and (7i7) Finding the composite
service that provides sub-optimal QoS (i.e., a composition that satisfies the global QoS
constraints while maximizing the utility value with respect to energy and QoS) using the
GTO algorithm (see Figure I11.4).

4.1 Pruning of concrete IoT services

This phase filters out IoT candidate services that do not satisfy the user’s QoS
requirements.  The process of selecting appropriate IoT services based on mul-
tiple QoS criteria constitutes a multi-objective combinatorial optimization problem
[ |. To address such issues, several resolution techniques have been
proposed in the literature, such as the lexicographic optimization method. The latter
decomposes a multi-objective optimization problem into a series of single-objective sub-
problems; each dealing with a single QoS criterion. The sub-problems are then solved
sequentially, following a predefined priority order among the criteria | | (see
Figure IIL.5).

The lexicographic optimization method is particularly applicable when there is an
order of importance between the objectives of a given problem. In this method, the

first objective is given priority over the second, the second over the third, and so
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Figure I11.4: Phases of the GT-EQCA algorithm.

Single-objective Single-objective Single-objective
sub-problem 1 sub-problem ¢ sub-problem k
e Objective 1 ¢ Objective g e Objective k

Figure II1.5: Multi-criteria lexicographic optimization technique.

forth. In the context of IoT service selection, the priority order of the problems’
objectives corresponds to the user’s preferences attributed to the QoS criteria. This
makes the lexicographic optimization method well-suited for solving QoS-aware [oT ser-
vice selection problems. Moreover, existing studies have demonstrated the effectiveness
of this method in significantly reducing the search space when selecting IoT services
| , )

In this phase, the QoS criteria are ranked in ascending order of the user’s preferences
(line 1 of Algorithm 1). The most important criterion is assigned the highest priority
(rank 1), whereas the less important criterion receives the lowest priority (rank k). For
each abstract service AS? within the composition, the concrete service cs§ that has the
optimal value qosfl(Optz'mal) for the highest-priority QoS criterion is first identified (line
5 of Algorithm 1). Based on this optimal value, a threshold is then computed to filter out
concrete services that fail to meet the expected user’s QoS level. This threshold represents
a lower bound of quality qosfl(LowB) for positive criteria (¢ € QT, line 8) or an upper

bound gos,,(UppB) for negative ones (¢ € Q7 line 15). Formally:
qost(LowB) = qosf](Optimal) - qosfl(Decrease) (IT1.18)
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qos,(UppB) = qos,(Optimal) + qos,(Decrease) (I11.19)

where qosz(Decrease) denotes the acceptable reduction of quality with respect to the ¢*"

QoS criterion, defined as:

qos,(Decrease) = qos,(Optimal) - TF, (I11.20)

Such as, T'F} is the tolerance factor that measures the acceptable reduction of the quality
regarding the ¢ criterion, ranging between 0 and 1, and varies according to the user’s
QoS preferences. The goal of this reduction in quality is to conserve energy without
compromising the user’s satisfaction. This improves service availability and extends the
composition lifetime. Finally, candidate services that do not satisfy the obtained threshold
are filtered out to reduce the search space and composition time (lines 9-13 and 16-20 of
Algorithm 1).

This filtering process is repeated for each QoS criterion according to the order of
priority. At the end of this phase, for each abstract service AS;, a set of preselected
concrete services PCS(AS;) is obtained that meet the user’s QoS requirements. The
steps of the first phase of the GT-EQCA algorithm are detailed in Algorithm 1.

4.2 Top-k selection of concrete IoT services

Assuming two concrete IoT services cs! and cs’, characterized by their respective QoS vec-
tors QoS(csl,) = (¢ .u» s s -+ Qi) a0 Q0S(csh) = (qi 4y - Qs -+ Ghry) and belonging
to the preselected service set PC'S(AS?) associated with the abstract service AS?, where

all criteria are considered to have equal priority.

4.2.1 Pareto dominance based on QoS

A concrete service cs, is said to dominate another service cs’, with respect to QoS, referred
to as s’ = cs!, if none of the QoS criteria of cs’, is worse than a component of QoS(cs!),
and at least one criterion is strictly better than a component of QoS(cs’). Formally,
csl, = csi, holds if (1) for all ¢ € QF (resp. Q7), ¢, > q., (resp. ¢, < q,), and (ii)
there exists at least one ¢ € QT (resp. Q) such that ¢, > ¢, (resp. ¢, < ,,)-

Let us consider the example shown in Table I11.3, where four candidate services cst,
csh, csb, and cs) are assessed using their energy efficiency and three QoS criteria: availabil-
ity (AV), response time (RT), and cost (CT). This example shows that for each j € [2,4],
the concrete service csé- dominates cs} in the Pareto sense, as cs§- provides better values

for all considered QoS criteria.

4.2.2 QoS attribute-based Pareto dominance

The Pareto dominance score of a concrete service csé with respect to the ¢"* QoS criterion,
denoted as PD(cs?, q), corresponds to the number of services in the set PC'S(AS*) whose

value for the ¢ criterion is worse than that of ¢s’ | |. This score
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Algorithm 1 Concrete [oT services pruning of the GT-EQCA algorithm.
Require: The composition AC' = {AS?,---  AS™}.
The user’s preferences W =< wy, - -+, wy >.
The tolerance factors TF =< TF,--- ,TF; >.
1: Rank the QoS criteria based on the user’s preferences;
2: for each AS' € AC do
PCS(ASY) = ASY;
for g =1 to k do

w

4

5 Determine cs’ / qos, ; = qos,(Optimal) ;

6 qos. (Decrease) = qos,(Optimal) - TF,

7: if g € Q" then

8 Calculate qosé(LowB) using formula III.18;
9 for each cs’ € AS' do

10: if qos, ; < qos,(LowB) then

11: PCS(AS") = PCS(AS") — {csh};
12: end if

13: end for

14: else

15: Calculate gos. (UppB) using formula II1.19;
16: for each cs} € AS® do

17: if qos; ; > qos,(UppB) then

18: PCS(AS") = PCS(AS") — {csh};
19: end if

20: end for

21: end if

22:  end for

23: end for

Ensure: Preselected concrete IoT services PCS(AS?)/i € [0, m)]

Table II1.3: QoS metrics and energy efficiency values for four candidate services.

QoS Criteria

Services Energy Efficiency
AV (%) RT (ms) CT (€)
cst 90 22 12 0.13
csh 95 21 9 0.80
csh 93 20 11 0.50
cs 91 18 10 0.06
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takes an integer value ranging from 1 to |[PCS(AS")|. A dominance value equal to 1
indicates that the service has the lowest value for the QoS criterion, while a value equal
to |[PCS(AS")| reflects the best value among all candidate services for the considered QoS
attribute.

Table I11.4 presents the Pareto dominance scores based on the QoS criterion for the
four candidate services described in the previous example. For instance, the highest
availability-based Pareto dominance (i.e., AV-based PD) is equal to 4 and is assigned to
the candidate service cs, providing the highest availability, whereas the lowest availability-
based Pareto dominance, which is equal to 1, is given to the candidate service cs® that

has the lowest availability.

Table I11.4: QoS attribute and energy efficiency-based dominance scores for four concrete

services.

Ser- QoS Dominance EE-
. b RPD

vices ased

AV-based PD RT-based PD CT-based PD PD

csh 1 1 1 2 2
csi 4 2 4 4 13.6
csy 3 3 2 3 7.5
cs 2 4 3 1 3.1

4.2.3 Energy efficiency-based Pareto dominance

The energy efficiency-based Pareto dominance of a concrete service cs;'», denoted as
PD(cs}, EE), measures the number of services within the set PCS(AS?) that have a

lower energy efficiency than the service csé» [ |. Formally:
PD(cs}, EE) = | Z| (I11.21)
Z ={csj, € PCS(AS") | EE(cs}) > EE(cs,)} (I11.22)

The value |PCS(AS")| represents the highest value of Pareto dominance based on
energy efficiency and is attributed to the concrete service having the highest energy effi-
ciency. In contrast, the value 1 represents the lowest value of Pareto dominance based on
energy efficiency and is assigned to the concrete service with the lowest energy efficiency
in the set PC'S(AS?).

In the previous example, the concrete service cs’, achieves the highest energy efficiency.
It is then assigned the highest energy efficiency-based Pareto dominance (i.e., EE-based

PD), which is equal to 4. Conversely, the concrete service csb, having the lowest energy
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efficiency among all of the services, is associated with the lowest energy efficiency-based

Pareto dominance, which is equal to 1 (see Table I11.4).

4.2.4 Relative Pareto dominance

The relative Pareto dominance score RPD(CS ) for a concrete service cs] is a scalar value
calculated from three key components: the energy efficiency-based Pareto dominance
PD(csj-,EE), the Pareto dominance values associated with various QoS criteria, and
the user’s preferences w, with respect to each QoS criterion ¢ | ].

Formally:

RPD(cs}) = PD(cs}, EE) ZPD cst,q) - (I11.23)

In the example above, assuming that 0.2, 0.3, and 0.5 are weights associated with
availability, response time, and cost, respectively. The RPD values for the four concrete

services are shown in Table 111.4.

4.2.5 Top-k concrete services

The top-k(AS*) concrete services, associated with the abstract service AS?, refer to the k&
best concrete services in terms of relative Pareto dominance extracted from the preselected
candidate set PC'S(AS"). These services are considered the most suitable to balance QoS
and energy efficiency. For instance, in the previous example, the top-2(AS?) concrete
services with respect to relative Pareto dominance is the set including services cs} and
cst.

The second phase of the GT-EQCA algorithm focuses on refining the selection pro-
cess by retaining only the top-k concrete services from each abstract service AS? for the
subsequent composition phase. This strategy significantly reduces the search space and
computation time required by the algorithm while improving the overall QoS utility of
the resulting composition. The value of k is carefully selected to reduce composition
time, while maximizing composition quality and minimizing energy consumption. The
algorithm 2 describes the steps of finding the top-k concrete services for each abstract

service involved in the composition.

4.3 Finding of the sub-optimal composite service

The third phase of the GT-EQCA algorithm aims to identify the sub-optimal composition
that offers the best balance between energy efficiency and QoS, using the GTO method.

. . 1 Z D . . .
In this context, each student X, = {z; -+, 2}, -+, 25} within the population cor-
responds to a composite service Cy = {xis, R PN 4 ™}, where x]s represents the

index of the j™ concrete service for the i*" abstract service in the s composition. The

teacher refers to the composite service having the best utility in terms of energy and
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Algorithm 2 Top-k concrete IoT services selection of the GT-EQCA algorithm
Require: The composition set AC' = {PCS*, ... PCS™},
An integer k,

User preference weights W = (wq, - -+, wy,).
1: for each abstract service AS* € AC do
2:  for each candidate service cs; € PCS(AS’) do
3 for each QoS criterion ¢ do
4 Compute PD(cs’, q);
5: end for
6 Compute PD(cs, EE) using Eq. (I11.21);
7 Calculate relative Pareto dominance RPD(cs’) using Eq. (IT1.23);
8  end for
9:  Select the top-k(AS") services based on relative Pareto dominance;
10: end for
Ensure: The top-k concrete services for each PCS(AS?) where i € [1,m].

QoS. Table II1.5 illustrates the correspondence between the GT-EQCA algorithm and the

energy and QoS-aware services composition problem.

Table I11.5: The GT-EQCA algorithm versus the energy and QoS-aware service compo-

sition problem.

GT-EQCA algorithm Energy and QoS-aware services composition

Class The population of compositions

Student A composite service in the population

Knowledge The indexes of candidate services in composition

Teacher The best composition in terms of a QoS utility value and energy
Fitness function Utility value in terms of QoS and energy

The GT-EQCA algorithm does not require the adjustment of any specific parameters
other than only two basic ones: the population size N and the maximum number of
iterations Thrq.. A population P(t) of N feasible compositions (i.e., compositions that
meet the QoS constraints) is first randomly generated by considering the top-k candidate
services for each abstract service within the composition. Each feasible composition is
denoted as Cy = {35]1‘,57 e x§78, -, o7}, where m represents the total number of abstract
services, and :czs refers to the chosen concrete service for the " abstract service in the
s composition. This population is then iteratively improved to find a sub-optimal com-
position in terms of energy consumption and QoS. The GT-EQCA algorithm proceeds
through four phases.

In the teacher assignment phase, the algorithm computes the utility value of each
composition in terms of energy efficiency and QoS. The three compositions with the

highest utility value in the population are selected to guide the remaining compositions.
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The teacher composition C% is then determined using the following formula:

eacher

t : t
Chonapey = 4 Pt 1 i =€ (II1.24)
C otherwise,

— O}irst + Og'econd + Cé’hird
3
and C%, . . denote the compositions with the first, second, and third

C

(111.25)

where C%,, .., C%

best utility value in terms of energy and QoS

irst) econd)?

In the ability grouping phase, the goal is to guide the search process using the teacher
composition more effectively. Accordingly, the compositions are sorted according to their
utility values and divided into two distinct groups. The best half compositions form
the outstanding composition group C§,,, and the remaining compositions constitute the
average composition group C% .. To enhance the convergence speed of the algorithm,
both groups use the same teacher throughout their evolution.

In the teacher learning phase, each composition within the outstanding group C§, 4

undergoes an evolution process guided by the teacher composition C%, and the aver-

eacher

age composition C%,  — of the group. Specifically, the improvement of the compositions

belonging to the outstanding group is determined by the following equations :

Chtachers = Ci+a x L (I11.26)
L = (Cleacher = F X (b X Clyean + ¢ x C7)) (I1.27)
Chtean = % zn: C (IT1.28)
=1
bte=1 (T11.29)

where N denotes the total number of compositions in the population, and C! along with

CL. oner are respectively the " and the teacher composition at iteration ¢. The term

C! .., TEPresents the average composition calculated from the outstanding group, while
F is a teaching factor that takes either the value 1 or 2. The composition CL! .

corresponds to the composition ¢ improved by the teacher at iteration ¢. The parameters
a, b, and ¢ are randomly selected from the interval [0,1]. For the group C%,,, which
contains the less effective compositions, the teacher focuses more on the average group
than on the outstanding group. In this context, each composition of the average group is
improved using the following equation:

il =Cl+2x (dx (Ch

Teacher,i

- CY)) (I11.30)

eacher

where d is a randomly generated value within the interval [0,1]. Moreover, suppose a

composition shows no improvement after the teacher phase. In this case, a verification
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step is performed to determine whether the updated composition should be retained or
replaced, as defined by the following formula :

i1 - C’}t;cher,i Zf f(Cé“Jgichehi) > f(CZt) (III 31)
Teacher,i — t ) ‘
C! otherwise

During the student learning phase, each composition in the Cf,  , and C%,, groups
is enhanced using two distinct strategies. The first strategy improves the composition
through its components, while the second strategy enhances the composition through its

neighboring ones. Formally, these two improvement mechanisms are defined as follows:

il i+ C1+Cy if H

t+1 N eacher,i
Cstudent.s = C;*;ichm — C, +Cy otherwise (II1.32)
H = f(Cflamers) > F(Clinener;) (I11.33)
Cr=ex (Citrticher,i - C'}Jgicher,j) (111.34)
Co = 9 % (Crigener; = C1) (II1.35)
where e and ¢ are two randomly generated numbers between 0 and 1. The term C?{Jdem’i

represents the composition C; improved at iteration ¢ from the student phase. Meanwhile,
CtTJgicher ; refers to the version of composition Cj that was updated during the teacher

phase. In the case where a composition does not gain improvements through the student

phase, an alternative update formula is applied as follows:

1 . 1 1
CH! = { CtTJgacher,i if (CtT—:acher,i) = Cgi_udent’i (I11.36)

t+1 . t+1 t+1
CStudent,'i if f(c ) < CStudent,i

Teacher,i

Once the process of finding the sub-optimal composite service is achieved, the algo-
rithm selects and returns the feasible composite service with the highest utility value in
terms of QoS and energy as the final sub-optimal composition. The steps of the third
phase of the GT-EQCA algorithm are presented in Algorithm 3.

4.4 Complexity analysis

The time complexity analysis of the GT-EQCA algorithm is based on five factors: m, the
number of service classes that constitute an abstract composite service; n, the number of
candidate services per service class (assumed to be the same for all classes); k, the number
of QoS attributes; N, the population size; T'x, the maximum number of iterations.

The time complexity of ranking QoS criteria based on user’s preferences is logarithmic,
that is, O(klogk). For each service class, the time required to identify the service with
the best quality value for a specific QoS attribute is O(n). Similarly, filtering candidate
services that do not meet the required QoS threshold values also requires O(n). Thus,
the time complexity of the first phase is O(klogk) + O(k - m - n). However, since the

number of QoS attributes, k, is much smaller than the number of service classes m and
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Algorithm 3 Sub-optimal composition finding of the GT-EQCA algorithm

Require: The initial population P?,
The stopping condition 7'C),
The size of population N,
The top-k(AS?) for each PCS(AS") /i € [1,m)].

1: t =0;

2: while (T'C' is not satisfied) do

3:  Calculate the utility values of compositions in P’;

4:  Sort the compositions in ascending order of their utility values;
5. Divide the population into two sub-population P}, , and P§,_;;
6:  Find the outstanding C¢,,, and the average C},, compositions;
7. Find Cf, ... using Eq. (II1.24);

8:  for each composite service C* € PE,, do

9: Perform the teacher phase using Eq. (I11.26)—(111.29) and (I11.31);
10: Perform the student phase using Eq. (I11.32);

11: Update Ct™ using Eq. (IT1.36);

12: Add C**! to the population P51 :

13:  end for

14:  for each composite service Ct € Pj_, do

15: Perform the teacher phase using Eq. (II1.30) and (II1.31);
16: Perform the student phase using Eq. (II1.32);

17: Update C*! using Eq. (I11.36);

18: Add C'*! to the population P5"L:

19:  end for

e P = P+ PR

21 t=t+4+1;

22: end while

Ensure: A new population of composite services.

the number of concrete services n, the overall time complexity of the first phase becomes
O(n -m).

The second phase involves ranking concrete services based on dominance, with time
complexity O(k - plogp), where p is the number of candidate services obtained from the
first phase. Similarly, calculating the dominance based on the energy efficiency has a time
complexity of O(plogp). Furthermore, identifying the candidate service that maximizes
relative dominance has time complexity O(plogp). For a composition with m service
classes, the time complexity of the second phase is O(k - m - plogp). Given that the
number of QoS criteria k is much smaller than the number of service classes m, the
complexity of the second phase becomes O(m - plogp).

The main computational time in the third phase depends on performing and updating

candidate services during the teacher and student learning phases. Each phase has a time
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complexity of O(m), and for each composition in the population, the time complexity for
both phases is O(m). For the whole population, the time complexity is O(N -m). Taking
into account the maximum number of iterations, T'x, the total time complexity of the
third phase becomes O(T'z - N - m).

In summary, the overall time complexity of the GT-EQCA algorithm is on the order
of O(m.n) + O(m.plogp) + O(Tx.N.m).

5 Performance study

This section analyses the performance of the proposed GT-EQCA algorithm. First, we
examine how different values of the tolerance factor and top-k influence its performance.
Then, we compare its performance with that of four relevant service composition ap-

proaches.

5.1 Simulation environment and dataset

A series of large-scale service composition scenarios was conducted. The simulations were
carried out using MATLAB R2015b on a 64-bit Windows operating system, an Intel
Core 15-5005U processor at 2.20 GHz, and 8 GB of RAM. To simplify the analysis while
preserving generality, all simulated compositions adopt a sequential execution model. This
choice is justified by the fact that other composition patterns, such as loops, conditional,
and parallel branches, can be represented using a sequential structure | ,

|. The sequential model thus provides a unified pattern for the simple
analysis and interpretation of the composition process.

The simulation scenarios use the QWS dataset | ], which
provides values for nine QoS criteria for 2507 services. The QoS parameters consid-
ered in the simulation scenarios include response time, availability, reliability, through-
put, and success rate. Since existing datasets do not simultaneously contain QoS crite-
rion values and energy features of IoT services, the realistic energy model proposed in
[ | is used to define the energy characteristics of the ser-
vices in the QWS dataset. Each device is initialized with a battery level Cj,;1; randomly
chosen from the interval [0.7-C,00, Crnaz ], where Cop = 1500 mA.h denotes the maximum
battery charge. The energy consumed by an IoT service for every invocation is uniformly
distributed from the interval [10*> mA - s,10* mA - s]. After invocation, the residual en-
ergy is updated accordingly. To ensure energy efficiency during composition, only services
hosted on devices with residual energy higher than the threshold Crp eshord = 0.3 © Crige
are considered. The integration of this energy model with the QWS dataset results in a

realistic dataset suitable for evaluating large-scale IoT service composition algorithms.
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5.2 Baselines and performance metrics

We evaluate the performance of the GT-EQCA algorithm by comparing them with
four well-known service composition baseline approaches: the Teaching Learning
optimization-based Services Composition (TL-SC) approach | |, the
Genetic Algorithm-based Services Composition (GA-SC) approach | ],
the Particle Swarm optimization-based Services Composition (PS-SC) approach
[ |, and the Particle Swarm optimization and Gray Wolf optimizer-
based Services Composition (PSGW-SC) approach | |. For each simula-
tion scenario, the results are averaged over 50 independent runs, and the comparative

analysis is based on the following key performance metrics:

o Composition time: indicates the time required by each algorithm (GT-EQCA,
PSGW-SC, GA-SC, PS-SC, and TL-SC) to determine the sub-optimal composite

service.

o Energy consumption of the composite service: refers to the total energy consumed

by the set of concrete services selected in the sub-optimal composite service.

o Utility value of the composite service: represents the overall QoS utility value

achieved by the sub-optimal composite service obtained by each algorithm.

5.3 Performance analysis of the GT-EQCA algorithm

The influence of the tolerance factor and the top-k parameter on the performance of the
GT-EQCA algorithm is evaluated through a service composition scenario involving 5 ab-
stract services, each associated with a number of concrete services varying from 2000 to
10000 and randomly selected from the QWS dataset in each simulation scenario. Further-
more, five QoS constraints are imposed on the overall composition and are determined
using a statistical approach that considers the average QoS values of candidate services
for each abstract service in the composition | |. The population size is set

to 20 compositions, and the algorithm is executed for a maximum of 100 iterations.

5.3.1 Impact of the tolerance factor values

This simulation scenarios investigate the impact of the tolerance factor on the preselec-
tion time, energy consumption, and the QoS utility value achieved by the GT-EQCA
algorithm.

As illustrated in Figure II1.6, the tolerance factor has a positive correlation with the
preselection time. Specifically, when the tolerance factor is relatively low (i.e., TF' < 0.4),
the GT-EQCA algorithm requires less time for the preselection phase. In contrast, when
the tolerance factor exceeds 0.4 (i.e., TF > 0.4), a large number of candidate services
satisfy the QoS threshold values, resulting in a significant increase in the preselection
time required by the GT-EQCA algorithm.
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Figure II1.6: Impact of the tolerance factor on the preselection time for different numbers

of candidate services.

As shown in Figure II1.7, the energy consumption of the composition is inversely pro-
portional to the tolerance factor. Specifically, energy consumption tends to decrease when
the tolerance factor is relatively high (i.e., TF > 0.4) and to increase when it is low (i.e.,
TF < 0.4). A higher tolerance factor increases the probability of identifying candidate
services with higher energy efficiency, thus reducing the overall energy consumption of the
composite service. However, this benefit results in a significant increase in the preselection
time (see Figure I11.6).

Figure I11.8 shows that the QoS utility of the composite service is relatively high when
the tolerance factor is low and decreases slightly as this factor increases. However, this
utility remains stable as the number of concrete services increases. This stability can be
explained by the fact that the preselection process effectively selects the most relevant
candidate services using the lexicographic ordering and the top-k selection mechanism.
This approach promotes services with higher QoS attributes, ensuring that only the most
appropriate candidate services are retained for the composition process. However, al-
though the utility value is maximized when the tolerance factor is set to 0.2, this results
in a significantly high energy consumption.

In summary, a tolerance factor that exceeds 0.4 leads to a significant increase in the
preselection time, and the QoS utility of the composition hardly decreases. However,
when this factor is lower than 0.4, energy consumption increases substantially. Therefore,

setting the tolerance factor at 0.4 offers a good trade-off between energy consumption,
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QoS utility, and preselection time in the context of the GT-EQCA algorithm.

5.3.2 Impact of the top-k values

This simulation scenario explores how the variation of the top-k parameter influences
the composition time, energy consumption, and the QoS utility value of the GT-EQCA
algorithm.

As illustrated in Figure I11.9, the composition time increases proportionally to the
value of the top-k parameter, regardless of the number of candidate services. This in-
crease is mainly due to the expansion of the search space as the top-k value increases,
leading to an increase in composition time. However, the number of candidate services
does not significantly affect composition time, since the algorithm primarily selects the
best services from the preselected candidates set based on their relevance and quality,
rather than exploring the entire set of services. Figure II1.10 illustrates that the energy
consumption decreases with the top-k value. This reduction results from pruning con-
crete services that are inefficient in terms of energy consumption, therefore improving
the overall efficiency of the composition process. Figure I1I.11 demonstrates that when
the top-k value decreases, the QoS of the composite service does not decline significantly.
This is because the preselection phase effectively filters out services that do not meet the
user’s QoS constraints, ensuring that only the most suitable services are selected for the

composition process.
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On the light of this scenario, we can conclude that when top-k is equal to 4, the
composition time and energy consumption are lower than those obtained in the case of
the other values of top-k. At the same time, the QoS utility decreases slightly and in an
insignificant manner. This means that the QoS of the resulting composite service is not
affected by the decrease of the top-k value. Accordingly, the best value of top-k that gives
good performance with the GT-EQCA algorithm is equal to 4.

5.4 Performance comparison and discussion

The simulation scenarios carried out in this section consider a service composition of 5
abstract services, each associated with a randomly selected set of 2000 to 10000 concrete
services extracted from the QWS dataset. The number of user’s QoS constraints is set
to 5, where each constraint is derived using a statistical approach based on the average
QoS values of concrete services belonging to each abstract service of the composition
[ ]. All algorithms are evaluated using a population size of 20 compositions
and a maximum of 100 iterations. For the GT-EQCA algorithm, the tolerance factor is
set to 0.4 and the top-k value to 4. For the GA-SC algorithm, the crossover and mutation
probabilities are set to 0.7 and 0.3, respectively. For the PS-SC and PSGW-SC algorithms,

the inertia weight is set to 0.5, whereas the coefficients C'; and C5 are equal to 2.

5.4.1 Composition Time

This simulation scenario aims to evaluate and compare the composition times of the GT-
EQCA algorithm with those of the PS-SC, PSGW-SC, TL-SC, and GA-SC algorithms.
As illustrated in Figure I11.12, the GT-EQCA algorithm outperforms the baseline ap-
proaches in terms of composition time, even as the number of concrete services increases.
Specifically, the GT-EQCA algorithm can find a sub-optimal composite service in less
than 25 milliseconds, while the PS-SC, GA-SC, TL-SC, and PSGW-SC algorithms re-
quire over 48, 75, 331, and 581 milliseconds, respectively, when the number of concrete
services per abstract service is equal to 10000. The GT-EQCA algorithm demonstrates
a significantly faster composition process compared to the PS-SC, GA-SC, TL-SC, and
PSGW-SC algorithms. This outcome can be explained by the fact that the strategy
adopted in each phase of the proposed algorithm plays a key role in reducing the overall
composition time. More precisely, the GT-EQCA algorithm begins with a preselection
phase that filters out concrete services that do not satisfy the user’s QoS constraints and
applies a relative Pareto dominance approach to retain only the most promising concrete
services for the composition process. This two-step filtering process significantly reduces
the search space, thus accelerating the composition process. Moreover, the exploration
mechanism used in the GT-EQCA algorithm is designed to guide the search toward high-
quality compositions, leading to rapid convergence and further reducing the time required

to find a sub-optimal service composition.
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5.4.2 Emergy consumption

This simulation scenario compares the energy consumption of the GT-EQCA algorithm
with those of PS-SC, PSGW-SC, GA-SC, and TL-SC algorithms under varying the num-
ber of concrete services. As shown in Figure I11.13, when each abstract service is associ-
ated with 10000 concrete services, the PSGW-SC, GA-SC, PS-SC, and TL-SC algorithms
consume approximately 78.66%, 88.84%, 93.1%, and 94.6% more energy than the GT-
EQCA algorithm. The main factor contributing to the GT-EQCA algorithm’s lower
energy consumption is the consideration of the energy profile of concrete services during
the selection process. Moreover, applying the relative Pareto dominance principle facil-
itates the selection of the most energy-efficient concrete services. This principle ensures
that the algorithm favors services that not only fulfill the user’s QoS constraints but also
minimize energy consumption. As a result, the energy savings achieved by the GT-EQCA
algorithm enhance the availability of the services involved in the composition and extend

its overall lifetime.

5.4.3 Utility value of the composition

This simulation scenario compares the QoS utility obtained with the GT-EQCA algorithm
against the TL-SC, PS-SC, PSGW-SC, and GA-SC algorithms under varying numbers
of concrete services. As illustrated in Figure I11.14, the QoS utility achieved by the GT-
EQCA algorithm remains high, ranging from 0.85 to 0.87, as the number of concrete

services varies from 2000 to 10000. This utility value is significantly higher compared to
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those obtained by the TL-SC, PS-SC, GA-SC, and PSGW-SC approaches, which range,
respectively, from 0.69 to 0.70, 0.68 to 0.70, 0.65 to 0.67, and 0.63 to 0.64. This outcome
can be explained by the GT-EQCA algorithm’s use of the relative Pareto dominance
principle to select the top-k concrete services with the highest QoS values, enhancing
the overall utility of the composition. Moreover, the GT-EQCA algorithm outperforms
other approaches by employing a self-learning process and the interaction with other
compositions, which avoids an early convergence to a sub-optimal composition in terms
of QoS. Additionally, each composition of the GT-EQCA algorithm is improved using
its appropriate learning strategy, enabling the generation of new compositions that offer
a higher QoS utility value. It should be noted that the PSGW-SC algorithm has the
lowest QoS utility among the other algorithms. This approach combines the PSO and
GWO methods to guide the service composition process. However, their combination
fails to improve the algorithm’s exploration or exploitation capabilities, limiting their

contribution to improving the composition process.

6 Conclusion

This chapter proposed a novel algorithm to address the energy-efficient and QoS-aware
service composition problem within the IoT environment. The proposed GT-EQCA ap-
proach enhances composition availability by minimizing the energy consumption of ser-

vices while satisfying the user’s QoS constraints. The process begins with a service prun-
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ing phase that filters out concrete services that do not meet predefined QoS constraints,
ensuring that only the relevant services are selected for the next phase of composition.
Subsequently, the algorithm exploits the concept of relative Pareto dominance to select
the most suitable concrete services based on both QoS and energy efficiency. Finally, sub-
optimal composite service in terms of QoS and energy is obtained by applying a group
teaching optimization method. The simulation scenarios show that the GT-EQCA algo-
rithm significantly outperforms four baseline approaches in terms of composition time,
while achieving sub-optimal composition in terms of QoS. Furthermore, the proposed ap-
proach proves to be highly efficient in terms of energy conservation, thereby increasing
service availability. The following chapter presents the second contribution of this thesis,
which addresses the service composition problem in dynamic environments. This contri-
bution overcomes the limitations of existing approaches, including the one proposed in
this chapter, by integrating mobility into the composition process to better manage its

impact on QoS attributes and energy efficiency.
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Chapter IV

Mobility and energy efficient service
composition algorithm with QoS
guarantee for large scale

Cyber—Physical-Social Systems

1 Introduction

In the context of large-scale CPSS, service composition faces several challenges due to the
dynamism of environments, the mobility of users and services, along with the resource-
constrained devices that host them. During the past two decades, several approaches have
been proposed to address the service composition problem by considering, separately or
jointly, QoS, energy, or mobility issues. QoS-aware service composition approaches gener-
ally ensure high-quality compositions but often neglect energy efficiency, leading to pre-
mature service unavailability. Energy-aware approaches aim to extend the service lifetime
by reducing energy consumption but do not meet users’ QoS requirements. Some recent
work combine QoS and energy constraints but ignore mobility, which is a decision factor
in dynamic and large-scale CPSS environments. The few studies that consider mobility
often rely on random movement models that fail to capture realistic mobility patterns,
reducing the reliability of composition in real world scenarios. The first contribution of
this thesis partially addressed these limitations by integrating QoS and energy-awareness
into the service selection process using a group teaching optimization method. However,
the GT-EQCA algorithm did not consider user mobility or realistic mobility patterns,
which remain essential challenges for reliable service composition in dynamic CPPS envi-
ronments

To address this limitation, this chapter introduces the learning-based swarm
optimization-aware service composition algorithm (LS-SCA) that simultaneously accounts
for the user’s mobility, energy constraints, and QoS requirements during the service com-
position process. The subsequent parts of this chapter are organized as follows. Section

2 introduces the mobility and energy models, along with the problem of mobility-aware
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service composition considering energy and QoS issues. Section 3 provides a motivational
example to illustrate how the user’s mobility impacts the energy consumption and QoS
of services within the composition process. Section 4 describes the two-phase learning-
based swarm optimization method exploited in this work. Section 5 details the proposed
learning-based swarm optimization QoS-aware service composition (LS-SCA) approach
along with an application scenario. Section 6 evaluates the performance of the proposed
approach with respect to six recent baselines, whereas Section 7 summarizes the finding

of this chapter.

2 Models and problem description

This section introduces the fundamental concepts related to the service composition issue,
along with the mobility and energy consumption models used in this chapter. Further-
more, a new utility function is defined to evaluate services considering QoS, energy, and

mobility aspects.

2.1 CPSS device

A CPSS device D refers to a fundamental unit characterized by the ability to integrate
digital, physical, and social components. This device is defined as a 3-tuple (Idp, Sp, Eges)

where:
e Idp denotes the unique identifier of the CPSS device.

o Sp represents the set of CPSS services provided by the device. These services
encompass a variety of functionalities (data sensing, processing, communication,
actuation, user interaction, etc.) and capabilities that contribute to the device’s

role within a CPSS framework.

o FEpes refers to the residual energy level of the CPSS device, representing the amount
of energy available to perform tasks in a CPSS environment. This parameter is
essential to evaluate whether the device can continue to operate efficiently or if its

energy may limit its ability to participate in the service composition process.

2.2 CPSS service

A CPSS service s; is expressed as a 5-tuple (1,0, D, QoS, ECyy;:) where each component
plays a significant role in defining the proprieties and performance of the service within

the CPSS.

[ represents the size of the input parameters required by the CPSS service s;. This
size determines the amount of data processed by the service, which can affect the

computation time.
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e O denotes the size of the output parameters generated by the service s;. The
output size determines the bandwidth required for data transmission and the storage

capacity needed to retain the service’s results.

» D is the device that hosts the CPSS service s;, which can be a physical sensor, a
computer, or a virtual machine. The association between a service and its hosting
device determines the service’s execution environment that directly impacts its per-
formance based on the device’s processing power, network connectivity, and battery

energy level.

e QoS is the quality of the CPSS service s; represented by a vector of k criteria
QoS(s;) = (q1j g ), where g, ; refers to the value taken by the ¢ QoS

criterion that can be positive QT (e.g., availability) or negative @~ (e.g., cost).

o ECypni denotes the energy consumption of the CPSS service s; during its execution.

This parameter is crucial to assess the energy efficiency of the service.

2.3 Composite service

A composite service C' within a CPSS is defined as a 4-tuple (SC, ST, QoS, EC) where :

o SC represents the set of CPSS concrete services that constitute the composite ser-
vice C'. These services are individual executable components that together form the

functionality of the composite service.

o ST = {R(cs;,cs;j)} is the structure of the composition plan, where R refers to the
composition pattern that links two services cs; and cs;, including loop ®, switch @,

sequence —, and parallel ®.

e QoS refers to the quality vector of the composite service C', such as QoS(C) =
(Q1--Qq- - Q) where Q, is the value taken by the ¢'" criterion. This value is
computed by aggregating the ¢ values of the CPSS concrete services that belong
to the composite service C'. According to the type of QoS criterion and the structure
of the composition plan, there are four aggregation functions: summation, product,

minimum, and maximum | , ].

o FEC represents the energy consumption of the composite service C' which is calcu-
lated as the summation of the energy consumed by CPSS concrete service belonging

to the composition.

2.4 Mobility model

Managing the user’s mobility is crucial during the composition process, since the service-
related data may change according to the user’s location. The Small World in Motion

(SWIM) mobility model [ | is employed in this chapter to generate
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realistic user’s mobility traces. This model captures social behavior and interactions be-
tween users, enabling a more accurate simulation of movement patterns. Additionally, the
SWIM model has been widely used in previous studies and has demonstrated reliable per-
formance compared to other mobility models | |. The SWIM mobility
model characterizes human movement based on two principals : (7) people usually visit
popular locations near their homes more frequently and rarely go to less popular places
far away from their homes; (i7) people spend most of their time at these popular locations,
such as workplace or frequently visited public area. In this model, each user U is identified
by its home location, which serves as the central reference point for generating mobility
patterns. The environment is divided into several destination points. Each destination C'
is assigned a weight w(C') that reflects its popularity and is inversely proportional to its
distance between the destination from the user’s home location. More specifically, let U
be the user, h, the user’s home location, and C' be a potential destination cell. Since h,,
is a point and C' represents a cell, the distance is measured from h, to the center of the
cell C. The weight w(C') that the user U assigns to the destination cell C' is calculated
as follows:

w(C) = « - distance(h,, C) + (1 — a) - seen(C') (IV.1)

where distance(h,, C') is the distance between the user’s home location h,, and the cell C,
while seen(C') measures the popularity of the cell C' that represents the number of users
observed by the user U during previous visits to this cell. This number is initially set
to 0 and is updated each time the user U reaches a destination within the cell C. The
parameter « takes a value within the range [0, 1] and is used to determine whether users
prefer visiting popular locations or those nearby. Once a destination is chosen, the user
moves along a straight path toward this destination at a constant speed proportional to

the travel distance.

2.5 Mobility-aware service composition

The mobility-aware service composition in CPSS aims to select the most appropriate con-
crete service that accounts for the user’s mobility traces to form a composite service. The
latter must not only satisfy the user’s functional requirements but also ensure high QoS
and minimal energy consumption, while taking into account the user’s mobility. Dealing
with the mobility issue in the composition process includes two key steps: (7) calculat-
ing a mobility-related metric, called hereafter aptitude M, for all possible connections
between the mobile user and the devices hosting services within the user’s coverage area;
(7i) selecting services that have the highest aptitude values with respect to the mobile
user’s device.

The aptitude value M;(s;) is defined as the expected time during which a user U; who
invoked the service s; stays within the coverage area of this service. The value of M;(s;)

can be calculated as follows:
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Mi(s;) = =2 (1V.2)

where v; is the velocity of the user U; and D; ; refers to the expected distance that the

user U; will travel within the signal range of the device offering the service s; (see Figure
IV.1). The value of D; ; is calculated as follows:

Diﬂ' = \/RJ2 - (diﬂ')Q + 2Rj : di,j - cosf (IV3)

Service sj R,

Signal range

Figure IV.1: The aptitude value M used in the LS-SCA approach.

where R; is the distance between the service s; and the user destination, d; ; represents
the distance between the user U; and the service s;, whereas 6 is the angle between the
direction vectors @ and F The vector @ indicates the direction of the user’s movement
as determined by the SWIM mobility model, and F points out the direction from the
user U; to the device providing the service s;. Let (x,y) and (a,b) be the positions of a

user U; and a service s;, respectively. The vector f = (a — z,b — y) and the angle 6 can

%
0 = arccos — F (IV.4)
EOEL

2.6 Energy consumption model

therefore be calculated as follows:

As users move from one location to another in a CPSS environment, their devices (e.g.,
smartphones, tablets) often need to switch networks or access points. This transition
can lead to a loss of connectivity or network handovers that can potentially impact the
energy consumption of devices. Furthermore, the services chosen for the composition
process are usually provided by devices with low-energy batteries. These services may

become unavailable due to the battery overuse, leading to composition failures. The
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service composition process should thus take into account the energy issue to ensure the
continuity of the composition.
The energy consumed during the invocation of the composite service C' can be calcu-

lated as follows:

E(C) =" Egoba(s;) (IV.5)

S]'EC

where Ejopai(s;) is the total energy consumed during the invocation of the candidate
service s; belonging to the composition C'. This energy consumption is formally calculated

as follows:

Eglobal(sj) = Erun(sj) + Einv(sj) (IVG)
where E,,,,(s;) and Ej,,(s;) refer, respectively, to the energy consumed during the running
and the invocation of the concrete service s;.

2.6.1 Energy consumption of a service running

The energy consumed during the running of the concrete service s; is calculated as:
Erun(s;) = ECunit(s;j) - ExecTime(s;) (IV.7)

where ECy,(s;) and ExecT'ime(s;) represent, respectively, the power consumption rate

during service execution and the execution duration of the service s;.

2.6.2 Energy consumption of a service invocation

The energy consumed by a mobile device during the invocation of the service s; includes
the energy consumption of data transmission and the energy consumption during the
standby state. Formally:

Einv(sj) = ECup + ECidle + ECdown (IV8)

« EC,, represents the energy consumed to send the input parameters of the invocation

request, calculated as follows :
ECu,, =py -ty (IV.9)
with p, refers to the power spent by the mobile device to upload the service request

and t, is the upload duration computed as follows:

D
ty = — IV.10
v, ( )

such as D, is the data size of the service request and V, is the transmission speed

between the user and the device that hosts the service.
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o EC;4. refers to the energy consumed by the mobile device in the standby state while

waiting for the execution of the service. Formally:
ECidle = Ps ts (IVll)

where p, is the power of the mobile device in standby state during processing of the
service request and t, represents the response time of the service.
o ECgoun is the energy consumption of the mobile device when receiving the execution

result of the service invocation, which is computed as follows:
ECdown = Pa - lq (IV12)

such as pg is the power of the mobile device when the user downloads the execution
result from the device hosting the service, and ¢4 is the download duration, calculated
as follows:

Dy
TV

where Dy represents the size of the data returned from the execution of the service

ty (IV.13)

and Vj is the transmission speed between the mobile user and the device hosting the

service.

2.7 Utility function

A composite service C' is evaluated using three utility values depending on QoS, energy,

and mobility.

2.7.1 QoS utility value

To evaluate a composite service C' considering the QoS criteria, a utility value Ug,s(C)

is computed as follows:
k
Ugos(C) =Y _wy-Q,(C) (IV.14)
q=1

where w, refers to the user’s preference assigned to the ¢'* QoS criterion in a specific
application domain and Q,'(C) represents the normalized value of the ¢ QoS criterion.

This value is computed using Equation (II1.5) presented in Subsection 2.4 of Chapter 3.

2.7.2 Energy utility value

To ensure service availability, the service composition process should select the most
energy-efficient services by considering the residual energy of the devices and the energy
cost of the services. The energy utility value of a composite service C' is calculated as the
ratio between the energy consumption of the service invocation and the energy level of

the devices that host the services that belong to the composition. Formally:
E(C)

Uenergy(C) = m (IV.15)
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where FE(C') represents the energy consumption of the composite service invocation and
Fres(C) denotes the residual energy of the devices hosting the services belonging to the
composition C, calculated as follows:

ER@S(C) = Z ERes(Sj) (IV16)

Sj eC
where ERes(sj) is the residual battery energy of the device that provides the concrete
service s;. Note that a lower Uepergy(C') means a better energy efficiency of the composite

service.

2.7.3 Mobility utility value

To evaluate a composite service C' considering mobility criteria, a mobility utility value

Unobitity(C') is calculated as follows:
Umobility(c> = mins]-EC(Mi(Sj» (IV]_?)

where M;(s;) represents the aptitude value calculated using formula IV.2.

2.8 Global utility value

The Tchebycheff norm is a mathematical measure that aggregates multiple criteria into a
single value | ) |. This norm is used in this chapter
to assess composite services considering three criteria: QoS, energy, and mobility. This
assessment is based on the concept of ideal service that refers to the vector of optimal
utility values for each criterion. The Tchebycheff norm calculates the maximum distance
between a given composite service and the ideal composition considering these three cri-
teria, enabling comparison and ranking of composite services based on their QoS, energy,
and mobility.

Definition 1. Let S be the set of composite services, and let ¢y - - - ¢, be the utility values
associated with the n criteria. The ideal composite service C* = (¢ ---ck) is a vector
such as:

ci = maxces(c;(C)),Vi e {1---n} (IV.18)
where ¢;(C) is the utility value of the criterion i associated with the composition C.

For a given criterion, the difference between the ideal composite service C* and the
value of a composition C' refers to the regret of choosing this composite service as a

near-to-optimal composition.

Definition 2. Let C* = (¢} - - - ¢}) be the ideal composite service considering n criteria in
the context of service composition and let (cy---cy,) be the utility values associated with
these criteria. Let C' € S be a solution for the service composition problem. The regret

R(C,i) of a composite service C with respect to the i" criterion is calculated as follows:
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Ri(C) =c — ¢ (C) (IV.19)

where i represents one of the criteria considered in this chapter (QoS, energy, and mobility
), ¢t is the ideal utility value associated with the i'™ criteria, and c;(C) is the utility value

of the i'" criteria associated with the composite service C.

The min-maz regret method can be used to identify the composition that minimizes

the maximum regret with respect to the considered criteria.

Definition 3. Let e and €’ be two solutions, and Ry - - - R, the functions measuring regret
according to the n criteria. The solution e is preferred over the solution e’ considering

the min-max regret method if and only if:
maz({R;(e) |i € {1---n}}) <max({R;(e') | i€ {1---n}}) (IV.20)

Let C' and C’" be two feasible compositions and Ry,---, R, the utility values that
represent the regret on energy, QoS, and mobility. In this chapter, the Tchebycheff norm
of composition C, also called the max-regret, represents the global utility value of com-

position C' that is computed as follows:
U(C)=max({R;(C) |i e {l---n}}) (IV.21)

The composition C is preferred over the composition C’ when considering the Tcheby-
cheff method if and only if:
U(C) < U(C) (Iv.22)

Consider the example given in Table IV.1, where three compositions C, Cy and Cj5 are
characterized by their utility values in terms of QoS, energy, and mobility, respectively,
referred to as Ugos, Uknergy, Untobitity- For instance, the composition C} has high utility
values considering QoS and energy, but it has the lowest mobility utility, whereas the
composition Cj is the most balanced composition since it has no high utility value for any
of the three criteria or a poor value for any of these criteria.

The values Rgos, Renergy, and Raropitity for a composition C; represent the regret
of each criterion that is equal to the distance between the utility vector of the ideal
composition C* = (0.85,0.90,0.60) and the utility vector of the composition C;. The
global utility value of a composition C; is computed by aggregating its individual criteria
using the maximum regret value among them. The most balanced composition is one with
the minimum max-regret value. In this example, the composition C} is the most balanced
as it achieves the minimum max-regret which is equal to 0.15, making this composition
the preferred choice in all three criteria.

3 Motivation scenario

In this section, a motivation example is provided to illustrate how the user’s mobility

can impact the energy consumption and the QoS of services involved in a composition
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Table IV.1: Example of Tchebycheff method considering three feasible compositions.

Compositions C, Cy Cs
QoS 0.4 0.85 0.7
Energy 0.9 0.30 0.75
Mobility 0.6 0.35 0.5
Rgos 0.45 0 0.15
REnergy 0 0.6 0.15
Rrobitity 0 0.25 0.1
max(Roos, Renergy, Rovitity) 0.45 0.6 0.15

process. Let Simon be a professor of medicine who must perform a surgical operation
at a hospital center. To provide a detailed overview of the patient’s critical situation
before the beginning of the intervention, Simon invokes a teleconference service along his
way using his smartphone, allowing him to communicate in real time with the assistant
surgeons already in the operating room.

Simon’s path goes from the university located in zone A and passes through zone
B before arriving at the hospital in zone C' (see Figure 1V.2). Along this path, three
mobile network operators (OP1, OP2, and OP3) provide teleconference services, each in
a specific zone : OP1 in zone A, OP2 in zone B, and OP3 in zone C. In each zone,
the operator offers three different teleconference services (csi, ¢sq, ¢s3), which together
constitute an abstract service for that zone. Each teleconference service is defined by two
QoS criteria: response time RT and cost C' (see Table IV.2).

Table IV.2: QoS criteria of teleconference services in the motivation example.

Zone A Zone B Zone C
Services
RT C RT C RT C
cS1 20 5 21 2 24 3
CSo 25 1 17 4 20 1
cS3 13 2 15 7 18 1

In conventional service composition approaches that do not account for mobility, the
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Figure IV.2: Motivation scenario of the LS-SCA approach.

service selection is only based on QoS criteria. In this case, the selected composite service
is C' = < ¢s3, ¢s1, csg > provided, respectively, in zones A, B and C. This combination has
the highest QoS utility value, F(C) = 0.8295, calculated using Equation (II1.4) presented
in Section 2.4 of Chapter III, where the weights assigned to QoS attributes are wrr = 0.5
and we = 0.5.

In the case where mobility is considered during the composition process, the service se-
lection must be dynamic to ensure optimal performance within each zone along the user’s
trajectory. Due to the variation in network coverage among the three mobile operators,
the signal strength fluctuates from a zone to another, resulting in services with different
QoS values and energy consumption. Accordingly, it is crucial to select the operator that
provides the most reliable and stable coverage throughout all areas of Simon’s route to
avoid dropped calls or communication interruptions. Additionally, mobility-aware selec-
tion improves energy efficiency, as the Simons’s device avoids frequent signal searches, thus
extending the lifetime of the device battery. Table IV.3 shows the energy consumption of
services provided by operators in zones A, B and C.

To determine the best composite service, the energy and QoS are considered to calcu-

late the overall utility as follows:

U(C) = Uepergy(C) - Ugos(C') (IV.23)

where Uepergy(C) and Uges(C) represent, respectively, the energy utility and the QoS
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Table IV.3: Energy consumption of teleconference services in the motivation example.

Services Zone A Zone B Zone C
cS1 1 3 5)
CS9 3 1 3
CS3 5! 3 1

utility of the composite service C'.

As explained above, when mobility is not considered during the composition process,
the composite service C' = < cs3, ¢s1, ¢s3 > achieves a utility value U(C') = 0.3318 using
Equation (IV.23). However, when a mobility-aware service composition is applied, the
selected composite service becomes C' = < ¢sy, ¢sg, ¢s3 >, achieving a higher utility value

of 0.5398, which represents an improvement of approximately 62%.

4 'Two-phase learning-based swarm optimizer for

large-scale optimization

The two-phase learning-based swarm optimizer (TPLSO) is a novel reinforced
competition-based learning strategy for particle swarm optimization inspired by nature
and cooperative learning behavior in human society | ]. This algorithm
evolves in several iterations, each carried out through two phases: (i) the mass learning

phase and (i) the elite learning phase.

4.1 Mass learning

A swarm P;(t) in iteration ¢ contains N P particles, where NP is the size of the swarm.
These N P particles are divided into % study groups. The particles in each group may
have different exploration and exploitation abilities to traverse the objective space. Con-
sequently, particles within a group should be treated differently during the evolution
process. In this phase, three particles are randomly selected from the swarm Pj(t) for
competitions. The particle with the best fitness is called winner W, whereas the remain-
ing two particles designed by L1 and L2 are called losers. The winner is directly passed
to the elite learning phase. The loser L1 updates its position by learning from the winner
W according to the formula (IV.25), whereas the loser L2 updates its position by learning
from the winner W and the first loser L1 according to the formula (IV.24). Formally:

VL2 =R VL2 + RQ(XW - XLQ) + ¢ Rs (XLl - XLQ) (IV24)
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VL1 - Rl VL1 + RQ(XW - XL1) + ¢ Rg (X - XLl) (IV25)
XLz‘ = XLi + VLi;i =1,2 (IV26)

where Xy represents the position of the winner W, whereas X, and V, refer to the
position and the velocity of the loser L;. R1, R2, and R3 are three random numbers
within the range [0,1]. The parameter ¢ is within the interval [0,1] that controls the
influence of X;, or X where X is the mean position of the group to which the particle

belongs or the mean position of the entire swarm.

4.2 Elite learning

In this phase, the particles in P;(t) are sorted in ascending order with respect to their
fitness values. The top N particles are selected to form a new swarm P, whereas the
remaining particles are passed directly to the next iteration without position update. Note
that P, consists of particles that have better fitness values than the remaining particles
in the swarm P;(t). These particles are usually more informative and play a critical
role in the learning process of other particles and are likely to be closer to the optimal
solution. Each particle j in P}, updates its position X; and velocity V; by learning from

two randomly selected particles Xr; and X7y that have a better fitness value. Formally:

‘/j - Rl V7 + RQ(XH - Xj) + ¢ Rg (Xrg - X]) (IVZ?)
X;=X; +V (IV.28)

where j, r; and ry represent three particle indexes. Note that r; < r9 < j means that
particle j is lower than particle ro in terms of fitness value, which in turn is lower than

particle r;. Thus, X; is worse than X,,, which is worse than X, .

5 The proposed LS-SCA approach

Several existing service composition approaches do not simultaneously address the chal-
lenges posed by user mobility, energy limitations, and QoS requirements in large-scale
CPSS. These challenges become more critical when services are hosted on mobile devices
with limited resources and dynamic availability. To overcome these limitations, this thesis
proposes a learning-based swarm optimization QoS-aware service composition algorithm
(LS-SCA) | ]. The proposed approach begins with the use of the
SWIM mobility model to generate realistic user’s mobility traces. An energy consump-
tion model is then introduced to improve energy efficiency by reducing excessive battery
usage, which could decrease service availability and lead to composition failures. Finally,
the TPLSO method is applied to find a sub-optimal service composition that satisfies
global QoS constraints while maximizing overall utility in terms of mobility, energy effi-

ciency, and QoS.

103



Chapter IV. Mobility and energy efficient service composition algorithm with QoS guarantee
for large scale Cyber—Physical-Social Systems

To address the service composition problem in large-scale CPSS, each composition is

modeled as a particle within a swarm, and the TPLSO algorithm is used to guide the

1 i D
Jp? » Tjps ,Tjp} represents the

, Where x; » 1s the index of the 5" can-

search process. In this context, the particle X, = {z

th

; : — L1 i m
p""* composite service C), = {xjﬁp, ST T

didate service in the i*" abstract service of the p!” composition. The mapping between the
TPLSO algorithm and the QoS-aware service composition problem considering mobility

is shown in Table IV .4.

Table IV.4: TPLSO algorithm versus mobility and QoS-aware service composition prob-

lem.

TPLSO algorithm Mobility and QoS-aware service compo-
sition

Swarm Population of compositions

Particle Composite service

Particle with the best position Best composition in terms of QoS utility

Position vector values Indexes of candidate services

Mass learning Improvement of compositions

Elite learning Learning from the b composite services

Fitness function Utility value in terms of QoS, energy, and mo-
bility

5.1 LS-SCA algorithm phases

The Learning-based Swarm optimization QoS-aware Service Composition Algorithm (LS-
SCA) begins by initializing several parameters : the population size NC, the sub-
population size K, the maximum number of iterations that acts as the stopping condition
TC, and a control parameter ¢. To solve the service composition problem taking into
account QoS, energy, and mobility, the swarm P(t) contains NC' composite services in
iteration ¢ that are initially chosen and then iteratively updated during the evolution pro-
cess. The LS-SCA algorithm operates in two phases: (i) the mass learning phase where
the compositions of the population are improved through a collaborative process and (ii)
the elite learning phase where each composition is improved by learning from the N best

compositions resulting from the previous phase (see Figure 1V.3).

5.1.1 Mass learning phase

In iteration ¢, the population P;(t) is divided into NYC sub-populations, where each sub-

population contains K composite services. The compositions within each sub-population
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Population (t)

[ ) Compositions
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Composition Cy Mass learning phase

. Composition Cu

. Composition CL

. Improved Cy composition
Improved CL composition

) Compositions evolution

Population (t+1) NC O

Elite learning phase

Figure IV.3: Phases of the LS-SCA algorithm.

are improved through collaborative and competitive strategies. More specifically, in each
iteration, the composite services are ranked according to a global utility value that con-
siders QoS, energy, and mobility criteria. Three composite services are randomly selected
from P;(t) and compared considering their utility values. The composition Cy with the
highest utility value is passed directly to the elite learning phase since it could be closest
to the best composition of the population. The compositions C}, and C); having the

lowest and middle utility values, respectively, are updated using the following formulas:

Vi, =sig(R1 Vi, + Ro(Cy © CL) + ¢ Ry (Cyy © Cp)) (IV.29)
Vi = sig(Ry Var + Ro(Cyr © Cyp) + ¢ R (C © Cyt)) (IV.30)
Cp=Cp &V, (IV.31)
Cyv=Cuy ® Vi (IV.32)

where C' is the average utility value of the population, Vj; and V are the velocities of

the middle and lowest composite services, respectively. Ry, Ry, and R3 are three random

105



Chapter IV. Mobility and energy efficient service composition algorithm with QoS guarantee
for large scale Cyber—Physical-Social Systems

values within the range [0,1]. ¢ is a control parameter chosen from the interval [0, 1] to
balance the influence of Cy; and Cp, or C. The operators @, © and sig are used in the
improvement strategy to guide search space exploration (see Subsection 5.2). After this
update, both compositions C); and C}, are added to the population for the next phase
of the algorithm. The steps of the mass learning phase of the LS-SCA algorithm are

summarized in Algorithm 4.

Algorithm 4 Mass learning phase of the LS-SCA algorithm.
Inputs: NC : The size of the population P.

K . The sub-population size.
TC : The terminal condition.
Py : The initial population.
Outputs: A new population of composite services.
while (T'C is not satisfied) do
P+ F;
Calculate the utility values of compositions in P;;

Divide the population into NYC sub-populations;

1:

2

3

4

5. for each sub-population do

6 Find the compositions Cy, Cyy and Cp;
7 switch (Composition)

8 case (y:

9

The composition C'y is passed to the next phase;

10: case C):

11: Update the velocity of Cy, using formula (IV.30);
12: Update the composition C); using formula (IV.32);
13: Add the composition C; to the next phase;

14: case C:

15: Update the velocity of C'y, using formula (IV.29);
16: Update the composition C, using formula (IV.31);
17: Add the composition C7, to the next phase;

18: end switch

19:  end for
20: end while

5.1.2 Elite learning phase

The composite services in P;(t) are sorted in ascending order of their utility values. The
top N composite services are selected to form a new population P,, while the remaining
compositions are passed to the next iteration of the population P(t+1). The P, size is set
to %, where NC' represents the original population size. In this phase, each composite

service C; in P, is improved by learning from two composite services C, and C, that are
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randomly selected among the three best compositions in FP,. Formally:

C;=C; @V (IV.34)

where j, p, and ¢ are, respectively, the composite services indexes of C;, C,, and C,. Rj,
Ry, and Ry are three random values within the range [0, 1]. ¢ is a parameter within the
interval [0, 1] that controls the influence of C,. Note that F/(C,) < F/(C,) < F(C;) means
that the composition C} is worse than the composition C; in terms of utility value, which
in turn is worse than the composition C,. The algorithm 5 outlines the steps of the elite
learning phase of the LS-SCA algorithm.

Algorithm 5 Elite learning phase of the LS-SCA algorithm.
Inputs: NC : The size of the population P;.

N  : The size of the population F;.
K  : The sub-population size.
TC : The terminal condition.
P, : The population resulting from the mass learning phase.
Outputs: A new population of composite services.
1: while (TC is not satisfied) do
2 P, Pp;
3:  Sort the compositions in ascending order of their utility values;
4:  Select the N best compositions from P to form the P, population;
5. forj=3toNdo
6 Select two compositions indexes p and ¢ within [0, 7 — 1]
7 if F(C,) > F(C,) then
8 Swap (p, q);
9 end if
10: Update the velocity of C; using formula (IV.33);
11: Update the composition C; using formula (IV.34);
12:  end for
13: end while

5.2 Operators definition in the LS-SCA algorithm

Several service composition approaches use arithmetic operators such as addition
(+), subtraction (—), and multiplication () in their improvement strategy (e.g.,
[ 1,1 |). However, the use of these operators could limit
the exploration of the search space within the context of service composition. To over-
come this limitation, logical operators ¢ and & are introduced in this thesis to improve
the exploration capabilities of the LS-SCA algorithm. A composite service is represented

as an index vector of concrete services that are part of the composition. For example,
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the composite service C; = (6,3,8,1,5) means that the concrete service with index 8 is
selected from the third abstract service in the composition plan.
5.2.1 Subtraction operator ©

The result of the operation C; © C} is obtained as follows:

o In the case where the concrete services of the composition C; are different from

those of the composition Cj, the result will be equal to 1.
« If the concrete services are the same in the two compositions C; and Cj, the result
will be equal to 0.
5.2.2 Addition operator @

The result of C; @ V; is used to determine the location of the changed concrete services.
The result of C; @ V; is obtained as follows:

o If the search velocity V; of the composition C; is equal to 0, the result will be the

same as C}.

o In the case where the search velocity V; of the composition C; is equal to 1, the result
is the index of a candidate service randomly selected from a service set having a

utility value better than that of the composition C.

5.2.3 Sigmoid operator sig

The function V' = sig(X), where V = (vy ---v,), X = (21 ---x,), is defined as follows:

vy — 1 %f rand(0,1) < szigmoz:d(xi) (IV.35)
0 if rand(0,1) > sigmoid(z;)
where the sigmoid function is defined as:
sigmoid(z;) = ! (IV.36)
rgmonaiE) = 7 + exp (—x;) '

The sigmoid function is applied to equations (IV.29), (IV.30), and (IV.33) to improve

the accuracy of the velocities V), Vi, and V;.

5.3 An example of the LS-SCA application scenario

In the context of a smart city, Emma, a busy professional, takes advantage of an applica-
tion within a CPSS environment. This application is designed to optimize her daily tasks
that include: locating a cafeteria for an informal meeting booking, a co-working space
for the afternoon planning, an itinerary for a training session, and ordering dinner from

restaurants. This sequence of tasks can be seen as a service composition process, where
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several functionalities from various providers are integrated to create a seamless and inte-
grated user’s experience. For the meeting organization, the application adjusts Emma’s
route considering time constraints to ensure her punctuality. Emma goes to a cafeteria
adapted to her requirements according to the application’s recommendation. After the
meeting, Emma seeks for a co-working space. Taking into account Emma’s mobility,
the application recommends spaces close to her intended routes to minimize travel time
and reduce the energy consumption of her device. For the training session, the applica-
tion analyzes the sports infrastructure while considering Emma’s mobility and suggests
the best route to the gym. Finally, when ordering dinner, Emma would like to order a
takeaway meal from a restaurant. The application selects restaurants that account for
Emma’s mobility, the restaurant service quality, and the energy efficiency to ensure stable
connectivity with the delivery service. The application then proposes several restaurants
that meet Emma’s requirements. The aim is to provide personalized solutions to improve
Emma’ daily life.

To achieve this goal, four abstract services must be composed: a meeting cafeteria
locator service, a co-working space booking service, a training session itinerary planner
service, and a restaurant take-out meal ordering service (see Figure IV.4). Each abstract
service can be carried out through multiple concrete services that have the same func-
tionality but differ in the values of their QoS attributes, energy features, and mobility’s
aptitude. In this example, there are five concrete services for each abstract service that be-
longs to the composition (see Table IV.5), resulting in 5% possible combinations of concrete
services to be evaluated during the composition. Each concrete service is characterized by
three QoS attributes (response time: RT', availability: AV and cost: C'), several energy-
related features (Input data: D,, Output data: Dy, Upload power: p,, Download power:
pa, Standby power: p,, Energy consumption per unit time: FC\,;;, Upload transmission
speed: V,, Download transmission speed: V) and the mobility criterion (the aptitude
value that represents the average time spent by a user within the coverage area of the
service). The proposed LS-SCA approach aims to find the best combination of concrete
services that meets the user’s QoS requirements and minimizes energy consumption as
much as possible, while taking into account the user’s mobility.

Figure IV.5 shows the flowchart of an LS-SCA execution example. A population of
six compositions is randomly generated P1 = { Cy, Cy, C3, Cy, C5, Cg }, where each
composition C; (i = 1---6) is evaluated using a global utility value U(C;) that represents
the minimum max-regret value. Let C3 =< 4,2,3,4 > be the composition with the best
utility value, such as 4, 2, 3, and 4 refer to the indexes of concrete services that are
selected from the abstract services AS;, ASs, AS; and AS, respectively. In the Mass
learning phase, three compositions are randomly selected from the population and com-
pared according to their utility values. In the considered example, the compositions Cj,
Cy and Cj are first chosen with U(C3) < U(Cy) < U(Cs), followed by the compositions
C1, Cy and Cg with U(Cy) < U(Cy) < U(Cg). The compositions Cs and C have the best

utility value and form the first C'y sub-population. The compositions C; and C5 have an
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@@@ Profile example of candidate service CSs
Eesponse time: 132.18 ms Upload power: 0.23 Watts
Availability: 9 %o Download power: 26.42 Watts
Cost: 0.13 Standby power: 0.05 Watts
Input data sizec 18.99 Kb Energy consumption in a unit of time: 1.22 j's
: Output data size: 12.85 Kb Upload trananission speed: 571.62 Kb/s
& parididite seivices Aptitude: 74.92 Download fransmission speed: 670.2 Kh/'s
candida
per abstract service
'\
A
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Meeting cafeteria Co-working Training session Restaurants
locator service [ space booking itinerary planmer [~ tak eout meal
service service service

Abstract service

Figure IV.4: Service composition scenario of the LS-SCA approach.

average utility value and form the second C'; sub-population. The compositions C'5 and
Cs, having the lowest utility value, constitute the third C7, sub-population. The composi-
tions C3 and C} of Cy sub-population are directly passed to the next phase, whereas the
compositions belonging to the C, and C); sub-populations are updated according to for-
mulas (IV.31) and (IV.32) respectively. The compositions Cy, Cy and C5 are retained as
their new utility values (0.04, 0.21, and 0.01) are better than their initial ones. However,
the composition Cy keeps its initial value (0.41) as it is better than the new one (0.42).
In the elite learning phase, the compositions are sorted in ascending order of their global
utility values. The top (INC'/2) compositions are selected to form the new population P,.
The update process starts with the third composition of the P, population by learning
from two compositions randomly selected among those with better utility values. Thus,
in the example, only Cj is updated using formulas (IV.33) and (IV.34). This process is
repeated until the stopping condition TC is satisfied.

6 Performance evaluation

This section evaluates and compares the performance of the LS-SCA approach with those
of six among the most relevant and representative service composition approaches from

the literature, according to different simulation scenarios.

6.1 Simulation parameters and dataset

We consider different large-scale service composition scenarios to evaluate the performance
of the LS-SCA approach. These scenarios are carried out using MATLAB software on a
64-bit Windows OS running on an Intel Core (TM) i5-5005U PCU at a frequency of 2.20
GHz with 8 GB of RAM.
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Table IV.5: Concrete services for each abstract service of the composition scenario.

QoS attributes Energy features Mobility
AS CS Device/ provider
RT AV C D, Dy Vi Dd EC, i+ Apti-
tude
cst ConnectCup- 196 32,8 0,83 14,9 11,11 494,63 88,16 1,72 96,89
g Coffe
:g csy  ChillChaiCorner 102,62 15,3 0,91 11,78 15,33 894,33 95,78 1,27 114,51
S csy  EasyMeetCoffee 154 144 0,71 19,22 18,11 991,57 96,78 0,48 119,27
csy CasualMeetCof- 2278 14,6 1 12,67 10,39 627,43 88,43 0,83 71,26
fee
cst RelaxedCorner 132,18 9 0,13 18,99 12,85 670,2 96,42 1,22 74,92
cs?  ProSpaceWork 115 24,6 0,83 17,21 16,92 991,57 96,77 0,59 119,27
;%0 cs3  CoSpaceWork 160,64 7,9 0,59 17,31 15,82 470,12 91,96 0,81 119,5
gz cs3  FlexSpaceWork 176,48 24 097 14,57 16,8 29,25 93,92 1,23 130,6
“ cs3  CityHive 392,5 6,3 091 1841 10,8 494,63 88,16 0,19 96,89
cs?  AgileOffice Hub 252,35 5,3 0,85 10,45 13,55 290,25 93,92 0,67 130,6
cs?  FitJourneyPro 269,83 4,5 0,85 14,28 17,7 627,43 88,43 1,1 71,26
%0 cs3  GymFlow 167 246 0,85 19,23 17,26 714,48 91,09 0,68 99,87
E cs3  FitRoutes 4845 59 0,78 16,65 10,46 967,33 96,1 1.4 53,78
csi  ActiveCommute 252 206 1 14,28 14,48 894,33 95,78 0,44 114,51
cs3  WelnessMapPro 213 17,1 0,96 12,12 1894 906,64 954 0,47 85,5
cst QuickEats 2166 1,8 094 1227 19,39 576,58 96,29 1,57 95,1
é cs3  RapidGrains 370,5 10,9 0,86 17,77 14,22 576,58 96,29 1,86 95,10
4:% csi  SwiftSavorGrill 1074,3 3,1 0,14 16,54 14,61 490,61 99,24 1,09 123,32
= csi  QuickCrisp 329,8 6 0,51 13,04 13,03 576,58 96,29 0,16 95,1
csi  PangeaPizza 386,44 6 0,27 10,05 16,75 576,58 96,29 0,71 95,1

The performance of the LSS-CA approach are assessed using two real-world
datasets: the QWS dataset |

[

| and the WSC-2009 dataset

]. The QWS dataset contains nine QoS parameters for 2507 services,

whereas the WSC- 2009 dataset contains six QoS parameters for 36351 concrete services.

The simulation scenarios are based on five QoS parameters: availability, reliability, suc-

cess, throughput, and response time. For these scenarios, the number of abstract services
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Figure IV.5: Flowchart of an LS-SCA execution example.
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in each composition is set to 5, where each abstract service contains between 2000 and

ILAVIS

]
is used to define the energy features of the services belonging to the QWS and WSC-

2009 datasets.

As

each device in a CPSS environment is equipped with a battery and can provide a set

More precisely, a CPSS environment is simulated with 10 devices and
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of services, the realistic energy model introduced in |
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one mobile user’s device. The battery of each device has an initial charge Cj,irir chosen
uniformly from the interval [0.7C}40, Crnaz], Where Cpep = 1500 mA.h is the maximum
battery charge. Candidate services are provided on different devices, while the input and
output data sizes are randomly distributed between 10K B and 100K B for each service.
Data transmission speeds between the mobile user and the devices hosting services are
generated according to a uniform distribution within the interval [10 Kb/s, 1000 Kb/s].
The energy consumption of a service at each invocation is chosen uniformly in the interval

(102 mA.s, 10" mA.s] and its residual energy is updated after each invocation.

6.2 Baselines and performance metrics

We compare the performance of the LS-SCA algorithm to those of six baselines ap-

proaches: the Particle Swarm optimisation and Gray Wolf optimizer-based Service Com-

position (PSGW-SC) approach [ |, the Genetic Algorithm-based Service
Composition (GA-SC) approach [ |, the Particle Swarm optimization-
based Service Composition (PS-SC) approach | ], the Shuffled Frog

Leaping and Genetic Algorithm-based Service Composition (SFLGA-SC) approach
[ |, the Genetic algorithm and Particle Swarm optimization-based Ser-
vice Composition (GAPS-SC) approach | ], and the modified Invasive
Weed optimization-based Service Composition (IW-SC) approach | ].
The population size is set to 15 and the maximum number of iterations to 100 for all
algorithms. The control parameter ¢ and the sub-population size k are set to 5 and 0.15,
respectively, for the LS-SCA algorithm. The crossover and mutation probabilities are
equal to 0.7 and 0.3, respectively, for the GA-SC and GAPS-SC algorithms. The inertia
weight is equal to 0.5, whereas the values of C7 and Cy are equal to 2 for the PS-SC,
PSGW-SC and GAPS-SC algorithms. The following performance metrics are used to
evaluate the LS-SCA algorithm:

o Composition time that refers to the time required by the algorithms to find the

sub-optimal composition.

o Energy consumption of the composite service that represents the energy consumption

of the concrete services chosen during the composition process.

o Utility value of the composite service that measures the QoS utility value of the best

composition obtained with the algorithms.

o Awailability of the composite service that refers to the degree to which the composite

service remains accessible and operational during a given period of time.

o FExpected duration of the composite service that refers to the time during which a
user remains within the coverage area of the services belonging to the composite

service, reflecting the user’s mobility.
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6.3 Simulation results and comparison

6.3.1 Utility value of the composition

This simulation aims to compare the performance of the LS-SCA, SFLGA-SC, IW-SC,
PS-SC, GA-SC, GAPS-SC, and PSGW-SC algorithms in terms of composition QoS utility
with respect to the variation of the number of concrete services. As we can see in Figure
IV.6(a), the utility value of the composition obtained in the case of the LS-SCA algorithm
with QWS dataset varies between 0.73 and 0.79 when the number of concrete services
varies from 2000 to 10000. This utility value is much better than those obtained with the
SFLGA-SC, IW-SC, GAPS-SC, PS-SC, GA-SC, and PSGW-SC approaches, which vary
from 0.70 to 0.73, 0.67 to 0.69, 0.61 to 0.64, 0.61 to 0.62, 0.60 to 0.62, and 0.56 to 0.58,
respectively. Similarly, as shown in Figure IV.6(b), the utility value of the composition
obtained with the WSC-2009 dataset in the case of the LS-SCA algorithm ranges from
0.60 to 0.66 when the number of concrete services increases from 2000 to 10000. This
utility value is better than those achieved by the SFLGA-SC, IW-SC, GAPS-SC, PS-SC,
GA-SC, and PSGW-SC approaches, which vary from 0.53 to 58, 0.51 to 0.53, 0.45 to 0.47,
0.43 to 0.46, 0.44 to 0.45, and 0.33 to 0.37, respectively. Note that the LS-SCA algorithm
provides a composition utility very close to that obtained with the LS-SCA-QS variant
where only the QoS is taken into account in the selection process. This outcome is due to
the improved exploration and exploitation strategies used in the LS-SCA algorithm that

allow selecting candidate services with high QoS to be part of the composition.

N FSGW-SC B (s-sCA-QS [JSFLGA-SC [__1IW-sC C_Jpssc I F5GW-sC
[ s-sca N LSSCA. - EEMcarssc [[]GAsC |

2000 4000 6000 8000 10000 2000 4000 6000 8000 10000
Number of concrete services Number of concrete services

(a) QWS Dataset (b) WSC-2009 Dataset

Figure IV.6: Impact of the concrete services’ number on the QoS utility of the composition.

6.3.2 Energy consumption of the composition

This simulation scenario measures and compares the energy consumption of the LS-SCA
algorithm with those of the SFLGA-SC, IW-SC, PS-SC, GA-SC, GAPS-SC, and PSGW-
SC algorithms by varying the number of concrete services. As illustrated in Figure IV.7(a),
when using the QWS dataset and considering 10000 concrete services for every abstract
service of the composition, the IW-SC, SFLGA-SC, PSGW-SC, and PS-SC algorithms
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consume about 70.03%, 57.79%, 44.73%, and 37.89% more energy compared to the LS-
SCA algorithm. Similarly, Figure IV.7(b) shows that for the WSC-2009 dataset, the IW-
SC, PSGW-SC, SFLGA-SC, PS-SC and GAPS-SC algorithms consume almost 88.92%,
74.76%, 84.87%, 66.56%, and 40.13% more energy compared to the LS-SCA algorithm
when 10000 concrete services are considered for every abstract service of the composi-
tion. This is due to the realistic energy model exploited in the LS-SCA algorithm that
allows selecting concrete services with the highest energy efficiency during the composi-
tion process. However, Figure IV.7(a) shows that using the QWS dataset, the GA-SC
and GAPS-SC algorithms, along with the LS-SCA-E variant, consume less energy than
the LS-SCA algorithm, while Figure IV.7(b) shows that the GA-SC algorithm and the
LS-SCA-E variant have low energy consumption compared to the LS-SCA algorithm us-
ing the WSC-2009 dataset. This can be explained by the fact that these approaches focus
only on minimizing energy consumption during the selection process, thus decreasing the
energy consumption of the composition. Note that the LS-SCA-E variant, GA-SC and
GAPS-SC approaches produce a low composition QoS utility compared to the LS-SCA
algorithm because these approaches do not account for QoS during composition, leading

to the selection of services that are not efficient in terms of QoS (see Figure IV.6).

[— B Pscw.sc BB UsscA-qs EEMCAPS.sC EEENILSSCAE C_w-sc EEmPscw.sc EEMcApssc EEMisscA  EEEILSSCAE
[TsFeasc [Cps-sc [ Lssca  [eAsc [sFLeasc [Cps-sc L s-scA-as [ GA-sC

0 L
2000 4000 6000 8000 10000 2000 4000 6000 8000 10000
Number of concrete services Number of concrete services

(a) Dataset QWS. (b) Dataset WSC-2009

Figure IV.7: Impact of the concrete services’ number on the energy consumption of the

composition.

6.3.3 Awvailability of the composition

Figure IV.8 shows the result obtained when measuring the impact of the concrete services’
number on the availability of the composition. As we can see in Figure IV.8(a), using
the QWS dataset, the PS-SC, SFLGA-SC, TW-SC, GAPS-SC, PSGW-SC, and GA-SC
algorithms offer almost 44.35%, 44.78%, 59.89%, 63.31%, 68.67%, and 77.86% less service
availability compared to the LS-SCA algorithm when 10000 concrete services are consid-
ered for every abstract service of the composition. Similarly, Figure IV.8(b) shows that
with the WSC-2009 dataset, the PS-SC, SFLGA-SC, IW-SC, GAPS-SC, PSGW-SC, and
GA-SC algorithms offer approximately 31.09%, 30.27%, 50.10%, 58.37%, 53.93%, and
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51.64% less service availability compared to the LS-SCA algorithm when 10000 concrete
services are considered for every abstract service of the composition. The high availability
of service achieved by the LS-SCA algorithm can be attributed to its selection mechanism
that considers energy efficiency. This mechanism uses the aptitude concept, based on the
expected moving distance and the user’s velocity, to ensure that the selected composite
services remain accessible during the user movement, leading to high service availability.
The results of this scenario demonstrate that the LSSCA algorithm is more efficient in
maintaining high service availability compared to existing approaches, especially when

dealing with a large-scale service-oriented environment when mobility is a critical factor.
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Figure IV.8: Impact of the concrete services’ number on the availability of the composi-

tion.

6.3.4 Composition time

This simulation scenario compares the composition times obtained with the LS-SCA,
SFLGA-SC, TW-SC, PS-SC, GA-SC, GAPS-SC, and PSGW-SC algorithms when the
number of concrete services varies from 2000 to 10000. Figures IV.9(a) and 1V.9(b)
show that when using the QWS and WSC-2009 datasets, the composition time of the
LS-SCA algorithm is lower than that obtained in the case of the IW-SC and GAPS-SC
algorithms, even when the number of concrete services increases. This is due to the fact
that the LS-SCA algorithm has good exploitation capabilities and can quickly find the best
services while maintaining the population diversity during the learning phase. However,
the LS-SCA algorithm has a higher composition time compared to that obtained with the
SFLGA-SC, PS-SC, GA-SC, and PSGW-SC algorithms. This is mainly due to the fact
that the LS-SCA algorithm requires more time to deeply explore the composition search
space compared to the baseline algorithms. This additional computational effort allows
the LS-SCA approach to achieve a better composition in terms of QoS utility, energy
consumption, and availability (as demonstrated in Figures IV.6, IV.7, and IV.8).
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Figure IV.9: Impact of the concrete services’” number on the composition time.

6.4 Mobility assessment

During the invocation of composite services, users may move continuously, leading there-
fore to a change in their device’s power. This change in power can affect the energy con-
sumption and availability of composite services. Accordingly, accounting for the user’s

movement and velocity when optimizing the composition process is a crucial issue.

6.4.1 The expected duration of the user

In this simulation, we investigate the impact of the user’s speed on the expected time
during which the user remains within the coverage area of the composite service. From
Figure IV.10, we can see that the expected duration generated by the algorithms obviously
decreases with the user’s speed increase when using the QWS and WSC-2009 datasets.
The LS-SCA algorithm achieves significantly higher performance compared to the PS-SC,
SFLGA-SC, IW-SC, GAPS-SC, PSGW-SC, and GA-SC algorithms. This is due to the
fact that, unlike the baseline approaches that select concrete services according only to
their QoS values or energy, the selection process used in the LS-SCA algorithm is carried
out considering the user’s mobility, energy, and QoS values of services. In conclusion, by
simultaneously considering QoS, energy consumption, and user’s mobility, the LS-SCA
algorithm outperforms all other baseline algorithms in maintaining service availability

during user’s movement.

6.4.2 Energy consumption

This simulation scenario assesses the impact of the user’s speed on the energy consump-
tion of composite services. As observed in Figures IV.11(a) and IV.11(b), the energy
consumption of compositions generated by the IW-SC, SFLGA-SC, PS-SC, and PSGW-
SC algorithms using the QWS and WSC-2009 datasets is significantly higher than that
obtained with the LS-SCA algorithm. This finding is because the LS-SCA algorithm
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Figure IV.10: Impact of the users’ moving speed on the expected duration of the user in

the service range.

selects services while taking into account the user’s speed and dynamically adjusting
the data transmission locations. By performing data transmission between services and
users in areas with stronger signal strength, the LS-SCA algorithm effectively reduces
the energy consumption of the composition. Furthermore, Figure IV.11(a) shows that
the GA-SC and GAPS-SC approaches consume slightly less energy compared to the LS-
SCA algorithm because they select services only according to their energy. However, this
strategy leads to a decrease in QoS utility and service availability. Nevertheless, Figure
IV.11(b) illustrates that only the GA-SC algorithm consumes slightly less energy com-
pared to the LS-SCA algorithm. This outcome demonstrates that the LS-SCA approach
is adaptable and efficient in different CPSS deployment environments by considering the

user’s mobility, while balancing the QoS and energy consumption.
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Figure IV.11: Impact of the users’ moving speed on the energy consumption of the com-

position.
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6.4.3 Availability of composite service

The effect of user’s speed on the availability of the composite services is investigated
in this simulation scenario. As shown in Figure IV.12, with the QWS and WSC-2009
datasets, the availability of services for the LS-SCA, PS-SC, SFLGA-SC, IW-SC, GAPS-
SC, PSGW-SC, and GA-SC algorithms decreases as the moving speed increases. However,
the LS-SCA approach offers better service availability than all of the baselines due to the
consideration of the user’s mobility and energy consumption during the service selection
process. On the one hand, taking into account mobility during the composition process
allows the LSSCA algorithm to select the service offering the best aptitude, i.e., the
largest expected time during which a user remains within the coverage area of the service.
On the other hand, accounting for the energy criterion in the composition allows the
LSSCA algorithm to select the most efficient services in terms of energy consumption,
ensuring their availability as long as possible. Overall, the LS-SCA algorithm provides a
more efficient and reliable service composition process by balancing the user’s mobility
and energy consumption of services. This results in an optimized service that provides

benefits to both users and service providers.
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Figure IV.12: Impact of the users’ moving speed on the availability of the composition.

7 Conclusion

A novel approach is proposed in this chapter to address the service composition problem
in the CPSS environment, taking into account QoS, energy consumption, and mobility.
The introduced mobility and energy models allow for significant improvements in the
performance and efficiency of the proposed approach. The mobility model based on the
aptitude concept enables a dynamic adaptation and optimization of the service composi-
tion process based on the user’s path and location. Furthermore, the used energy model
allows the selection of the most relevant services in terms of energy consumption, leading

to significant energy savings. This model performs data transmission between services
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and users located in areas with high signal strength, which optimizes energy consumption
and increases the availability of service. The simulation results show that the LS-SCA ap-
proach outperforms six baseline approaches by almost 23% in terms of QoS utility values,
28.72% in terms of energy consumption, and 40% in terms of service availability. This
outcome is due to the balance achieved between exploration and exploitation during the
mass learning and elite learning phases of the proposed approach. More precisely, the
process of regrouping compositions during the mass learning phase enhances the diversity
and allows a larger exploration of the optimal composition, increasing the probability of
finding best compositions. In addition, mutual learning between compositions in the elite
learning phase further improves their utility values, accelerating the convergence to op-
timal compositions. Besides, the LSSCA approach provides a more efficient and reliable
service composition process by balancing both mobility, QoS, and energy consumption
of services compared to existing baselines. These findings underline the potential of the

proposed approach in practical real-world scenarios.
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1 Contribution synthesis

In this thesis, we have addressed the problem of service composition with QoS guarantees
in large-scale Cyber-Physical-Social Systems (CPSS) and the Internet of Things (IoT). As
these environments are interconnected and highly dynamic, the need to address adaptive
service composition approaches has become crucial to ensure optimal QoS (e.g., response
time, availability, reliability), balanced energy consumption, and seamless adaptation
to the user mobility. However, existing approaches often fail to simultaneously consider
energy efficiency, user mobility, and QoS constraints, leading to limited compositions in

terms of service availability and resource utilization.

To handle these challenges, two contributions are proposed in this thesis. The
first contribution introduces the Group Teaching-based Energy-efficient and QQoS-aware
service Composition Algorithm (GT-EQCA) designed for IoT environments where
services are hosted on energy-constrained devices. This approach is proposed to
overcome the limitations of most existing service composition approaches that do
not simultaneously take into account the energy and QoS of services, leading to (i)
a decrease in the composition’s QoS and/or (ii) an unbalanced energy consumption
between services, thus reducing the composition’s lifetime. Given that energy is a
critical resource in IoT applications, the proposed algorithm aims to achieve energy
efficiency by ensuring a trade-off between energy consumption and the user’s QoS
requirements. To achieve this, the service selection problem under QoS constraints is
formulated as a combinatorial optimization problem and solved using the lexicographic
optimization technique, which is particularly well-suited for multi-objective optimization
problems where a predefined priority order exists among objectives. Unlike traditional
approaches that consider all available services in the composition process, the GT-EQCA
approach selects only the top-k most relevant [oT services based on relative Pareto
dominance. The latter is computed based on the energy consumption and QoS attributes
of services, while considering user preferences. By restricting the search to the top-k
services, this approach reduces computational complexity, while improving at the
same time the QoS utility of the resulting composition. Once the top-k services are
selected, the composition process is performed using the Group Teaching Optimization

(GTO) algorithm to obtain a near-to-optimal composite service, i.e., a composition
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that maximizes QoS utility while satisfying global QoS constraints. Unlike most
existing bio-inspired optimization techniques, the GTO method does not require manual
tuning of control parameters, making it highly adaptable and efficient for large-scale
service composition. Simulation scenarios demonstrate that the GT-EQCA approach
outperforms four baseline algorithms by almost 76% in terms of composition time, 88.8%
in terms of energy consumption, and 28.4% in terms of QoS utility values, thus improving
service availability and prolonging composition lifetime. These results highlight the
robustness and scalability of the proposed approach in large-scale IoT environments

by balancing QoS requirements and energy consumption compared to existing approaches.

The second contribution deals with the complementarity challenge that was not
fully addressed in many existing approaches, and in the first contribution, particularly
the absence of user’s mobility consideration during the composition process. This con-
tribution proposes the Learning-based Swarm optimization-aware Service Composition
Algorithm (LS-SCA) to solve the service composition problem in Cyber-Physical-Social
Systems (CPSSs). In CPSS environments, services are subject to continuous mobility
that directly impacts their availability and quality, leading to significant challenges to
achieve stability and reliability of the service composition. To address these issues, the
LS-SCA approach simultaneously integrates the mobility aspect, energy efficiency, and
QoS constraints. First, the Small World in Motion (SWIM) mobility model is employed
to generate realistic user’s mobility traces. Second, since excessive battery consumption
of service-hosting devices can reduce runtime and cause composition failures, services
involved in the composition are efficiently managed and replaced by considering the
energy to ensure the continuity of the composition. To support this decision-making
process, an energy consumption model is introduced to evaluate the use of services and
their impact on overall energy efficiency, thus increasing the availability of services.
Third, the two-phase learning-based swarm optimizer (TPLSO) method is used in the
LS-SCA algorithm to find the near-to-optimal composite service that satisfies the global
QoS constraints while considering energy and mobility. Unlike most bio-inspired service
composition approaches, which improve the overall composition population through a
given number of iterations, the TPLSO method improves only a subset of promising
compositions into two phases, which reduces the computation time and maintains the
composition quality. The experimental results demonstrate that the LS-SCA approach
outperforms six baseline algorithms, achieving an improvement of approximately 23% in
the QoS utility values, a reduction of 28, 72% in energy consumption, and an increase of
40% in service availability. The LSSCA approach ensures an efficient service composition
process by balancing mobility, QoS constraints, and energy consumption of services
compared to the existing baselines. These findings highlight the potential of the proposed

approach in real-world scenarios.
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2 Future search directions

In this thesis, we not only highlight the key challenges associated with QoS-aware service
composition, but also propose effective strategies to address them by leveraging recent

advances. The following subsections outline promising directions for future research:

2.1 Real-world validation in mobile and dynamic environments

An interesting perspective is the deployment of the approaches proposed in this thesis on
mobile devices with varying computing capacities, battery limits, and network conditions.
Such a deployment would provide a better understanding of the algorithms’ adaptability
and effectiveness in heterogeneous environments, ensuring their applicability in real-world
CPSS scenarios. Beyond a simple deployment, this perspective opens the way to extend
the proposed service composition approaches by considering the mobility of multiple en-
tities, including users, services, and devices. This extension could specifically explore the
integration of complementary models, such as group mobility or heterogeneous device mo-
bility. Group mobility refers to entities that move collectively, such as connected vehicles
or medical emergency teams, sharing similar trajectories. This correlated mobility offers
the opportunity to anticipate their movements, pre-position services along their routes,
and optimize resource allocation collectively to reduce reconfiguration costs and improve
QoS. Predictive models such as the Reference Point Group Mobility Model (RPGM) can
be used to predict group trajectories and proactively allocate or place services in prox-
imity to the moving group. Meanwhile, heterogeneous device mobility involves a variety
of entities such as smartphones, IoT sensors, drones, and vehicles, with different speeds,
computing capacities, energy resources, and connectivity. The objective is to maintain
continuous QoS and provide energy-efficient services despite these differences by classi-
fying devices according to their capacity, predicting their trajectories using models such
as Kalman filters, and dynamically adapting the orchestration and migration of services
to the most suitable computing resource. One promising direction would be the design
of adaptive composition algorithms that combine realistic mobility models with contin-
uous monitoring of service availability, QoS variations, and energy consumption. These
algorithms could then rely on predictive techniques, such as mobility prediction, to antic-
ipate changes in user or service locations and proactively reconfigure the composition to

minimize interruptions and service failure.

2.2 Enhancing stability and reliability via predictive learning

Further research could focus on integrating predictive analytics and reinforcement learn-
ing techniques to anticipate mobility traces and proactively adjust the service composi-
tion process. By incorporating intelligent decision-making mechanisms, the proposed ap-
proaches could dynamically adapt to fluctuations in service availability, user preferences,

and environmental changes, thus improving the stability and reliability of compositions.
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To develop this perspective, predictive models (e.g., Markov chains, trajectory clustering,
or machine-learning-based predictors) could be driven by historical mobility traces and
QoS variations to anticipate future service behavior, allowing a reconfiguration of compo-
sitions before any failure. Reinforcement learning could then be applied to continuously

refine these decisions by learning from previous successes and failures of the composition.

2.3 Toward autonomous microservice composition

Another promising future research should investigate methods for autonomous microser-
vice composition, where the system can dynamically select, orchestrate, and adapt mi-
croservices according to changes in user requirements, context, and environment. Mi-
croservices are a software architectural style in which applications are built as a set of
small, loosely coupled, and independently deployable services. Unlike traditional service-
oriented architectures, microservices allow developers to update, upgrade, and maintain
individual components without affecting the overall application. This fine-grained mod-
ularity improves agility, scalability, and failure tolerance, making microservices useful for
the creation of scalable and adaptive applications. Such approaches would rely on sophis-
ticated techniques such as self-learning, reinforcement learning, and contextual learning
to continuously refine composition approaches without human intervention. From this
perspective, microservices could become proactive entities able to monitor their own per-
formance and make reconfiguration in real-time to ensure both QoS satisfaction and re-
source efficiency. This evolution requires decentralized orchestration mechanisms, where

multiple autonomous agents collaborate without relying on a central entity.
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Abstract. This thesis addresses the problem of QoS-aware service composition in large-scale Cyber-
Physical-Social Systems (CPSS) and the Internet of Things (IoT). These environments are highly dy-
namic and interconnected, which makes ensuring optimal Quality of Service (QoS), balanced energy
consumption, and adaptation to user mobility particularly challenging. Existing approaches often fail to
account for these dimensions simultaneously, resulting in reduced service availability and lower composi-
tion quality. To overcome these limitations, the first contribution introduces the Group Teaching-based
Energy-efficient and QoS-aware Composition Algorithm (GT-EQCA) for IoT environments. By formu-
lating the problem as a multi-objective combinatorial optimization and selecting only the top-k most
relevant services, the GT-EQCA algorithm reduces the computation time while maintaining a high QoS
level. Tt employs the Group Teaching Optimization (GTO) algorithm, which avoids the need for hard
parameter tuning and ensures scalability. The experimental results show improvements of up to 76%
in composition time, 88% in energy efficiency, and 28% in QoS utility. However, the mobility aspect
is not addressed in this algorithm. To deal with this limitation, the second contribution proposes the
Learning-based Swarm optimization-aware Service Composition Algorithm (LS-SCA) by jointly consid-
ering mobility, energy, and QoS during the composition process. Using a realistic mobility model and
a two-phase learning-based swarm optimizer, the LS-SCA algorithm reduces computation time while
improving composition quality. The results show 23% higher QoS utility, 28% less energy consumption,
and 40% higher service availability compared to the literature baselines. This thesis proposes adaptive,
energy-efficient, and mobility-aware algorithms for scalable and reliable service composition in dynamic
IoT and CPSS environments.

Keywords : Service Composition, Quality of Service (QoS), Energy Efficiency, Mobility, Internet of
Things (IoT), Cyber-Physical-Social Systems (CPSS), Metaheuristics.

Résumé. Cette these aborde le probleme de la composition de services en tenant compte de la qualité
de service (QoS) dans les systémes cyber-physiques-sociaux (CPSS) & grande échelle et I'Internet des
objets (IoT). Ces environnements sont trés dynamiques et interconnectés, ce qui rend la garantie d’une
QoS optimale, d’'une consommation d’énergie équilibrée et d’'une adaptation a la mobilité des utilisa-
teurs un défi majeur. Les approches existantes ne tiennent pas simultanément compte de ces dimensions,
conduisant ainsi a une disponibilité réduite des services et une faible qualité de la composition. Pour
pallier ces limitations, la premiére contribution introduit I’algorithme GT-EQCA (Group Teaching-based
Energy-efficient and QoS-aware Composition Algorithm) pour les environnements IoT. En formulant la
composition de services comme un probléme d’optimisation combinatoire multi-objectifs et en sélection-
nant uniquement les k services les plus pertinents, I'algorithme GT-EQCA réduit le temps de calcul tout
en maintenant un niveau de QoS élevé. Il utilise 'algorithme d’optimisation de ’enseignement en groupe
(GTO), qui ne requiert pas un hyper paramétrages et garantit la scalabilité. Les résultats expérimentaux
montrent des améliorations allant jusqu’a 76 % en termes de temps de composition, 88 % d’efficacité
énergétique et 28 % d’utilité de la QoS. Cependant, I’aspect mobilité n’est pas pris en compte dans cet
algorithme. Pour remédier a probléme, la deuxiéme contribution propose ’algorithme LS-SCA (Learning-
based Swarm optimization-aware Service Composition Algorithm), qui prend en compte conjointement
la mobilité, I’énergie et la QoS pendant le processus de composition. En utilisant un modéle de mobilité
réaliste et une optimisation par essaim d’apprentissage en deux phases, 1'algorithme LS-SCA réduit le
temps de calcul tout en améliorant la qualité de la composition. Les résultats montrent une utilité de
QoS supérieure de 23 %, une consommation d’énergie inférieure de 28 % et une disponibilité des services
supérieure de 40 % par rapport aux approches de la littérature. Cette thése propose des algorithmes
adaptatifs, efficaces sur le plan énergétique et sensibles a la mobilité pour une composition de services
évolutive et fiable dans des environnements IoT et CPSS dynamiques.

Mots-clés : Composition de services, qualité de service (QoS), efficacité énergétique, mobilité, Internet
des objets (IoT), systémes cyber-physiques-sociaux (CPSS), métaheuristiques.
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